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”the embodiment of converged IT and physical security”

Larry Greenemeier (Information Week)

WhiteHat Security Founder & CTO
Named to InfoWorld's CTO 25 List 

Co-founder of the Web Application Security Consortium
Co-author of Cross-Site Scripting Attacks
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“Who has been flirting with this subject for a few years and 

is totally an 8.5+ on Hot or Not.” 
Arshan Dabirsiaghi (Author of Anti-Samy)

Director of Operations, WhiteHat Security
7 years as a enterprise security consultant

Worked with FBI, Secret Service, FinCEN, SANS, CIS, on 
organized crime web hacking
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WhiteHat Sentinel
• Unlimited Assessments – customer controlled 

and expert managed – the ability to scan 
websites no matter how big or how often they 
change

• Coverage – authenticated scans to identify 
technical vulnerabilities and custom testing to 
uncover business logical flaws  

• Virtually Eliminate False Positives – Operations 
Team verifies results and assigns the 
appropriate severity and threat rating

• Development and QA – WhiteHat Satellite 
Appliance allows us to service intranet 
accessible systems remotely

• Improvement & Refinement – real-world scans 
enable fast and efficient updates
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Technical:
Command Execution
• Buffer Overflow
• Format String Attack
• LDAP Injection
• OS Commanding
• SQL Injection
• SSI Injection
• XPath Injection

Information Disclosure
• Directory Indexing
• Information Leakage
• Path Traversal
• Predictable Resource Location

Client-Side
• Content Spoofing

• Cross-site Scripting

Business Logic:

Authentication
• Brute Force
• Insufficient Authentication
• Weak Password Recovery Validation

Authorization
• Credential/Session Prediction
• Insufficient Authorization
• Insufficient Session Expiration
• Session Fixation

Logical Attacks
• Abuse of Functionality
• Denial of Service
• Insufficient Anti-automation
• Insufficient Process Validation

WASC 24 Classes of Vulnerabilities
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Percentage likelihood that a website has a particular 
vulnerability by class

The other half of the Top Ten
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QA overlooks them
Tests what software should do, not what it can be made to do

Scanners can’t identify them
Limited contextual knowledge and doesn’t know if something 

worked (or not)

WAFs / IDSs can’t defend them
All the HTTP requests appear completely normal
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Attacks are not always 
“illegal” - often 

just against 
terms of service
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Artificial Scarcity DoS

To prevent multiple-purchase of 
a scarce item (airline seats, 
physical goods, usernames, 
etc.), an application will “lock” the 
object for a period of time to 
prevent process conflicts.
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Book an Airline Seat First, Flight Later

1. Select a flight
2. Agree to the terms and conditions 
3. Provide your personal details
4. Select seat

*Seat is reserved and no user may select it for a 
variable amount of time - few minutes to several hours 

5. Enter payment information

Repeat and automate for every seat on the flight
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Similar process can be applied to...

1. Event tickets (concerts, sports games, movies, 
conferences, etc.)
Great for scalpers who want to drive up the price on 
their existing tickets place or “reserve” tickets without 
risking a cash outlay.

2. Disrupt an eCommerce business selling a sought-
after product (video games/consoles, iPhone, etc.) 

3. Login Denial of Service
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Solving CAPTCHA’s for Cash

Completely Automated Public 
Turing test to tell Computers 
and Humans Apart. Used for 
protection against bots.
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Spammers want to defeat CAPTCHAs to register for free 
online accounts on Gmail, YahooMail, Windows Live 
Mail, MySpace, FaceBook, etc. for spam distribution.

As CAPTCHA technology has become more ubiquitous a 
market has emerged for those who can successfully 
defeat the security measures in an manner possible. 

Done in 3 ways...
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Flawed Implementation
• Not enough entropy in the answers
• i.e. “what is 4 + 1?”

• The same answers can be replayed multiple times

CAPTCHA Effectiveness Test 
http://jeremiahgrossman.blogspot.com/2006/09/captcha-effectiveness-test.html
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A Low-cost Attack on a Microsoft CAPTCHA 
“Our attack has achieved a segmentation success rate of 92%, and 
this implies that the MSN scheme can be broken with an overall 
(segmentation and then recognition) success rate of more than 60%.”
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A Low-cost automated attacks on Yahoo CAPTCHAs 
“Our second attack achieved a segmentation success rate of 
around 33.4% on this latest scheme. As a result, we estimate that 
this scheme could be broken with an overall success rate of about 
25.9%. Our results show that spammers never had to employ cheap 
human labour to pass Yahoo CAPTCHAs. Rather, they could rely on 
low-cost automated attacks. ”

Jeff Yan and Ahmad Salah El Ahmad
School of Computing Science, Newcastle University, England

Low-cost automated attacks on Yahoo CAPTCHAs 
http://homepages.cs.ncl.ac.uk/jeff.yan/yahoo.htm

A Low-cost Attack on a Microsoft CAPTCHA
http://homepages.cs.ncl.ac.uk/jeff.yan/msn.htm
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Mechanical Turk / “The Turk”
1. SiteA protected by CAPTCHA verification
2. SiteB offers an attractive service (porn, games, etc.)
3. SiteB periodically downloads a CAPTCH from SiteA
4. SiteB presents SiteA’s CAPTCH to a user who must 

solve it to see the next picture or continue playing
5. SiteB completes the CAPTCA protected process on 

Site A with the answer supplied by the user

“Windows game which shows a woman in a state of 
undress when people correctly type in text shown in an 
accompanying image.”
BBC News

PC stripper helps spam to spread
http://news.bbc.co.uk/2/hi/technology/7067962.stm

Solving and creating captchas with free porn
http://www.boingboing.net/2004/01/27/solving-and-creating.html
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RSnake talks to a Romanian CAPTCHA Solver...

“300-500 CAPTCHAs per person per hour. The clients 
pay between $9-15 per 1000 CAPTCHAs solved. The 
team works around 12 hours a day per person. That 
means they can solve somewhere around 4800 
CAPTCHAs per day per person, and depending on how 
hard the CAPTCHAs are that can run you around $50 per 
day per person (his estimate).”
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Solving CAPTCHAs for Cash
http://ha.ckers.org/blog/20070427/solving-captchas-for-cash/
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Hello,

I’m from VietNam

We have a group with 20 person. We working some site 
rabot, rubl, look…

Our rate just 4$ for per 1000 captcha solved.

We hope work you

Best Regard,
QuangHung
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Hi!!! Hope you are doing well. We the leading Data 
processing company in Bangladesh. Presently we are 
processing 100000+ captcha per day by our 30 
operators. We have a well set up and We can give the law 
rate for the captcha solving.

Our rate $2 per 1000 
captcha.yahoo,hotmail,mayspace,gmail, facebook etc.

We just wanna make the relationship for long terms. can 
we go forward? Thank you.

Best Regards
shakilur rahaman shohe
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Babu Says:

Dear Sir,

I am interested to work for data enty. Please call me 
0171-3335000
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WebVisum
“WebVisum is a unique browser add on which greatly 
enhances web accessibility and empowers the blind and 
visually impaired community by putting the control in your 
hands! Its aim is to allow you to better enjoy surfing the net 
and be significantly less dependent upon outside help.”

“Q: How do you solve these wonderful artistic creations 
known as CAPTCHAs?

A: It is, at least for now, a trade secret! But you'll find out 
that our monkeys are really good at it!”
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web visum (vision, in latin) is your eyes for the web
http://www.webvisum.com/
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CAPTCHA Solving 
illegal?
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Recover someone else’s 
password - it’s a feature!

Everyone forgets their 
password(s) eventually and to 
ease customer support costs, 
password recovery features are  
heavily relied upon.
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Flawed Security Lets Sprint Accounts Get Easily Hijacked
http://consumerist.com/tag/identity-theft/?i=376845&t=flawed-security-lets-sprint-accounts-get-easily-hijacked

Hi-jack a Sprint user's accounts

With just a 
cell phone 
number...

“change their billing address, order a whole bunch of cellphones sent to a 
drop location, and leave the victim paying the bill. There's also the stalker's wet 
dream: add GPS tracking to their cellphone and secretly watch their every 
movement from any computer.”
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Email preferred over secret questions
28
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Web Mail Services Market Share (Comscore, Oct 2007)
http://500hats.typepad.com/500blogs/2008/03/web-mail-serv-1.html

Provider           No. of Users (mm)
Yahoo Mail          262.2
Hotmail/Live        256.4
Gmail                   87.1
AOL Mail              48.9
QQ.com               31.4

Heavy WebMail Adoption
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China-based online “Password Recovery” services:
You pay them to hack into “your” account.

300 Yuan ($43) to break an overseas mailbox password, 
with 85% probability of success.

200 Yuan ($29) to break a domestic mailbox password, 
with 90% probability of success.
 
1000 Yuan ($143) to break a company’s mailbox 
password (no success rate given).

Also on the menu:
passwords for 163, 126, QQ, Yahoo, Sohu, Sina, TOM, 
Hotmail, MSN…etc.
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Mailbox passwords for sale, Chinese hacker business or scam?
http://www.thedarkvisitor.com/2008/04/mailbox-passwords-for-sale-chinese-hacker-business-or-scam/
http://news.cnnb.com.cn/system/2008/04/14/005548493.shtml
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Hire to Hack 
http://www.hire2hack.net/

Variable project-based pricing $150 (USD) 
minimum. They accept Western Union.
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Monetizing eCoupons

eCoupons are used during 
online checkout. The customer 
enters a unique id and a 
discount is applied to their order. 
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A large online retailer offered an 
eCoupon program...

• Coupon (ie AmEx) worth between a couple dollars and 
several hundred contained 16-digit IDs where large 
sections were static and the rest sequential.

• Initially only 3 coupons were allowed to be applied to a 
single order, until the program became popular with 
larger orders and the restriction was removed.

• Someone developed a script trying thousands of 
possible valid coupon IDs. Orders of merchandise 
worth over $50,000 were bought for mere dollars 
where 200 or more individual coupons applied.
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The problem went unnoticed until...
• A system capacity planning exercise uncovered CPU 

utilization during the night was spiking at 90%, where 
during normal peak usage it was never that high.

• The FBI investigated, but the products were sent to a 
non-existent address.

• Apparently the person colluded with a mail carrier who 
intercepted the merchandise. 

Coupons are not currency, only a tool for marketing. 
Instead investigated by the Secret Service and now 
they face counts of mail fraud. 
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Real life: Office Space Hack

"Micro-deposits" of a random 
few cents ($0.01 - $2.00) are 
used to verify financial accounts 
and routing numbers are 
correct and to verify that 
customers received it. 
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Opened 58,000 brokerage accounts
“used fake names, addresses and Social 
Security numbers for the brokerage accounts. 
Largent allegedly favored cartoon characters 
for the names, including Johnny Blaze, King 
of the Hill patriarch Hank Hill, and Rusty 
Shackelford. That last name is doubly-fake -- 
it's the alias commonly used by the paranoid 
exterminator Dale Gribble on King of the Hill.”

Linked to a dozen online bank 
accounts including, Capital 
One, Bancorp Metabank, 
Greendot and Skylight. 

Man Allegedly Bilks E-trade, Schwab of $50,000 by Collecting Lots of Free 'Micro-Deposits'
http://blog.wired.com/27bstroke6/2008/05/man-allegedly-b.html

Michael Largent, 22, of Plumas Lake, California allegedly...
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Google's Checkout: $8,225

E-trade, Schwab: $50,225

Profited using pre-paid debit cards

Faces four counts each of computer fraud, wire fraud 
and mail fraud.

Snared by the U.S. Patriot Act
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“You’re a hacker!? 
Can you hack a bank?”

Application Service Providers 
(ASP) offer hosting for banks, 
credit unions, and other 
financial services companies. 
ASPs are attractive targets 
because instead hacking a 
single financial institution, an 
attacker could compromise 
dozens/hundreds/thousands.
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How to hack 600 banks...
• An ASP provides hosting for banks, credit unions, 

and other financial services companies. ASPs are 
attractive targets because instead of focusing 
one back at a time, an attack could compromise 
dozens/hundreds/thousands at a time with the 
same vulnerability.

• The banking application had three important URL 
parameters: client_id, bank_id, and acct_id. To 
the ASP, each of their clients has an unique ID, 
each potentially with several different banking 
websites, and each bank having any number of 
customer bank accounts.

http://website/app.cgi?client_id=10&bank_id=100&acct_id=1000
40
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No notion of “authorization”
First pass at the fix commented out the error in the HTML 

http://website/app.cgi?client_id=10&bank_id=100&acct_id=1000

• By changing the acct_id to an arbitrary yet valid 
account #, the system would error and say 
“Account #X belongs to Bank #Y”

• If you changed the bank_id to #Y, the system 
would error again and say “Bank #Y belong to 
Client #Z”

• If you changed the client_id to #Z, you could drop 
into anyone else’s bank account, on any bank, on 
any client.  Success!!!
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Normal: $10,000 from Account A to Account B
A = A - ($10,000)
B = B + ($10,000)

Negative: -$10,000 from Account A to Account B
A = A - (-$10,000)
B = B + (-$10,000)

Reverse Money Transfer
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“Back-end business controls 
will prevent these issues.”
ASP Security Contact

a few week later...
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a couple months later...
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$70,000 illegally wired to an eastern 
european country.

Money not recoverable.

ASP lost a customer.

Other customers affected: unknown
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When back-end order 
cancellation procedures are a 
little too slow
People order things online, then 
change their minds, and cancel.
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Quantina Moore-Perry, 33, of Greensboro, N.C., 

Ordered over 1,800 items online at QVC including 
handbags, housewares, jewelry and electronics

Products were shipped anyway

Auctioned off on eBay

Profited $412,000

Woman admits fleecing shopping network of more than $412,000
http://www.theregister.co.uk/2007/10/30/website_fraud_guilty_plea/
http://consumerist.com/consumer/crime/woman-exploited-bug-on-qvc-website-to-steal-over-400k-in-merchandise-317045.php
http://www.msnbc.msn.com/id/21534526/
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“QVC became aware of the problem after 
being contacted by two people who 
bought the items, still in QVC packaging, 
on the online auction site.”

Pleaded guilty in federal court to wire fraud.

48



49

FTC -  Unordered Merchandise 
http://www.ftc.gov/bcp/edu/pubs/consumer/products/pro15.shtm
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Making Millions by Trading on 
Semi-public Information
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Getting the word out...
51

•Business Wire provides a service where registered website users 
receive a stream of up-to-date press releases. Press releases are 
funneled to Business Wire by various organizations, which are 
sometimes embargoed temporarily because the information may affect 
the value of a stock. 

•Press release files are uploaded to the Web server (Business Wire), 
but not linked, until the embargo is lifted. At such time, the press 
release Web pages are linked into the main website and users are 
notified with URLs similar to the following:

•http://website/press_release/08/29/2007/00001.html

•http://website/press_release/08/29/2007/00002.html

•http://website/press_release/08/29/2007/00003.html

•Before granting read access to the press release Web page, the 
system ensures the user is properly logged-in.
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Just because you can’t see it doesn’t 
mean its not there.
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•An Estonian financial firm, Lohmus Haavel & Viisemann, 
discovered that the press release Web page URLs were 
named in a predictable fashion. 

•And, while links might not yet exist because the embargo was in 
place, it didn’t mean a user couldn’t guess at the filename and 
gain access to the file. This method worked because the only 
security check Business Wire conducted was to ensure the 
user was properly logged-in, nothing more. 

•According to the SEC, which began an investigation, Lohmus 
Haavel & Viisemann profited over $8 million by trading on the 
information they obtained.

SEC Vs. The Estonian Spiders
http://www.webpronews.com/topnews/2005/11/02/sec-vs-the-estonian-spiders
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Business logic flaws = $$$
In 3-5 years XSS, SQLi, and CSRF will be on the way out

Test often, test everywhere
Not all vulnerabilities can be identified in the design phase, 

by analyzing the code, or even during QA

Detect attacks by profiling
HTTP requests appear legitimate, but active attacks will 

appear anomalous
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For more information:  http://www.whitehatsec.com/

Jeremiah Grossman, founder and CTO
blog: http://jeremiahgrossman.blogspot.com/
jeremiah@whitehatsec.com

Arian Evans, Director or Operations
blog: http://www.anachronic.com/
arian.evans@whitehatsec.com

Thank You!
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